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Why Virtualize Active Directory?

m Hardware Consolidation

® Test and Development

® Security Control
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Hardware Consolidation

® Combine multiple, single use boxes

®m Standardization — eliminate imaging problems

® Reduce Product Activation issues
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Test and Development

® Policy Testing

®m Schema Changes

= Migration/Upgrade testing
® Domain reconfigurations
® Deployment testing

® Disaster recovery planning
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Security control

® Physical access

® Administrative delegations

® Separate applications from Active Directory databases
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Supported Operating Systems

® Windows 2000

® Windows 2003 & R2

® Native Mode or Mixed Mode
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Challenges to Virtualizing Active Directory

® Clock synchronization

= Network performance

= Multi-master replication model

= Security

® Potential single point of failure

® Disaster recovery
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Clock Synchronization — Why So Important?

m Active Directory operations are critically time dependent
® MS Kerberos implementation allows a 5 minute tolerance

® File Replication Services (FRS) synchronizes scripts, database
changes/updates, policies based, in part, on time-stamping

iy Computer Configuration

: %] Maximum lifetime for service ticket B00 minutes
+- Software Settings

: . ; Maximum lifetime for user ticket 10 hours
E‘ 7 ;“;i::;g; Shutd (8] Manimum lifetime for user ticket renewal 7 days
- =] serip rtup/Shutdor

BB Security Settings Maximum tolerance for computer dock synchronization 5 minutes

EI@ Account Policies
: E Password Policy
[+ Account Lockou

: Kerberos Policy
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Time Server Hierarchies

® Child PDC emulators can sync with any DC =
in the parent domain (POC Emuato

® Clients sync with any DC in its own domain

® DCs can sync with PDC emulator in its own
domain or any DC in parent

Member r

tock.usno.navy.mil
External NTP server

Classroom.local
Forest Root Domain

(FDC Emulator)

Source: Microsoft Corporation West.Classroom.local

East.Classroom.local
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Clock Synchronization — Virtualization Issues

® No CPU cycles needed — none given!
® Clock drifts can be significant in a relatively short period

® |dle cycles in a virtual machine is an Active Directory domain’s worst
enemy

® How do you combat time synchronization issues?

More than a 28
minute drift!

] iZongratulations | Svskem time corrected by 1700 secondis)
Q i5 now operating as a time server on t nebwiork,
To cuskomize For use with GPS, WTP4 ar other
Reference Time Sources, please use the Settings tab
Refer to the Log tab For synchronization messages.
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Clock Synching — Option A — Using W32Time
®  Use Windows Time Service — NOT VMware Tools

m Define an alternative external time source for “master” time server

1. Modify Registry settings on the PDC emulator for the forest root domain:
HKLM\System\CurrentControlSet\Services\W32Time\Parameters

 Change Type RED_SZ value from NT5DS to NTP

* Change NtpServer value from time.windows.com,0x1 to an external
stratum 1 time source, i.e. tock.usno.navy.mil,0x1

HKLM\System\CurrentControlSet\Services\W32Time\Config
* Change AnnounceFlags REG_DWORD from 10to 5
2. Stop and restart Time Service — net stop w32time - net start w32time
3. Manually force update - w32tm /resync /rediscover

dwss

{Eﬂ YolSnap | | Hame | Tvpe | Data ol A1 | Hame | vpe
{:ﬂ W35 (Default]l # REG_52 Nl{_value naok set) ]{E:I c.;:;g @"?f'gy'@"'; e
]

: : : REG_SZ
E‘Eﬂ W3ZTime .ﬁ.nnnunceFIags REG_DMAOR % 00000005 (5) u i REG_ERPAMD_SZ  CHWINDOWS|system3Ziwaztime. di

'jﬂi Config ¥)EventlogFlags REG_DWORD  0x00000002 (2) jjjg ;:er"if:e” |Servicetan  REG_SZ SuchostEntry, WiZTime

e REG_S? NTP ‘b_
37 TimeProviders [ o -
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Clock Synching — Option B — Using VMware Tools

® Modify Windows Time Service — Use VMware Tools
> Implement Domain Controllers Group Policy to modify registry:

=-{ w32Time Al Mame Type

Config {Default}l REG_SZ

Enum Nmseruer REG_SZ ime.wirg  Value name:
s Parameters SeruiceDll REG_EXPAMD_SZ 'I':.npng+

Security \ _ . : Twe

&-{23] TimeProviders ServiceMain - REG_sZ S
{2 w3sve [a8JT REG_57 Value data:
Modify Moyl

-2 Wanarp

® Enable ESX server NTP daemon to sync with external stratum 1 NTP
source

> VMware Knowledge Base ID# 1339
® Use VMware Tools Time Synchronization within the virtual machine

Options IDevii:es-I Scfiptsl Shrink'l About I

NOTE: VMware Tools time sync is designed Miscellancaus Oplions
IV Time synchronization between the vitual machine and the

to play “catch-up”, not slow down! * cansols opersting system,

v Shn:nwEMware Tu:n:nls ih the tazkbar.
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New Clock Synching — Descheduled Time Accounting

® VMware Tools experimental component

® Custom component for ESX 3.x VMs

® Currently for uniprocessor Windows and Linux VMs

® Improved accuracy for guest OSes CPU time accounting
® Allows quicker “catch-up” of time for guest OS

® Launches a VMDesched thread or process
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Clock Synching — Descheduled Time Accounting (2)

® Perform a Custom installation of VMware Tools in Windows guest OS

i-.?‘ ¥YMware Tools

X

=l

Click on anicon in the list below bo change how a Feature is installed,

ezl = | YMware Device Drivers

2251 Driver

SVEA Driver

Mouse Driver

YMxMet NIC Driver

Mermary Conkral Driver
Filesystem Sync Driver
Descheduled Time Accounting

This Feature will be installed on local hard drive.

This feature, and all subfeatures, wil be installed an lacal hard drive.

2

= Eeatiure Descrption

Experimental driver to improve
accuracy of timekeeping by
charging kime during which the
wirtual rnachine was nok running
ko the vmdesched service,

This Feature requires OKB on
wolk hard drive,

This Feature will nat be available,

< Back.
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ESX 3.x/VC 2.x Security - VM Access Control

E‘r’ Hosts & Clusters
= Carporate
= ﬂ? |Domain Controllers
= @ 'Héau':iquéFters '
E 19z.168.32.53
E 19z.168.32.54
E 192.168.32.57
= @& EastDCs
@ ChildDiC3
@ ChildDi”4
= @& RootDCs
(f3 RootDC2
(f3 RootDC
= @& West DCs
@ ChildDnC1
@ ChildDiZz
ﬁ; WinzkMs1

Domain Controllers

Permizzions

| Defined in
This object
Hosks & Clusters

Wirtual Machines Hosts & Events [ flarme

LIser_,l'Gru:uup | Role

% CLASSROOMIDC YM Admins
&5 administrators

Virkual Machine Power User
Administrator

5':-'-.?-: Select Users

Seleck users and groups ko include in this role, You can also manually enter names and use
the Check Mames Feature to walidate vour entries against the directory,

Domair: fcLassroom

—LUsers and Groups

IShow Isers First ﬂ

Marme
Administrator
Guesk
krbkgt
SUPPORT_358945a0
DC %M Admins
DnslpdateProsy:

Lsers: I

Groups: ICLF'.SSROOM'I,DC WM Adrnins

Moke: Separate multiple names with semicolons. %

Check hames |

Cancel

0d their names to the Users and Groups list below,
tign them a role from the drop-down menu to the right.

Fassigned Role
Selected users and groups can interack with the
current object according ko the role and privileges
chosen below,

I'u'irtual Machine Power User j
Al

- [F] Global

7 O Folder

¢ [ Datacenter
Datastore

e [ Metwork

a1 [ Host

Wirtual Machine
d- [ Resource

a- [ alarms
scheduled Task
¢1- [ sessions

7 O Perfarmance

¥l [] Permissions

Description: Al Privileges

¥ Propagate ko Child Objects
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Transitioning from Physical to Virtual

® Start with a fresh system state backup for recovery

® Consider creating a dedicated virtual switch or virtual machine port
group to isolate replication traffic

Generally single processor virtual machines are adequate for domain
controllers

Create a separate virtual disk for Active Directory database, log files,
and SYSVOL

Validate inbound/outbound connections between physical and virtual
machines

= Allow 24-48 hours for replication to complete

® Change the weight and/or priority of the DNS SRV records for virtual
machines

Monitor the logon requests to ensure virtual machines are successfully
responding

Decommission physical domain controllers
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Network Connections

ChildDC3

192 .168.32.53 Froduction

Refresh

RaotDL Overview

Use the Maps view
to verify network
infrastructure

|

=S [% ChildDCA -
Map Relationships:
Custom Map -
Host Opkions
v
Q 192 168.32.59 r Higst 1o Y
¥ Host To Metwork
Q [T Host ToD '-.-'|rl:|.|a| Swﬂ:-:h vSwﬂ:chl Fem

P i s ™ show alll '-.-'mual Machlne Pt Gmup . Phosical Adapters
roduction Produckion | —aBF vmnicl 1000 Ful

/( W yMtone = |2 virtual machines | YLANID *
WinzkmMs1
ChildDC2 [?] [% i [ WM ko Dat

™ Shaw &l Childoc 1

RootDC2 Apply A

'-.-'|rtua| Swﬂ:-:h vSwﬂ:chS Rem
-'-.-'Mkemel Part . Physical Adapters
" ymation o vmricz 1000 Ful

Create separate VM port 10.1.32.15¢4
Virtual Machine Part Group

groups connected to individual Production?

1 virtual machines | ¥LAM 1D *

NICs ChildDic4
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Advanced Switch Settings - Networking

® ESX Server 3.x provides some more sophisticated network settings

General I Security I Traffic Shaping NI Teaming |

—Palicy Exceptions

Load Balancing: Route based on the ariginating wirtual part ID j

Metwork Failover Detection: : Link Status anly

Rlotify Switches: I*.fes

Raolling Failower: Mo

Failowver Order:
v iCverride wEwibch Failover order:

Select active and standby adapters For this port group. In a Failover
“situation, standby adapters activate in the order specified below,

Mame | Speed | Netwaorks Mave Lp
Active Adapters =
wmnicl 1000 Ful 192,1658.52,1-192, 168,524 Move Down
WTINICE 1000 Full

Standby Adapters

Unused Adapters
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Using Replication Monitor

® Validating Inbound Connections

..4?' Active Directory Replication Monitor
File Edit Action Wiew Help

|M onitored Servers:

Update Automatically I

@ Monitored Servers
=l Default-First-Site-M ame

=5 e
i @ DC=classioom, DC=local
@ CH=Caonfiguration.DC=clazsoom,D C=local
CM=5chema,CM=Caonfiguration, D C=claszroom,D C=local
DC=DamainlnsZones D C=clazsroom DC=local
DC=FaorestDnzd ones D C=clazsroom DC=local
DC=childb,DC=clazsroom D C=local

[

DC=clagzzroom, D C=local
CH=Canfiguration, D C=claszroom D C=local
CM=5chema.CH=Configuration. D C=classroom D C=local
DC=ForestDinzgones D C=clazeroom DC=local
DC=DomainlnsZones D C=clazsroom DC=local

=
=

CH=Canfiguration, D C=classroom D C=local
CH=5chema,CH=Configuration,DC=clazzroom,D C=local
Q DC=childa DC=clazzoom. D C=local
ﬂ child2
@ CM=Corfiguration DC=classroom,D C=local
Q CM=5chema, CN=Configuration D C=clagzroom.D C=local
.48 DC=childb DC=classroom,DC=local

- EH -6 L B

PP PPPPP-PPPP

Log: C:\Documents and Settings\administratorsty DocumentshD efault-First-Site-N arnme-
Statug az of: 9732006 12:12:07 PM

4% Server Properties

G_e_ner(all Server Fl_agsl F5MO Fh:ulesl I_:redEnti,aISI
Inbound Replication Connections | TCRAP Eunfiguratiunl

Below is & list of the inbound cannection objects established far this domain contraller:

Server Mame | Admin-Generated? |
dddd - B Default-First-Site-Ma..  ALTO
ﬁ I60e077a-2da0-4043-8.. Default-First-Site-Ma..  AUTO
ﬁ ef38af74-fcbB-4738-22...  Default-First-Site-Ma..  AUTO

Below 1z an advanced description of why the inbound connection objects were establizhes

Connection Mame: 0538dddd-32ad-49cd-92e3-160boofAE31 2

Replication Parther. Default-Firzt-Site-MamehDC2
Adminiztrator Generated?: ALTO

R eazans for thiz connection:

Directory Partition [0 C=0omainl ns2ones, D C=claszroom,DC=local)
Feplicated because the replication partner iz a ring neighbar.

|
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Using Replication Monitor (2)

® Successful Replication

{5 Active Directory Replication Monitor
File Edit Action Yiew Help
|h-1 onitored Servers: IJpdate Automatically I

r&;’j Monitored Servers g C:ADocuments and 5 ettings'A dministrators My Documentshde -DC=classroom D C=local-DC2 log
=- Ill Drefault-First-Site-M ame iStatus as of: 9432006 12:12:07 PM |

=) ? del »» Direct Replication Partner Data <<

E| % DC=classroom.DC=local Server iz cunent through Property Update USH; 16594

% ﬁ %Efiu“'{:"tﬂ SEEENE:-“EI'"DEE e The lazt replication attempt was succeszsful. Thiz took place at; 3/3/2006 12:07:28 P [local]
anfiguration clazzroom, oca

CM=5chema,CH=Configuration,D C=clazzroom, D
DC=DomainDneones 0 C=clazzroom, D C=local
DC=ForestDnsZones, D C=claszroom, D C=local
DC=childb,DC=clazsroom D C=local

[}

DC=clazzroom,DC=local
CH=Canfiquration, D C=clazzraam, D C=local
CM=5chema,CH=Configuration,D C=clazzroom,D
DC=ForestDinzZones, D C=clazzroom, D C=local
DC=0omainDnsLones D C=classroom, D C=local
il
CH=Canfiguration, D C=clazsroom, D C=local
CM=5chema,CH=Configuration,D C=clazzroom,D
Q DC=childa,DC=clazzroom.DC=local
j child2
=@ CM=Configuration DC=classroom DC=local
1@ CM=5chema,CN=Configuration DC=classroom D
% D C=childb,DC=clazzroom, D C=local

g = A o R R 'H

PR PPPPP - PPPP
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Replication Topology

ROOTDC

® Checking Replication Topology

CHILDDC24

® Look for replication errors

Monitored Servers g C:ADocuments and Settings'administratoriiy Documents'ds1 -CH=5 chema, CM=Configuration, D C=
“J Default-First-Site-Mame Status az of: 94372006 12:12:07 P

E‘? dcl »» Direct Replication Partner Data <<

E@ D!:='3|‘333“:":"'_"'f[:":_=|':"3‘3| Server iz current through Property Update USH: 5545

ﬁ Defaglt-Fus.t-Sﬂe-Name'\DEE Fieplication Failure: Changes have not been successiully replicated from DC2 for 1 attempt{z].
Elg LH=Canficnstion DE=classeom.Dilozal Replication Failure: The reazon is: There are no more endpoints available from the endpoint map

2 Default-First-Site-NameDC2 R s _ s
ﬁ Default-First-Site-NamshCHILD S Replication Failure: The last replication attempt was: 943/2008 171:48:42 Ak [local]

[—:Ig CH=5Schema,CH=Configuration,DC=clazsroom, DI

% Drefault-First-Site-Hame\DC2
L2 Default-First-Site-Name\CHILD 2
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DNS Modifications

® Modify the weight and/or priority of the DNS SRV records

m Specifically offload the authentication requests from the PDC emulator
when possible

DNS weight is the proportional distribution of requests among DNS
servers

® DNS priority is the likelihood a server will receive a request

® PDC emulators should have one or both adjusted accordingly by adding:
HKLM\System\CurrentControlSet\Services\Netlogon\Parameters

* LdapSrvWeight DWORD decimal value of 25 or 50
HKLM\System\CurrentControlSet\Services\Netlogon\Parameters

* LdapSrvPriority DWORD decimal value to 100 or 200

Physical domain controllers should be adjusted similarly to PDC
emulator to decrease DNS dependencies on them
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DNS Modifications

Service Location [SPY) | Segu;it_n,nl

Diomair: Default-First-Site-Mame, 3

_Idap

® Can also be changed within Service
DNS manager Brotocal: top

® Registry changes do not require Prigrity:-ﬂlzﬂﬂ

a reboot ‘Weight l'lm
Fuort aumber: 383

Huoszt offering this zemvice:;

Iru:u:utu:ln::. clagsroom.local.

I:I qc Data ©
-1 pdc : .
Service Location (SRY [200][50][8&] rookdc, classroom, local,

Service Location (SR [200][50][3268] rookde, classraom. local,
Service Location (SR [O][100][&&] rookdcz . classroom. local,
Service Location (SR [O][100][339] rookdcz . classroom. lacal.,

EI _sites
- = Default-First-Site
E _kep
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Disaster Recovery

® Perform consistent system state backups
> Eliminates hardware incapability when performing restore
® Follow Microsoft recommendations on FSMO role placement
> http://support.microsoft.com/kb/223346

= All Active Directory restorations should be performed using authoritative and
non-authoritative technique

> Do not recover an Active Directory database from a backup copy of an old
virtual disk!
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http://support.microsoft.com/kb/223346

VDC Wiew of Self

Disaster Recovery Scenarios
Improper Restore of VM

DiCz Wiew of WDCL

Proper Restore of VM

MODCL Wiew of Self

DCz Wiew of WMDCL

JsEN=1000,
InvocationID=4

YDC1{A M@ USN1000

JSM=1000,
InvocationID=4a

YDC1({AI@USN1000

L )

W21 fails and old
image is brought
anline

Y

L 3

YWOCL fails and is
properly restored

J=M=500,
InvocationlD=4

YOC10A @ JSN1000

Y

Y

—hanges oocur on
VDiC1

Y

USM=500,
InvocationID=B

YDC1(AI@USN1000
VDCL{B)@USN500

Changes occur on
VDL

USN=&00,
InvocationID=4

WDCL{A)@USN1000

UZM=600,
InvocationID=B

Y

YOC1(B)@USNEDD

Source: Microsoft Corporation
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Disaster Preparedness — ESX 3.x/VirtualCenter 2.x

® VMware provides solutions for automatically restarting virtual machines

® Implement VMware HA as a high availability to ensure virtual machine
domain controllers restart in the event an ESX server fails

General Set options that define the behavior of virtual machines in ca:
YMware HA Failure. : :

| Wirtual Machine Options |
WMware DRS virtual Machine | Restart Priorivy | Isolation Response

o a | : A i

Wirtual Machine Options

RooktDC High - Leave poawet on
ChildCnZ3 High w Leave power on
ChildDiZ1 High e Leave power an
RookDiZZ Mediurm " Power off
WinzkMs1 Mediurm Power off
ChildDZz Mediurm Power off
ChildDiZ4 Mediunm Power aff

PEPPEEE
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Disaster Preparedness — ESX 3.x/VirtualCenter 2.x

® Combined with VMware DRS Anti-affinity rules can ensure domain
controller VMs are segregated

General
'u'r'-“lware DF:S

'u'lrI:uaI Machine Opkions

Use this page to creat
apply ko wirtual machir
be retained if the virke

- ﬁ East DCs.

ﬁj RootDCZ |

] S westDCs

Lalie CNE NEW rUIg 3 Name and cnoo
Then, select the virtual machines te

—Marme
||::.:u:.t Dis|

—Type
ISeparate Yirtual Machines

—Wirtual Machines
RookCnZ
RookDiZZ
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Additional Information

VMware Time Sync and Windows Time Service

> VMware Knowledge Base ID# 1318

Installing and Configuring NTP on VMware ESX Server

> VMware Knowledge Base ID# 1339

VMware Descheduled Time Accounting

> http://www.vmware.com/pdf/vi3_esx_vmdesched.pdf

How to detect and recover from a USN rollback in Windows Server 2003

> http://support.microsoft.com/kb/875495
How to detect and recover from a USN rollback in Windows 2000 Server

> http://support.microsoft.com/kb/885875

Support policy for Microsoft software running in non-Microsoft hardware
virtualization software

> http://support.microsoft.com/kb/897615
How to configure an authoritative time server in Windows Server 2003
> http://support.microsoft.com/kb/816042
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Best Practices

® Avoid snapshots or REDOs for domain controller virtual machines

® Do not suspend domain controller virtual machines for long periods

® Consistent and regular system state backups still very important
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Summary

® System State backups regularly
Time Synchronization
Disaster Recovery Plan
High Availability
Monitor Replication Traffic
Modify DNS SRV records to redirect log on authentications to VMs

Go back and constantly re-evaluate your strategy!!!
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Thank you!!
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Questions?
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