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Initial Lessons Learned...

Almost all workloads can be virtualized

There will ALWAYS be host-busting workloads

Most of your efforts will be geared towards reactive performance analysis
You won’t be able to find and resolve all performance problems

Workload/performance analysis and capacity planning are more arts
than sciences

Most virtualization naysayers eventually turn into virtualization advocates

The IO and network subsystems need to be designed and baselined
BEFORE loading

Growth will happen faster then you think

Plan for the norm, react to the exceptions

Virtualization is all about resource consumption

There will be workloads that outgrow your current capacity in your complex
ALL of us are in the learning curve
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Five Contexts of Virtualization

Physical Machine
Virtual Machine

Application Application Application

ESX Host Machine

ESX Host Farm/Cluster

Phiamory PNIC Prdamiory PHIC

ESX Host Cumplex Intel Hardware Intel Hardware

BCPRL Phiemuory BHIC BCPRL Phidamory PHIC

intel Hardware Intel Hardware

Remember the virtual context
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Reviewing the Basic Workload Analysis Approach

Categorize the workloads from architectural, performance, and availability
perspectives

Measure/calculate your current capacity for the five contexts of virtualization
Identify and correct current problems — don't virtualize known problems!

Determine what are and are not currently good candidates for virtualization at the
previously established financially viable target ratio

Design a tiered VMware ESX infrastructure, tiers will evolve if not designed first
Apply reasonability checks to your design before implementation
Build your tiered VMware ESX infrastructure and expect rapid expansion
Load your virtual containers aiming initially for a low virtual machine/server ratio
> From existing servers using new installs, whenever possible
« Initial resource allocation based upon physical consumption
> With new workloads
+ Initial resource allocation based upon categorization of server
Measure performance of ESX workloads, including a trend analysis

This approach has proven to be very effective!
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Establishing the Basic Performance Analysis Approach

m |dentify the virtual context of the reported performance problem
m Monitor the performance within that virtual context for an overview

> Start with the overall health of the farm/complex, looking for atypical resource
consumers (individual virtual machines)

> Analyze those virtual machines
> |dentify processes using the largest amount of the Core Four resources

> Apply a reasonability check on the resources consumed — “Is the amount of
resources consumed characteristic of this particular application or task for the server
processing tier?”

> Look for repeat offenders! This happens often.
Expand the performance monitoring to each virtual context as needed

> Are other workloads influencing the virtual context of this particular application and
causing a shortage of a particular resource?

Drill down or up if the higher level diaghostics cannot identify the problem
Remedy the problem

> Correct the application configuration

> Adjust the resources assigned to the virtual context

> Relgeve therinfhestruci fré lnigbia ln Whirhd 4 @suchdin this sidualiéentext
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The connection between Workload Analysis
and Performance Analysis....

= Workload Analysis...

> |n the virtual machine context is focused on the applications’ and resultant
virtual machine’s resource consumption

> |n the ESX host context is primarily focused on the cumulative amount of
resources consumed by all of the virtual machines on a single ESX host

> |n the farm and complex context is usually about infrastructure (SAN and
network) resource consumption

® Performance Analysis...

> |n the virtual machine context is usually about virtual machine application
configuration and assigning sufficient resources

> |n the ESX host context usually about having enough resources in the
physical system to handle that particular workload

> |In the farm and complex context is usually about infrastructure
and total capacity
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Top Performance Counters per Context
Physical/Virtual Machine ESX Host Farm/Cluster/Complex
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Windows Task Manager — Virtual Machine Context

Windows Task Manager
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Virtual Center — ESX Host Context

W|Fut1)ay vl

CPU Resources Still Available on ESX Host

L

10/6{2006 8:11 AM

10/5/2006 8:11 &M
— Usage
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Virtual Center — ESX Farm Context
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CPU Resources Still Available on ESX Farm
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Virtual Center — ESX Complex Context
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Server Processing Tiers
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Reasonability Checks — Web Servers

Memory and CPU resource consumption should be relatively light unless
TCP sockets are constantly created and released

Secure sockets could increase CPU consumption
Network /O is often the top resource consumer

Most files are usually static except for log files

High amount of memaory sharing

Target ratio™ of 3-4 virtual machines per CPU/socket
Single CPU allocation

Average memory allocation of 384-500MB of RAM

**The target ratios in the Reasonability Checks slides are dependent
upon many factors in each environment. Some locations have been
found to have higher ratios. The ratios listed in these slides have
come from real world experience in a large ESX deployment.
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Reasonability Checks — Web/Application Servers

HTTP, HTTPS, java applet/serviet processing
> Apache Tomcat, IBM Websphere, BEA Weblogic app servers

Use the application server monitoring tools to measure how the allocated
memory is actually being used

® Memory and CPU resource consumption can be VERY high

® There is a low amount of memory sharing within Java Virtual Machines since
memory segments are typically unique

Target ratio™ of 1-2 vitual machines per CPU/socket, depending upon the load
m Symmetric multi-processor allocation is best, depending upon the ESX host

® Average memory allocation 1-2GB of RAM per virtual with maximum Java
heap size of 75% of the memory allocation

Tuning of JYM heap size and garbage eating cycle is key. Make sure that the
application server returns unused memory to the OS

Make sure that the JVM heap size settings are not set so high that they
consume most of the allocated memory for the Virtual Machine, causing
excessive paging at the Windows operating system level
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Reasonability Checks — Application Servers

Essentially batch processing so measure average and peaks. Know the
personality of the workloads, especially during high usage time

Resource consumption is based upon the application but can be arificially
throttled with ESX share settings

This layer can potentially consume all of the ESX host resources during peak
periods, which is not necessarily a bad thing but should be watched

® Disk I/O is often the constraining factor

® Data drives typically largest for this layer, which requires a careful analysis of the
LUN sizes (if SAN) and LUN performance

® Target ratio™ of 2-3 virtual machines per CPU/socket, based on workload
m Symmetric multi-processor allocation is sometimes necessary

® The application layer should be initially sized close to the shared physical
machine allocation
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Reasonability Checks — Database Servers

DBMS software (e.g., Microsoft SQL Server) is the primary consumer
The database may reside on external SAN or local disk
Disk and network |/O overhead are constraining factors

A substantial virtualization degradation (up to 25%) can occur in this layer. It is
best to start out very conservatively and then add load in your own environment

Target ratio™ of 1-2 virtual machines per CPU/Socket
Memory allocation of at least 1GB per virtual machine
Symmetric Multi-Processor allocation IS necessary if the host has > two CPUS

Check the initialization parameters of the DBMS and ensure that the DBMS does
not fully consume the allocated resources for the Virtual Machine

Database layers can be very different so get your DBAs involved. The more
information, the better
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Reasonability Checks — Infrastructure Servers

® Print, security patch, anti-virus, “non-user” servers, file servers
> Peak resource periods do not adversely affect functions
> Target ratio of 3-4** virtual machines per CPU/Socket
> Memory allocation of 384-512 MB per virtual machine
> Single CPU allocation per virtual machine
DHCP, DNS, Domain Controllers
> Carefully analyze your network utilization and flow
> Heavy network I/O in 2.5.x consumes high CPU, better in 3.0
> Virtualize these in development, tread carefully in production

> Base your decision on whether to virtualize these types of
workloads on your overall network load as well as your expected
load on these servers

Use this layer to “fill” farm space
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Nothing Definite Yet? Time to Drill Down (and Up)

How does it really work? One of the biggest lessons learned is the need
to thoroughly understand the underlying infrastructure and its impact on

the virtual solution

VWhat is being consumed? Performance analysis is mostly about what is
being consumed and whether that consumption is reasonable, given
what is known about the applications and infrastructure.

> Do a quick upwards view to the farm and complex to see if there are
other similar problems. If so, suspect the underlying infrastructure

Where are the serious bottlenecks? Most serious bottlenecks are
regularly seen so look for the repeat offenders keeping in mind that:

> Each application causes different bottlenecks to occur
> The same server will perform differently for different applications
> Remember: There are always bottlenecksl!
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General Bottlenecks

® Memory and disk bottlenecks will have similar symptoms

> Insufficient memaory will require synchronous disk I/O for most network

requests because the memory buffer will not be large enough to contain data
for most requests

> A slow disk will likely result in memory buffers filling with write data
(or waiting for read data) which will delay all requests because free memory
buffers are unavailable for write requests (or response is waiting for read data
in disk queue)

> Disk/controller/memory utilization will typically be very high

> Most network transfers will happen only after disk I/O has completed
> Very long response time, low network utilization

> Processor utilization will usually be low

« Since disk I/O can take a relatively long time, and disk queues will become

full, the processor will be idle or have low utilization as it waits long periods
of time before processing next request

To have a network bottleneck, the network must not be waiting on any disk 1/O
so the server probably has sufficient memory
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CPU Overview — Virtual Machine Context

® Look for any process that is sustaining a high CPU utilization for an extended
period of time or is regularly peaking

= If high CPU utilization is seen, check disk and network I/O rates to see if the
root cause is actually /O

> Check memory allocation within the Virtual Machine since insufficient memory
allocation can drive up CPU consumption

> A %Ready to Run (ESXTop) greater then 5% may reveal insufficient CPU
resources were allocated to the Virtual Machine

> If SMP is turned on consider going to a uniprocessor configuration

> If CPU utilization is 100% add CPU shares or allocation first before
considering SMP

Remember....
> User-level application code runs directly at near-native speed

> Remaining operating system code and virtualized instructions have varying
overhead

> The faster the CPUs (and underlying bus structures) the better the system can
absorb the virtual overhead, particularly under stress
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Memory Overview - Virtual Machine/ESX Host Contexts

® Remember to keep the context of the different memories clear

> Virtual Machine “physical” memory

> Virtual Machine virtual/paging memory

> ESX Host physical memory

> ESX Host virtual/paging memory

Physical memory shortages can be a roadblock at different contexts
® Page Reads/sec, Page Writes/sec

> Page Reads/sec are the number of disk reads done for paging

> Page Writes/sec are the number of disk writes done for paging

> Most other memory counters are for virtual memory

* These cannot be used to diagnose when a server is running low on
physical memory

« Available MBytes useful for understanding physical memory usage
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Storage Subsystem Overview

The design needs to start with the expected amount of [/Os per second (|IOPS) and the
expected types of I/Os (sequential read/writes, random reads/writes) and ratios of each

> Per LUN

> Per individual paths to the storage subsystem

> Remember to consider capacity AND performance AND availability/redundancy
* For multi-threaded IO intensive applications, more disks = more performance
« Random readAwrite workloads usually require lots of disks to scale
» For random write intensive environments:

= RAID-10 about 50% greater throughput than RAID-5 at the disk level

RAID Ratio of performance for comparing RAID strategies:

> %Reads * (Physical Read Ops) + %Writes * (Physical Write Ops)

RAID-10, RAID-1, RAID 0+1, RAID-1+0

> Two physical disk writes per logical write request are required

> |fO Performance = % Read * (1) + % Write * (2)

RAID-5

> Four physical disk /O operations per logical random write request are required (two reads
and two writes)

> |fO Performance = % Read * (1) + % Write * (4)
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When a Disk is not a Disk — SAN Considerations

®  Unless you are booting from SAN you need to consider both local disk and network storage

®  Local disk involve an on-board or plug-in SCSI controller with a small amount of
readfwrite cache

> Data drives compete with system drives and paging

SAN solutions can include network fabric, network switches, network adaptors, host bus
IL‘atgdﬁ'ar.mtn:iu:rs, frﬁame adaptors, front-end processors, microcode, a variety of bus structures, and
s of cache

> SAN performance analysis starts with the host machine
= Start with disk busy, average sector transfer time, IOPS
At the SAN level, start with the “back end” physical disks, using SAN management tools
= The bigger the performance problem the more likely it is in the back end disk area
* Don't expect much more than 100 |OPS from a physical disk
Work your way upwards inside the SAN, working your way to the SAN fabric

Remember that the SAN has the similar challenges to ESX, which is competition for
shared resources

» Look for competition at the physical disk and LUN levels

Rang%nﬁ reads, random writes, sequential reads, sequential writes may get homogenized
ina

I/O block sizes can be changed as the data is moved down the 1/O path
Native SAN tools tend to measure at larger sampling intervals so results will be smoothed

Though individual components of a SAN or NAS have absolute throughput limits the
aggregate SAN throughput limits are not the sum of its parts
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Disk Overview — Virtual Machine/ESX Host Contexts

® Disk bottlenecks are the most common bottleneck

> Most configure disks based upon capacity requirements,
not performance

® Average random disk /O is about 7 — 8 mSec
> Disks run optimally with no more than 2 — 3 I/Os in queue

> At 2 — 3 I/Os per disk average disk latency would be about 21mSec
@ 7mSec latency

®m Avg. Disk sec/Transfer
> If greater than 20-30m&Sec then the disk is a bottleneck
> Look at physical disk not logical disk counters
= Split I/1Os/Sec
> Should not be more than small percentage of /O E.g. 1%
> High Split I/Os mean the disk is fragmented or the array is not alighed
> Also check I/O size by monitoring Avg. Disk Bytes/Transfer
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Network Overview — All Contexts

® Network performance problems can be difficult to diagnose

m Suspect network problems if poor performance and no other
obvious server performance problems

> Disk latencies are low < 20mSec
> Sufficient Memory - No/low hard disk paging
« Page/Reads and Page/\Writes/sec < 100
= and Avg. Disk Sec/Transfer < 15 - 20mSec
> CPU utilization can be high or low
« CPU utilization is high if packet sizes are small
= Many trips through TCP/IP stack
> CPU utilization is low if packet sizes are large
= Most time spent doing DMA by LAN adapter
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Network Overview — ESX Host Context

u  Server Network Adapter Problems Can be Diagnosed
> Bytes Total/sec, Packets/ksec

= Chunky Workloads: Bandwidth limited
= Image servers, fileAiweb/mail servers, video servers, database warehousing
* Bytes Total/Sec should be well below 50-60% of wire speed
= Wire speed on full duplex adapters is about 1.3 - 1.6x rated speed
* Peak sustained rates
+ 1Gbit Enet = 130MB/Sec to 160MB/Sec
= 100Mbit Enet = 13 - 16MB/Sec

> Chatty Workloads: - High Packet Rates - Packets/Sec maximums:
+ Message/Chat server, database transaction processing, lots of small files
+ 1Gbit Enet adapter at 50% utilization will drive about 50K - 80K packets/sec
= 100Mbit Adapter at 50% utilization is about 5K to 8K packets/sec

> |f Bytes/sec is well below wire speed and Packets/sec is low

« A network bottleneck could still exist in the external network
+ This will require a LAN Analyzer to diagnose
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Case Study

File Server Hangs for Several Seconds
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Memory Analysis o

O +0 Oum +X o ROE 0= &

About 2.6 — 3.0GB free Memaory
Available

> No significant paging
> Cache Bytes stable (150MB)

Recommendations

RN
0 O O O

> No memory configuration
issues noticed
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> The memory configuration is
suitable for this workload

o38888
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Processor Analysis [ 5 o e o o o

|'[|:: o T o L +x.¢ RRAE O=2

= Average processor utilization is only 15%
u A peak of 99.9% seen as white impulse line.

m  Second chart shows that peak and MOST of
the processor time is kernel time (OS5)

= Tip:
* Use %Privilege Time to help identify
driver or kernel problems

* Use %User Time to help identify
application problems

B Summary

> Since the processor is only busy for a very
brief time, but at only 15% for most of the
day, faster processors should not be
needed when the cause for the peak can
be determined and remedied
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Network Adapter Analysis

m Network subsystem is very B Fle Acton Vew Favortes Window Hep
underutilized and is not causing any = =

> Peak throughput is correlated to
the spike in CPU utilization

> No bottleneck as the LAN is only
moving about SMB/Sec

.: I1 11r1 5’ .I
15,500/sec |

> And packets/Sec are about I-';':“E'!,‘F':"'-”"f';" M

Recommendations 0000 Average] 2339181 Mnmum| 507518
Madmum 7967063 Duaton|  2:21:00

> Subsystem healthy Counter Instance

> LAN traffic correlated with CPU ' , % Processor Time Totd
spike proves that the spike is in . Interrupts/sec _Totd
response to a greater request in ) Bytes Receivedsec Broadoom Netiireme Ggabit &
file server load nn_.wsmm -.-“.-'-T.,

> High bytes/sec show server is | 00010000 Packets Rece
responding to the increased load Broadcom Netireme Gigabit
from application servers . . Broadcom Nettreme Gigabit €
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Disk Performance Analysis

B Avg. Disk Sec/Read (white line) is a
minor system bottleneck

> Avg. Disk Sec/Read is only 3mSec
(good)

> White spikes on top chart are rarely
above 20mSec indicating a very
minor read bottleneck

m Avg. Bytes/Read (white line) indicate
about 4KB maximum

> Recommendations

* Disk V: reads do not indicate a
significant bottleneck
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Disk Performance Analysis  [-tosus:ixchcgocs

® Avg. Disk Sec/Write is good except for the
bottleneck correlated with spike in CPU
utilization (red)

> Avg. Disk Sec/Read is only 3mSec
(good) P T

— (OPO000T Ay Dk BytesRasd
— GOOO00 Avg Dek Bytefinene

> White spike on top chart indicating
630mSec latency g
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> Write bottleneck during spike
but may not be disk subsystem

Avg. BytesMrite (white line) indicate about
2KB, with 7KB maximum so 8KB stripe
size should be used for this device

> Recommendations

* Disk V: should have at least an 8KB
stripe size
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Disk Performance Analysis
® Excessive split I/0O rate to V disk Se=Al

B0 tom Yor fots Widow thp =181
> Avg. about 30/Sec 0 J*+0 80a +Xo heE 058

® Recommend to investigate cause "
for split I/O as this should not be '
occurring and reduces SAN

performance

> Split IO/Sec reports the rate at JFH‘ WWwWWwW
which |/Os to the disk were split
into multiple I/Os. A split I/O may 0,000 mm;e 2750 Mamm|
result from requesting data of a | 56613 Duan zzim
size that is too large to fit into a [Cokr [Scae | Counter [ starce

single I/O or that the disk is — 100000 Avg DikQueveLengh 4V:

1000000 Avg Dek secPead 4V
fragmented m— 1000000 AV, Dk se/Wite 4v;

— 0001000  Disk Bytesfe: 4y:
— ] 00 Dk Readsfoec 4y:

01000000  Dek Tramsfers/sec 4y
—CliElIl}Iﬂ Dd-;'l.ﬂ.l'mesfsec 4y
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Some Final Lessons Learned...

Performance analysis techniques are a synergy between
Windows and mainframe technigues

It's fairly easy to reassign ESX hosting resources but difficult and costly
to modify poorly designed storage and network subsystem components

Develop a process to identify performance problems and share it with
others

DO NOT underestimate the importance and challenges associated with
the underlying storage and network infrastructure design and

performance

DO NOT try to put too much additional load into an existing, heavily
utilized ESX complex

Perseverance is the key to a successful conversion to virtual
environment
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Presentation Download

Please remember to complete your

session evaluation form
and return it to the room monitors
as you exit the session

The presentation for this session can be downloaded at
http://www.vmware.com/vmtn/vmworld/sessions/

Enter the following to download (case-sensitive):

Username: cbv_rep
Password: cbvfor9v9r

VMWORLD 2006




VMWORLD 2006

o]




	Slide1.PNG
	Slide2.PNG
	Slide3.PNG
	Slide4.PNG
	Slide5.PNG
	Slide6.PNG
	Slide7.PNG
	Slide8.PNG
	Slide9.PNG
	Slide10.PNG
	Slide11.PNG
	Slide12.PNG
	Slide13.PNG
	Slide14.PNG
	Slide15.PNG
	Slide16.PNG
	Slide17.PNG
	Slide18.PNG
	Slide19.PNG
	Slide20.PNG
	Slide21.PNG
	Slide22.PNG
	Slide23.PNG
	Slide24.PNG
	Slide25.PNG
	Slide26.PNG
	Slide27.PNG
	Slide28.PNG
	Slide29.PNG
	Slide30.PNG
	Slide31.PNG
	Slide32.PNG
	Slide33.PNG
	Slide34.PNG
	Slide35.PNG
	Slide36.PNG
	Slide37.PNG
	Slide38.PNG
	Slide39.PNG
	Slide40.PNG

