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Overview

VMware vCloud Architecture Toolkit Software Tools provides information about software tools that can be
used to support VMware® vCloud® planning, implementation, testing, and maintenance.

The VMware vCloud Director™ Server Resource Kit software tools are applications developed by
VMware engineering teams. You can use them in your vCloud test and development environments to
test, automate, and maintain vCloud Director servers. These tools are freely available and can be
used by anyone.

Services automation tools, such as VMware Capacity Planner™, VMware HealthAnalyzer, and
VMware Migration Manager™, support delivery of various VMware services by automating aspects of
service delivery. These services and tools, which are useful for working with a vCloud solution, are
not directly available to customers, but customers can engage VMware Professional Services or
partner companies for services that employ the tools. Eligible VMware partners who meet certain
criteria, or who purchase a VMware Services Software Solutions subscription (SKU: CON-SSS), can
use the services automation tools.

1.1 Audience

This document is written for vCloud IT administrators and software developers who are implementing a
vCloud computing solution, typically for testing and automating the process of implementing the vCloud
software stack. VMware partner consultants who deliver services that employ the use of VMware
Services Software Solutions service automation tools should also find it useful.

Administrators should understand how to administer the vCloud Director server and its components,
including the following technologies:

VMware vCenter Server™,

VMware vCloud Director™.

Java.

HyperText Markup Language (HTML).
eXtensible Markup Language (XML).

In addition, administrators and developers should be familiar with vCloud Director and associated
products that comprise the vCloud stack. These include supported data repositories and command-line
syntax for the particular shell and platform on which the server is installed. Knowledge of the basic vCloud
Director architectural concepts needed to successfully design and deploy a vCloud Director architecture
and service is also helpful.

1.2 Scope

This reference guide documents only vCloud Director Server Resource Kit and services automation tools.
See the VMware product documentation for detailed information about vCloud and vCloud Director.

© 2013 VMware, Inc. All rights reserved.
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2. VMware vCloud Director Server Resource Kit
The VMware vCloud Director Server Resource Kit includes the following tools:

¢ vCloud Director Audit.

e vCloud Provisioner.

e CloudCleaner.

2.1 vCloud Director Audit

vCloud Director users need to be able to report on vCloud Director infrastructure, producing audit reports
on their vCloud Director deployments and returning data in a centralized, easy-to-read report. vCloud
Director Audit, based on the vCheck 6 framework from virtu-al.net (http://www.virtu-al.net/featured-
scripts/vcheck/), provides vCloud Director audit capabilities as an extensible, plug-in driven solution.
vCloud Director Audit works with vCloud Director 1.5.

2.1.1 Prerequisites
e VMware vSphere® PowerShell™ 2.0.
e VvCloud PowerCLI 5.0.1 (or later).

When you install PowerCLI 5.0.1, verify that the vCloud Director PowerCLI option is selected, otherwise
the cmdlets required by the vCloud Director Audit tool are not made available. This option is not
selected by default.

[ ﬁ‘;‘ Viware vSphere PowerCLI @1

Custom Setup

Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

Feature Description

Provides cmdlets for automating
wSphere features,

This feature requires 22MB on
your hard drive.

Install to:
C:\Program Files (x86)WMware\InfrastructurevSphere PowerCLTY
Installshield
[ Help ] [ Space ] [ < Back ][ Mext = ] [ Cancel ]

© 2013 VMware, Inc. All rights reserved.
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2.1.2 Setup, Configuration, and Use
To set up, configure, and use vCloud Director Audit

1. Download vCloud Director Audit from http://www.virtu-al.net/2012/03/13/vcdaudit-for-vcloud-director/.

2. Unzip to a folder. There is no installation process.

3. Editthe 00 Connection Plugin for VCD.psl file to set the appropriate credentials for your
vCloud environment (see line 19).

3 CAWindows\System32\WindowsPowerShell\w1.0\powershell_ise.exe T RY = | B e

File Edit View Debug Help
Neld&E0x» 9 I NEN R 5’;74

00 Connection Plugin for vCD.ps1® X
3 onnection settings for vCD"
an Renouf”
n 1.0
"wCDAudit"

‘List
Connection Settings”
‘Connection Plugin for connecting to wCD

0]

8 # Start of Settings
48 # End of Settings

22 # Adding PowerCLI vCD snapin
13 if (!(get-pssnapin -name WMware.VimAutomation.Cloud -erroraction silentlycontinue)) {
14 add-pssnapin VMware. VimAutomation.Cloud

stomOut "Connecting to CI Server”
$5 -

nnect-CIServer 3CIServer -User Administrator -Password vmwarel

tion. IsConnected) {

ost "Unable to connect to wCloud Director, please ensure you have altered the vCloud Director server address correctly "
" to specify a username and password edit the connection string in the 00 Connection Plugin”

4. From PowerCLI, execute the following command:
.\VCDAudit.psl

5. Ifitis your first time running the application, you are prompted to configure vCloud Director Audit. If
you want to reconfigure after the initial setup, add the -configure flag to the command-line
argument.

E¥ VMware vSphere PowerCLI 5.0.1 | =R X

FowerCLI C:~Usersscknowles“Documents>GIS~projects wCAT vcatd.@~us835 — vcdAudit™
wCDAndit> ~wCDAndit.psl

© 2013 VMware, Inc. All rights reserved.
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Configure the script with your vCloud Director environment settings. You are prompted for the
following

e [P Address or Hostname of the vCloud Director environment.

e SMTP server address.

o Email address to which to send reports.

e Subiject line for report emails.

o Whether to display reports after completion (true/false).

o Whether to send an email after the report is completed (true/false).

e Whether to include the report attachment as an HTML file (true/false).
e Report title color (HTML RGB).

e Report heading color (HTML RGB).

¢ Report title text color (HTML RGB).

e  Whether to include plug-in runtimes in report (true/false).

e Whether any plug-ins take longer than n seconds (integer, seconds).
From PowerCLI, run vCloud Director Audit:

.\VCDAudit.psl

This collects information from vCloud Director and generates an HTML report similar to the following
sample report:

vCheck v6.12 by Alan Renouf (http://virtu-al.net) generated on TELETRAN
vedO1L.corp.nuvemo.com

General Information

Active VMs:
In-active VMs:

Number of Org VDCs:
Number of Orgs:

Number of Provider VDCs:
Number of vApps:
Number of VMs:

RN NN R

List of all Org Users

org Name FullName Description Role

administrator Chris Knowdes System Administrator
chnowles Chris Knowles System Administrator
mike Michael Steward System Administrator
eklabs admin Organization Administrator
nuvemo admin Organization Administrator
nuvemo cknowiles Chris Knovdles Organization Administrator
nuvemo test vApp User
List of all Orgs and their Policy Settings
Name App i eD; leanup Templ leanup IngvMQ: StoredvMQuota
ekvlabs 7 30 Move 90 Move 0 0
nuvems 0 0 Move 0 Move 0 0
List of all Org Roles
Name Description
Catalog Author Rights given to a user who creates and publishes new catalogs
Console Access Only Rights given to  user who can only view virtual machine state and properties and use the guest 05
Organization Administrator Built-in rights for administering an organization
System Administrator Built-in rights for administering this instaliation
vApp Author Rights given to a user who uses catalogs and creates vApps
VApD User Rights given to a user who uses vApps created by others
List of all Orgs and vApp Details
org NumvApp PoweredOnvApps PoweredOffvApps NumVMs NumVMsQuota PoweredOnVMs PoweredOffvMs
ekilabs 0 0 ] 1 ] 0 0
nuvemo 1 0 1 1 0 0 1

List of all Org Users and number of VMs

© 2013 VMware, Inc. All rights reserved.
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2.2 vCloud Provisioner

vCloud Provisioner acts as a middle layer that conveys data to and from its business objects model and
to and from a vCloud Director instance. An abstraction layer enables a choice between implementations
of the communication protocol between the vCloud Provisioner and vCloud Director.

vCloud Provisioner provides a solution for the following problems and tasks:

Data-driven vCloud provisioning.
Externalization of the vCloud object specifications in provision files.

Abstraction between object specifications and the framework used for communicating with the
vCloud.

Loading of object specifications from an active vCloud Director setup.

Comparison of two states of object specifications.

vCloud Provisioner includes the following features:

Provides an interface for vCloud operations so that test cases do not have to be modified when the
communication layer is replaced or modified.

Provides a container for vCloud entities (CloudProvisionData).

Provides functionality for loading the CloudProvisionData container, whether from an XML file or
directly from a running vCloud.

Provides functionality for flushing a CloudProvisionData container to a vCloud or to an XML
format.

Can compare two instances of CloudProvisionData.
Can clean all entities that were flushed to the vCloud.
Can append one instance of CloudProvisionData to another one.

Can modify existing vCloud entities.

© 2013 VMware, Inc. All rights reserved.
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The following figure shows a workflow that uses vCloud Provisioner to flush an XML object specification
to a vCloud. A similar workflow is used to load objects from a vCloud Director instance into a container.

Figure 1. Workflow for Flushing an XML Object Specification to the vCloud
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2.2.1 vCloud Provisioner Requirements

¢ vCloud Provisioner runs on any operating system that has a JRE (Java Runtime Environment) 5.x or
later installed.

e VvCloud Provisioner depends on the following external JAR files:
o vcloud-test-backend

o vcloud-test-util

e To make sure that you have covered all of the dependencies, download the entire
vmware-redwood-test.tar.gz archive.

2.2.2 Installing vCloud Provisioner

The source code for the vCloud Provisioner framework is part of the test\ga\vcloud-test-iuc
project in the com.vmware.ved.provisioner package.

You can also use a ready-to-use binary. The vcloud-test-iuc JAR file is part of the
vcloud-redwood-test.tar.gz archive, which also includes all the dependency JAR files.
2.2.3 Basic Use of vCloud Provisioner

Example:

<org-network org="orgl"

name="yellow"

desc="yellow routed network"

net-pool="network pool 1"

external-net="external network 1"

net-config="org-yellow"

allowed-external-ips="" />

Loading object specifications from XML.:

CloudProvisionData prerequisites
= CloudProvisionData.fromXml ("network-prequisities.xml", restServiceBundle);

Flushing the object specifications to the cloud:

prerequisites.toCloud() ;

© 2013 VMware, Inc. All rights reserved.
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2.2.4 Advanced Use of vCloud Provisioner

Advanced use includes cleaning, comparing two instances of the CloudProvisionData container,
appending, and modifying.

2.2.4.1. Cleaning

You can clean up all entities that were flushed to the vCloud using the following method:

CloudProvisionData.cleanUp (boolean onlyOwnedEntities) ;

Use the onlyOwnedEntities argument if only the entities that were created from this
CloudProvisionData should be cleaned.

Example:
// Provision some networks and vApps

CloudProvisionData pdNewEntities = CloudProvisionData.fromXml ("network-new.xml",
restServiceBundle) ;

try {
pdNewEntities.toCloud () ;

// Verify it works OK

} finally {

pdNewEntities.cleanUp () ;

2.2.4.2. Comparing Two Instances of the CloudProvisionDataContainer

Comparing two instances is useful for tests that need to verify the state of the two vCloud instances, such
as before and after an upgrade.

Example:

CloudProvisionData pdBefore = CloudProvisionData.fromXml ("network-
prequisities.xml", restServiceBundle);

upgradeToT2 (ssh) ;
CloudProvisionData pdAfter = CloudProvisionData.fromCloud (restServiceBundle) ;
if (pdAfter.equals (pdBefore) {
// Success
} else {

// FAILURE!

© 2013 VMware, Inc. All rights reserved.
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2.2.4.3. Appending Entities

You can append the entities from one CloudProvisionData container to another and then operate on
the latter.

pdFirst.append (pdSecond) ;

2.2.4.4. Modifying Entities

You can modify existing entities by using the modify () method of individual entities, or the modify ()
method of the CloudProvisionData container.

2.3 CloudCleaner

VMware vCloud Director works in tandem with vCenter Server to deliver a reliable and efficient vCloud
experience for users. Starting with the bottom layer, virtual machines are deployed on VMware ESXi™
hosts. vCenter Server manages the hosts and monitors their usage and capacity. vCloud Director, in turn,
manages and abstracts vCenter hardware concepts and concerns so that the user can request resources
without concern about where or how they are acquired from the vCloud.

vCloud Director is the layer where organizations, users, vCenter instances, hosts, and other components
come together in a vCloud. vCloud Director manages these resources well, and the system administrator
can create, add, edit, remove, and destroy vCloud Director entities as needed. However, if you uninstall a
vCloud Director, unneeded entities may be left on you vCenter Servers. Use CloudCleaner to clean up
these unneeded entities.

CloudCleaner is a Java application, so it runs on Windows, Mac OS X, and any UNIX or Linux platforms
that supports Java. When you use the CloudCleaner User Interface (Ul) to enter your vCenter IP and
credentials, CloudCleaner examines the state of your vCenter and provides a list of entities to be cleaned.
2.3.1 CloudCleaner Requirements

e CloudCleaner requires an installed vCloud Director instance.

e Administrator access to at least one of the vCenter Servers.

e CloudCleaner will run on any operating system that has a JRE (Java Runtime Environment) 5.x or
later installed.

¢ CloudCleaner uses the following open source libraries:
e JSch — Java Secure Channel (http://www.jcraft.com/jsch/)

o VMware VI Java API (vijava) (http://vijava.sourceforge.net/)

© 2013 VMware, Inc. All rights reserved.
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2.3.2 How CloudCleaner Works

CloudCleaner talks directly to vCenter Server and its ESXi hosts, so it can be run at any time, regardless
of the state of vCloud Director. (In fact, CloudCleaner could be used by a vCenter Administrator as an
easy way to clean up vCenter servers). It only uses secure connections, and will try to validate host
credentials upon first connection.

CloudCleaner uses entity naming and placement on vCenter as the primary means of identifying which
items were created by vCloud Director, as opposed to items created on vCenter directly by users.
Specifically, it targets:

e Virtual machines.

Resource pools.

Orphaned datastore folders.

Networks.

vCloud Director ESXi host agents.

Due to the enormous number of entities potentially needing to be cleaned, CloudCleaner runs up to 2000
simultaneous tasks.

CloudCleaner is safe to use. It displays a preview of the items it selected for removal before making any
changes to your systems. CloudCleaner is used internally by VMware development and QA teams to
clean hundreds of systems every week.

2.3.3 Leftover Entities

The following vCloud Director and vCenter screens illustrate the problem with leftover entities after
vCloud Director is removed.

To view leftover entities

1. Display the vCloud Director UL.

4 » VMware vCloud Director administrator (System Administrator) | Preferences | Help ~ | Logout

System ‘

| 4§ Home |@ Manage & Monitar |.Pdmimstranun

Guided Tasks [Suprer
Provision additional Gloud resources Allocate additional organization resources %] Getling Started
@ Help
1 Attach another vCenter & Create another organization £3 VWware Support
2 Create another Provider vOC 6 Allocate more resources to an organization « Feature Request
3 Create another external network 7 Add a catalog to an organization ﬂ Aoaut
4 Create another network pool
Tasks
System Organizations Users
J_-'lj, Manage Provider vDCs @ Manage organizations h Manage your system administrators
J: Manage external networks &8 Manage organization vDCs &k Add a new system administrator
== Manage network poals & Manage Edge Gateways [ Notifyusers

&2 VMware vCloud Director Powered by Vimware’

&y 0Running @ 0 Failed

© 2013 VMware, Inc. All rights reserved.
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2. Go to your organization. In this example there are four vApps and a few virtual machines in the

organization.

<« » VMware vCloud Director

System | Default % |

[ﬁ} Home |(_‘; My Cloud | Catalogs ‘Admmistrat\on I

My Cloud

F1vMs
 Expired ltemns

E‘ Logs

36 vApps

+ w8

Consoles

38 1amp1
»

Name

I o
3

-I o

3

-I e
3

%9 oRunning @ 0 Failed

la

admin (System Administrator) | Preferences | Help ~ | Logout

ce
am

Created On

[Anvapps [] [a

Status Shar... Owner wDC

Stopped - & system 04/11/2012 10:55 AM i DefaultvDC

Failed to Create & system 04/11/2012 10:19 AM ik DefaultvDC

g Cannot create

Stopped & system 04/11/2012 10:29 AM &Ik DefaultvDC

Stopped & system 04/11/2012 10:33 AM &k DefaultvDC

1-4 of 4 ! ]

5: Wiware vCloud Director Powered by Wrmware”

3. Onthe Manage & Monitor tab, there are entities such as external networks, network pools, and so

on.

If you uninstall and remove vCloud Director, and remove all of the settings and database, your
vCenter Servers are left with of all these unneeded artifacts.

4 » VMware vCloud Director

System | Default x

| &4 Home ‘Emnaga&Mme ‘Mm\mslrauon |

administrator (System Administrator) | Preferences | Help ~ | Logout

‘ Manage & Monitor ‘ % External Networks

& Organizations
+ G- Al - e @

~ Cloud Resources
22Cioud Gells Name 14 Status VLAN 1P Poal (UsedTotal) vSphere Netwark vCanter m
[z ProvidervDCs L- Automationv.. (/] 100% AutomationVMPort1 [ ConfigWizard Configured vCente

-

& Organization vOCs L. TesiBed-vC1 ] W es% & TestBed-EXNel-VLANO (5] ConfigWizard Configured vCente

& Edge Gateways

== Network Pools
-« vSphere Resources

[E)vCenters

(@ Resource Pools
[g Hosts
[ Datastores & Datastore Cli
7 Storage Profiles
[ Switches & Port Groups
[ Stranded Items
[£]Logs

& Blocking Tasks.

1-20f2

b

Powered by vimiWware”
contentGroup

M

&2 VMware vCloud Director

&3 oRunning @ 0 Failed

© 2013 VMware, Inc. All rights reserved.
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It is these entities that remain in your vCenter instances even after you have uninstalled and removed

vCloud Director.

CloudCleaner cleans up these entities and puts your vCenter Servers back to a clean state. Then, the
vCenter Servers can be used with; for example, a new version of vCloud Director.

| ] CONFIGO8195VMI =1

File Edit View Inventory Administration Plug-ins Help

‘E} Home P &) Inventory P [ Hostsand Clusters

€]
v H
= [ [CON

B i3 DefauItDatacenter
= Bh Cluster 3
R 10.147.27.133
= Bh DefaultCluster
R 10.147.25.141
[# 10.147.25.142
B & Default vDC (6202cf48-2276-4dd2-ad06-14b98324
hh dos2 (2ef2¢139-06f7-4089-95fc-c67091eaBbf2)
hh dos2 (4d32f196-8d9b-4d7e-b5ea-a90396d2924
hh dos2 (d97b7e01-75cd-41f7-879f-458ddad2d 79
kh lampdevl (1044b37e-7021-4b6d-97c3-a46383¢
hh oraclel (afeBbfQe-f02b-485b-8b3e-bchabeadsh
h;;u rhel2 (15452be7-1f38-40ca-92cc-f3bf8ddesfds]
h;h rhel2 (975e7d8c-ffb2-4bbe-Baac-73f01e7bedes
Th rhel2 (b98147ee-8631-4814-a9b9-ce39928e40:
@& System vDC
D nfsl
&1 nfs2

4|

Recent Tasks

Datacenters ' Virtual Machines ' Hosts ' Tasks & Events | Alarms

What is the Hosts & Clusters view?

This view displays the set of computing resources that run
on a particular host, cluster, or resource pool. Using the
Hosts & Clusters view, you can manage and organize your
inventory of computing resources.

Basic Tasks

Create a datacenter

MName. Target or Status contains: - I Clear

X

Name

#1 Reconfigure virtual...
#9 Create virtual ma...
#9 Create virtual ma...
¥ Create folder

| Target
il
(ol
(ol
(o

oraclel (afe8bfoe-f02b-485b-8b3e-bcbabcadSh7f)
lampl (e7e8e473-d41c-4f20-99b2-cae4faBadaia)
lampl (e7e8e473-d41c-4f20-99b2-cae4faBadaia)
Default vDC (6202cf48-e276-4dd2-ad06-14b983247db7)

| Status

@ Completed
@ Completed
@ Completed
@ Completed

< 11

-

7 Tasks @ Alams |

|License Period: 995 days remaining  |Administrator

© 2013 VMware, Inc. All rights reserved.
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2.3.4 Installing CloudCleaner

To install CloudCleaner
1. Download CloudCleaner from the VMware Labs Flings website:

http://labs.vmware.com/flings/cloudcleaner

2. Accept the Technical Preview Agreement and click Download.

vmware LABS

Home Publications

Home » Flings » CloudCleaner

CloudCleaner
e | Version: 3.2.1 | File Size: 5 MB | Upload Date: 10/27/2011

This fling is covered under the Technical Preview License.

VMWARE, INC.

Notice to User:

Netice to User: This Technelogy Preview License Agreement is a CONTRACT
between you (either an individual or a single entity) and VMware, Inc.

(VMware), which covers your use of the VMware unreleased software that
accompanies this Software Technology Preview License Agreement and

[C1 agree to the Technical Preview Agreement, and | represent that neither am | a
resident of Cuba, [ran, Sudan, Morth Korea, or Syria nor am | listed on the Denied
Persons List, Specially Designated Nationals, Debarred Persons List, Entity List
and Unverified List.

3. After CloudCleaner finishes downloading, the CloudCleaner JAR file is displayed:

‘@00 [i#] Searching “Downloads”

= Q| IIlII] [: vJ [ © J [Q.cloudcleaner ).

FAVORITES Search: This Mac ( Save )(+)
%7 Dropbox _ Name | Kind a
._% All My Files # cloudcleaner-3.2.1.jar Java JAR file
@ AirDrop
IZI Desktop
21 mhaines

rﬂg Applications
@ Documents

Pictures

J7 Music

© 2013 VMware, Inc. All rights reserved.
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2.3.5 Basic Use of CloudCleaner

To use CloudCleaner to clean one or more vCenter Servers

1. Verify that you downloaded and saved CloudCleaner as a JAR file (not a ZIP file).

2. Run CloudCleaner.

3. You can run CloudCleaner from the Ul, or in Basic or Advanced mode from the command line.

e To invoke CloudCleaner from the Ul in Windows or Mac OS X, double-click the
cloudcleaner-3.2.1.7ar file.

CloudCleaner 3.2.1

vCenter Items To Be Removed: Other vCenter Items (Ilgnored):

800 vCenter Credentials

vCenter IP Address: ||

T ]
User name:

1
Password:

™ Only mark items created by vCloud Director

|| Save password

You may drag-and-drg

| Add vCenter... E oK q [ Cancel | | About...

Ready

© 2013 VMware, Inc. All rights reserved.
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To invoke CloudCleaner for basic use from a command line, run the cloudcleaner-
3.2.1.3ar command, as shown in the following example:

® 00 .. MAH-SSD — ksh — 108x37 2

cloudcleaner

For information about advanced command-line options, see Section 2.3.6,

© 2013 VMware, Inc. All rights reserved.
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Use with Advanced Options.
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4. Provide your vCenter credentials.

o Deselect Only mark items created by vCloud Director if you want to remove all items from

your vCenter Server.

e The default setting marks and removes only items that were created by vCloud Director.

Click OK.

.- “> CloudCleaner 3.2.1 E@IIH

vCenter Items To Be Removed: Other vCenter Items (Ignored):

vCenter IP Address: |1U.14?.25.14ﬂ|

User name: |administrator

Password: |uu-u

Only mark items created by vCloud Director
Save password

You may drag-and-drog

Add vCenter...

Start Cleaning!

© 2013 VMware, Inc. All rights reserved.
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5. After authenticating, the following dialog is displayed.

i:loud(:lea ner 3.2.1 E@IIH

vCenter Items To Be Removed: Other vCenter Items (Ignored):

@ I will now scan your vCenter for items to clean.

No changes will be made!

You may drag-and-drop items between the two lists above. Only items on the left will be removed.

Add vCenter... l | Clear Lists |

Start Cleaning!

6. Drag-and-drop items between the two panes to customize your selection of entities to remove.
Entities created by vCloud Director that CloudCleaner detects are listed in the left pane, marked for
removal. Hosts may also be displayed, which enables you to uninstall the host agent. Entities that
CloudCleaner ignores are listed on the right.

© 2013 VMware, Inc. All rights reserved.
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7. Optionally, click Add vCenter to add multiple vCenter Servers that have been used with vCloud
Director. If you add multiple vCenter Servers, CloudCleaner cleans them all at the same time.
CloudCleaner can use up to 5000 simultaneous threads, so it can handle large loads of vCenter
Servers and their entities.

vCenter Items To Be Removed: Other vCenter Items (Ignored):

[ 10.147.25.140 = 10.147.25.140
=+ 1 VirtualMachines =+ 10 virtualMachines
1 rhel2 (h98147ee-8631-4814-a0b3-ce399282402h) :
{3l oraclel {afe8bfle-f02b-485b-8b3e-bcGatcadsh7r)
{51 lampdevl (1044b37e-7021-4b6d-97c3-a46383654c37 [=1- | Folders
[ rhel2 (975e7d8c-ffb2-4bbc-8aac-73f01e7bcdes) - podil
[ dos2 (d97b7e01-75cd-41f7-879f-458ddad2d79e) {1 Discovered virtual machine
(11 dos2 (4d32f196-8d9b-4d7e-h5ea-a00396d29243) -] lost+found
(1 dos2 (2ef2c139-06f7-4089-95fc-c67091ea8bf2) -] emptyl
{3l rhel2 (15452be7-1f38-40ca-92cc-f3bfaddcafd) = -] empty2
. Folders —I- | ResourcePools
-~ lampl (e7e8e473-d41c-4f20-99b2-cae4faBadasda) ¢ (2 Resources
-~ vApp_system_3 (46f20e81-78b2-474d-822f-4d26d15¢ 1. Netwaorks
[ vApp_system_3 (Baa4dda7-d4d9-4562-9dff-8987960¢ ’;;1 dvSwitch1-DVUplinks-15
-~ wApp_system_4 (5f9cb05d-b94b-4fec-912b-0619a3cd - F‘L dvPortGroup
-] Default vDC (6202cf48-2276-4dd2-ad06-14b98324 7dk -2 none
-] Default (ccf7cdf2-16e5-4614-8806-7ccab5b0d17a) L) WM Metwork
-] dos2 (4d32f196-8d9b-4d7e-bSea-a90396d29243) [=+[7) 10.147.25.189
[ rhel2 (15452be7-1f38-40ca-92cc-f3bfaddesfda) [l |/ ResourcePools
-1 rhel2 (975e7d8c-ffb2-4bbc-8aac-73f01e7bedes) {2 Resources
[ dos2 (2ef2c139-06f7-4089-95fc-c67091eabbf2) [=- 1. Folders
-] dos2 (d97b7e01-75cd-41f7-879f-458ddad2d79e) ¢ = lost+found
[ rhel2 (b98147ee-8631-4814-a9b9-ce39928e402h) =+ 1 Networks
-7 lampdevl (1044b37e-7021-4h6d-97¢3-a46383654¢37 ~£3 dvsSwitch1-DVUplinks-15
-] oraclel (afe8bf0e-f02b-485b-8b3e-bcsatcadsb7f) Fi dvPortGroup
-] systemName-1 L WM Netwiork
- |, ResourcePools
: @ Default vDC (6202cf48-e276-4dd2-ad06-14b983247dt ~

< 1 | 3

Youw may drag-and-drop items between the two lists above. Only items on the left will be removed.

l Add vCenter... ] [ Clear Lists |

Start Cleaning!

T LTI Iy TEOLEL L
Host: 10.147.
Host: 10.147.2
>» Waiting for 2 wvCenter task(s) to complete...
>> wlenter batched task(s) complete.

Done .

Success!
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8. Click Start Cleaning. Before CloudCleaner starts the cleaning process, you are again asked for your
vCenter Server credentials. Following successful authentication, a confirmation dialog is displayed.

This is your final chance to cancel this process, which cannot be undone.
HiE= =0

5 CloudCleaner 3.2.1

Other vCenter Items (Ignored):

= 10.147.25.140
= |, VirtualMachines

vCenter Items To Be Removed:

(7] 10.147.25.140 -
- |0 VirtualMachines .
----- &1 rhel2 (b98147ee-8631-4814-a9b9-ce39928e402h) -1 nfsl
----- (41 oraclel (afeBbf0e-f02b-485b-8b3e-bcsateadsb7f) (1 nfs2
----- {51 lampdevl (1044b37e-7021-4b6d-97c3-a46383654¢37 —I- |, Folders

Tl

----- (11 rhel2 (875e7d8c-ffb2-4bbc-Baac-73f01e7bcdes) - podi

----- 1 dos2 (d97b7e01-75cd-41f7-879f-458ddad2d79e) {1 Discovered virtual machine
----- 1 dos2 (4d32f196-8d9b-4d7e-h5ea-a80396d29243) - lost+found

----- 1 dos2 (2ef2c139-06f7-4089-05fc-c67001ea8bf2) -] emptyl

----- {51 rhel2 (15452be7-1f38-40ca-92cc-f3bfaddcsfda) -] empty2

111

‘.. ResourcePools

[=- |1 Folders
(3 Resources

-~ lampl (e7e8e473-d41c-4f20-99b2-cae4fa8adada) ;
-~ vaApp_system_3 (46f20e81-78b2-474d-822f-4d26d15¢ = | Networks

[ vApp_system_3 (8aa4dda7-d4d9-4562-0dff-8987960¢ rfi dvSwitch1-DVUplinks-15
-] vApp_system_4 (5f9ch05d-b94b-4fec-912b-0619a3cd F'i dvPortGroup

-] Default vDC (6202cf48-2276-4dd2-ad06-14b98324 7dk F'i none

-] Default (ccf7cdf2-16e5-4614-8806-7ccib5b0d17a) L) WM Metwork

-] dos2 (4d32f196-8d9b-4d7e-b5ea-a90396d29243) E}"@ 10.147.25.189

@ Are you sure you wish to remove the items listed in the left tree? This action is permanent.

[ N

You may drag-and-drop items between the two lists above. Only items on the left will be removed.

| Addvcenter... | [ Clear Lists |

Start Cleaning!

CEIILTL
10.147.25.188

10.147.25.185

2 vwCenter task(s) to complete...
complete.

T IITOIITg I L=
Host:
Host:

»>» Waiting for

>»> wCenter batched task(s)

Done .

Success!
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2.3.6 Use with Advanced Options

Command-line options can be used with CloudCleaner. Running CloudCleaner with advanced options
enables you to run the application “headless,” meaning you can run it from the command line. This is
useful when using CloudCleaner in a testing or automated environment where vCenter cleaning needs to
occur on a regular basis. It is also useful when using CloudCleaner on a Linux machine from the shell.

The following is a basic command-line example:

$ java -jar cloudcleaner.jar -vcIpAddress=10.10.10.1 -
vcLlogin=administrator -vcPwd=secret -hostLogin=root -hostPwd=password

This runs CloudCleaner and automatically removes all vCloud Director-detected entities from the vCenter
Server at IP Address 10.10.10.1. It uses a single username and password to connect to all of the vCenter
hosts. When run in this mode, you cannot preview the items CloudCleaner selects to remove—it is
assumed that you accept the default assessment of what should and should not be deleted.

The following figure shows the CloudCleaner advanced options.
Figure 1. CloudCleaner Advanced Options

1 MAH-55D — ksh — 108x37

Clouwdcleaner

gin=admin -vcPwd=yourpwd -hostLogin=root -hostP

> - the IF address of the WC to clean.
- WC administrator username,
pud> - r WC administrator p
-hostlogin=<login® - the administrator username for your host machines.

-ho * - the administrator p rd for your host machines.
Additional optional flags:
ipverif rue - disable 553L certificat ification,

e ter, single-pass clean. Setting this does
ormal’ multi-pa:

-scanlnly=true - only an WC, don't clean! Good for testing. Only works with -slowCleanMode=true

$
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2.3.7 Additional CloudCleaner flags

-skipVerify=true

CloudCleaner checks a vCenter Server's security certificate the first time it accesses it. In Ul mode,
you can choose to ignore invalid certificates. You cannot elect to ignore security certificates in
command-line mode, so CloudCleaner fails if it accesses a vCenter instance that it has not previously
detected in Ul mode. If you use this flag, CloudCleaner automatically ignores unknown and invalid
security certificates.

-slowCleanMode=true

When run from the Ul, CloudCleaner first scans your vCenter instances and then shows you the
results. After you are satisfied, the actual cleaning begins. CloudCleaner does two full passes through
your vCenter instances and their entities. When run from the command line, CloudCleaner skips the
scan and goes directly to the clean phase, doubling its speed. Although these two modes clean
identically, you can pass this flag if you want to emulate CloudCleaner's scan-then-clean behavior.

-scanOnly=true

If you want to test your command-line parameters without actually cleaning your vCenter instances,
you can pass this flag. You must also pass the -slowCleanMode=true flag.

2.3.7.1. Examples

Run and skip certificate verification (recommended usage):

$ java -jar cloudcleaner.jar -vcIpAddress=10.10.10.1 -vcLogin=administrator -
vcPwd=secret -hostLogin=root -hostPwd=password -skipVerify=true

Do atest run (only scan, do not actually remove anything):

$ java -jar cloudcleaner.jar -vcIpAddress=10.10.10.1 -vcLogin=administrator -
vcPwd=secret -hostLogin=root -hostPwd=password -slowCleanMode=true -scanOnly=true

© 2013 VMware, Inc. All rights reserved.
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3. Services Automation Tools

VMware Services Software Solutions services automation tools support various VMware services and are
available to eligible VMware partners who meet certain criteria or purchase a VMware Services Software
Solutions subscription (SKU: CON-SSS). This subscription provides access to and support for VMware
Capacity Planner, VMware HealthAnalyzer, VMware Migration Manager, and more.

For information about services automation tools partners can visit VMware Partner Central. Services
automation tools are not directly available to customers, but customers can engage with VMware
Professional Services or VMware partners for services that employ these tools. Customers who have a
VMware TAM may also purchase a subscription.

Services automation tools that provide support for vCloud include the following:
e VMware Capacity Planner.

¢ VMware HealthAnalyzer.

¢ VMware Migration Manager.

All services automation tools are fully supported by VMware Partner Support team.

3.1 Assessments and Capacity Planner

VMware Capacity Planner can help to successfully plan and estimate the size of the foundation
infrastructure required for a scalable vCloud deployment. Capacity Planner provides the following
benefits:

e Increased productivity with server consolidation and capacity optimization.
o Reduced complexity through IT standardization and hardware containment.
e Improved predictability with capacity utilization trends and virtualization benchmarks.

See the VMware Capacity Planner datasheet for additional information
(http://www.vmware.com/products/capacity-planner/overview.html).

VMware Capacity Planner software is typically used during a Virtualization Assessment service delivered
by VMware Professional Services or a VMware partner.

3.1.1 What is Capacity Planner?

VMware Capacity Planner is an agentless and robust capacity planning tool that provides an integrated
set of analysis, planning, and decision support functionality that accelerates the delivery of accurate and
benchmarked infrastructure assessment services for vCloud workloads. It is an integrated platform for
analysis, planning, and decision making that enables comprehensive capacity planning, virtualization, and
consolidation assessments. These assessments help to virtualize and consolidate datacenter vCloud
infrastructure, redeploy strategic IT assets, and optimize vCloud workload planned capacity utilization.

Capacity Planner enables not only current state analysis of the existing infrastructure landscape, but also
“what-if analysis” of the preferred vCloud end state. It includes a rich set of components that deliver
integrated capacity planning functionality including:

e Data collection.
e Data analysis.
e Decision engine based on industry benchmarks.

e Monitoring capabilities.
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The following are key components of Capacity Planner:

Data Collector — The data collector is installed at the customer site and uses an agentless
implementation to quickly discover systems. It collects detailed hardware and software inventory data,
as well as key performance metrics required for optimal capacity utilization analysis. The data
collector can gather information from heterogeneous environments based on multiple platforms.

Data Manager — The data manager manages the data collection process. It provides an organized
view of the collected information and administrative control for the data collector including setting up
the job schedules, and starting, monitoring, and stopping various data collection tasks. The data
manager also manages the process by which the collected data is sent to the information warehouse.

Information Warehouse — The information warehouse is a central hosted data warehouse where the
data collected from the client environment is sent, scrubbed, aggregated, and prepared for analysis.
The information warehouse also includes valuable industry benchmark data that can be leveraged for
benchmarking, scenario modeling, and for setting utilization thresholds.

Data Analyzer — The data analyzer serves as the core analytical engine that performs all the analysis
required for intelligent capacity planning. It includes advanced algorithms that resolve capacity
optimization challenges and support analysis capabilities such as aggregation, trending, and
benchmarking. Scenario modeling and the what-if analysis help to model and test various planning
scenarios including virtualization, hardware procurement and server consolidation scenarios.

Capacity Planner Dashboard Portal — The dashboard portal is a web-based, hosted application portal
that delivers capacity analysis and planning capabilities to users through a browser interface. Users
can access a rich set of prebuilt analyses, order and examine data, and create custom reports.
Planning capabilities allow users to set objectives and constraints, also model and test scenarios to
arrive at informed capacity decisions. The monitoring capabilities of Capacity Planner dashboard
enable proactive anomaly detection and alerts.
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The following figure shows all of the Capacity Planner components.

Figure 2. Capacity Planner Components
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3.1.1.1. When Should Capacity Planner be Used?
The vCloud delivery methodology is conducted in phases as shown in the following figure.

Figure 3. Capacity Planner Agile vCloud Delivery Methodology
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VMware Capacity Planner

—
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Capacity Planner is typically used during the first three phases:
1. Assessment and planning.

2. Define.

3. Design.

3.1.1.2. Capacity Planner Alignment with Agile vCloud Delivery Methodology
VMware Capacity Planner is aligned with the phases of the Agile vCloud delivery methodology.
e Assess and Plan:

o Assess the current state of an infrastructure’s workload capacity through comprehensive
discovery and inventory of IT assets. Measure server loads and capacity utilization across various
elements of the IT infrastructure by function, location, and environment.

o Plan for capacity optimization through detailed utilization analysis, benchmarking, trending, and
identification of capacity optimization alternatives. Identify resources and establish plan for
vCloud-based virtualization, hardware purchase, or redeployment.

o Define and Design — Gather requirements and decide on the optimal solution by evaluating various
alternatives through scenario modeling and “what-if” analyses. Determine which alternative best
meets the predefined criteria. Monitor resource utilization through anomaly detection and alerts based
on benchmarked thresholds. Help generate design recommendations for ongoing vCloud capacity
optimization.

The effective use of Capacity Planner enables optimal design and construction of robust vApps that are
published in the private or public catalogs in the vCloud Director, resulting in a scalable vCloud
deployment.

3.2 VMware vSphere Health Check Service and HealthAnalyzer Tool

VMware vCloud is built on vSphere and it is important that the underlying infrastructure for a vCloud
complies with the industry standard design guidelines for optimal performance. Over time, as the
infrastructure is upgraded with new hardware and software versions, the infrastructure may become non-
compliant with standard best practices, which can result in performance degradation in vCloud. To
remediate these issues, it is recommended to periodically check the health of the vSphere environment
against VMware design guidelines. VMware published a set of vSphere best practices and made them
available through the vSphere Health Check service. The HealthAnalyzer tool automates data collection
and parts of the analysis of compliance with best practices.

VMware HealthAnalyzer is fully supported by the VMware Partner Support team and is periodically
updated with the latest best practice catalog, new features, and maintenance releases. A complete set of
VMware HealthAnalyzer documentation is available from VMware Partner Central.

Note A new version of HealthAnalyzer that supports a Health Check service for VMware View®
environments is also available.

© 2013 VMware, Inc. All rights reserved.
Page 30 of 38



VMware vCloud Architecture Toolkit
Software Tools

3.2.1 Health Check Service

During a Health Check service a VMware-certified consultant works with the customer vSphere
infrastructure team to understand the customer environment, provide guidance on current best practices
for configuring and managing vSphere, identify gaps between the current environment and design
guidelines, and make recommendations to optimize the environment.

The Health Check service offers the following benefits:

e Optimize VMware vSphere performance.

e Maximize resources through efficiencies and roadmap for future improvements.

¢ Mitigate risks by leveraging experienced consultants and proven best practices.

e Interactive workshop to facilitate knowledge transfer on VMware vSphere best practices.

The Health Check service is sold and delivered by VMware and eligible VMware partners.

3.2.2 VMware HealthAnalyzer

VMware HealthAnalyzer is a software tool used during a Health Check service. Although HealthAnalyzer
is usually used during a Health Check service, it can also be used at other times.

VMware HealthAnalyzer automates the collection of VMware vSphere inventory, configuration, and
utilization data, analyzes data against best practices, recommends grades, and generates a report card
that presents observations, findings, and data categorized by VMware Health Check best practices.
VMware and partner consultants use the HealthAnalyzer web Ul to review collected data, findings and
observations, assign grades, make recommendations, and generate a Health Check Report.

VMware HealthAnalyzer is a Java web application also available as a virtual appliance (OVF). It can be
configured and run on VMware Workstation, VMware Fusion, and VMware vSphere. At a high level, using
HealthAnalyzer involves the following high-level steps:

1. Collect data from a VMware vCenter Server or ESXi host.
2. Create areport card where the tool analyzes data for a majority of the best practices.

3. Validate the recommendations provided by HealthAnalyzer.

u Packaged Rules

VMware HealthAnalyzer

4. Generate a final report.

Figure 4. VMware HealthAnalyzer Processing
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3.2.3 VMware HealthAnalyzer Requirements

HealthAnalyzer is distributed as a virtual appliance (OVF) or Java app, and requires the following:

¢ VMware vSphere (4.0 or later), VMware Player™ (2.5 or later), VMware Workstation™ (6.5 or later).
e Web browser — Mozilla Firefox (3.0 or later), Microsoft Internet Explorer (7.0 or later).

e Adobe Flash Player (10.0.12 or later).

¢ Microsoft Word (2007 or later), Microsoft Excel (2007 or later).

e A vCenter account with read-only permissions for all objects and permissions to read diagnostics and
license information.

The following figure shows a sample HealthAnalyzer report card screen.

Figure 5. HealthAnalyzer Report Card

Admin Help

VMware HealthAnalyzer

Test-Report

g.l Configure firewall rules and ports according to best practices.
Best Practices
Grade: | @ Priority 1 v | Recommended Grade: (@ Priority 1 @) | include in Repert: | Incude based ongrade | v | ()
| Filter: OFf M Group by: Component ¥
¥ Component: Compute |+| | Observations Data  Findings
@ Configure Remote Tach Support Mode (55H) per ||+ observations Edit
(O Deploy ESX/ESXi in compliance vith all configuration =46
© Varfy that sl hardvars in the system is on the The firevall settings for the following ESX host(s) have been modified from the default:
@ Verify that hardware mests the optimal configuration + sc-psorl101.pso.vmvare.com
@ Chack CPU compatibility for VMuare vSphera@ + sc-psorl105.pso.vmvare.com
@ Avoid unnecessary changes to advanced parameter  [GF
Refer to findings data for more spedific details about the settings that have been modified
O Maintain a similar version of ESX/ESXi within a cluster.
@ Do not allow the ESX sarvica consals root file systam ¥ Recommendation Edit
@ Avoid installing unsupported third-party agents in the  GF Configure firevall rules and ports sccording to best practices.
@ Place host devices in a consistent order and location. o
v Justification
(© If booting fram SAN, verify that the datastore is =
© Configurs firevall rules snd ports according to bast o The default firewall rules are configured to provide adequate security while allowing communication vith the appropriate VMware virtual infrastruct
compeonents.
@ Limit remote access to hosts by root. Manage the
Use remote syslog logging to improve manageability Unless required to enable communication for VMvare virtual infrastructurs services, avoid changing the firewall rules as this can introduce additiol
security issues. It is bast to leave the default security firewall settings in place, which block all incoming and outgeing traffic that is not associates
Audit or disable technical support mode for ESXi. with an enabled service.
Confi Lo | Tech S rt Mode (TSM
onfigure Local Tech Support Mode (TSM) per If you do enable a service and open ports for it, document the changes, including the purpose for opening each port. Consistently make the cha
Use VMwara ESXi™ for new host deployments. Begin on all the appropriate ESX/ESXi hosts.
Enable the Tech Support Mode timeout feature and Avoid changing the defsult ports unlass necessary. These ports =re required for vCentar Servar, ESX hosts and other components to communicat
Disconnect or disable unusad or unnecessary physical vith the VMvare virtual infrastructure.
Manage CPU oversubscription. Verify that the total ESXi 5.0 firewall??provides a new access control capability for ESXi. It dees not allow per-network filtering of vMotion traffic. Therefore, you must
Whan agproaching the limit for the number of virtual = install rules on your external firevall to ensure that no incoming connections can be made to the vMation socket. The firevall is enabled by defal

and allovs Internet Control Message Protocel (ICMP) pings and communication with DHCP and DNS (UDP only) clients.
| Exportaliats || Generate Report |
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3.3 VMware vCloud Migration Service and Migration Manager Tool

Customers who have an existing physical or virtual infrastructure and plan to migrate a large number of
existing workloads to a private vCloud need a project management tool designed for that purpose.
VMware Migration Manager supports large-scale migration projects.

Migrating existing workloads (physical or virtual) to a private vCloud is a process comprised of several
important tasks:

e |dentifying resources to migrate.
e Scheduling migration to fit resource availability.

e Defining workflow steps to get approval from various workload owners, project managers, and
resource owners.

¢ Documenting steps to migrate workloads.
e Updating and communicating status of migration of workloads to project personnel.

There can be other processes involved during the migration of a workload to a vCloud. When there are
hundreds of workloads to be migrated managing these tasks is not trivial and requires a project
management tool. Based on years of experience with P2V (physical to virtual) projects, VMware defined a
methodology and a service for performing workload migration. This service uses a project management
tool, VMware Migration Manager, that uses the P2V methodology and helps manage the migration
process flow. You can find more information about the P2V service from the datasheet
(http://www.vmware.com/files/pdf/services/consserv-p2v-accelerator-datasheet.pdf).

3.3.1 What is VMware Migration Manager?

VMware Migration Manager is a web-based application migration management application. It helps to
manage the process of physical to virtual migration (P2V), or virtual to virtual migration (V2V) when there
are many migrations involved. Migration Manager provides a collaboration platform, a workbench, and a
series of dashboards to facilitate end-to-end migration management from initial candidate load to
migration workbench and tracking. It also provides a centralized project management workbench with
complete control over the migration process as well as comprehensive reporting including migration
history and status.

The following high-level diagram illustrates a typical workflow when using Migration Manager for a
migration project and the tasks associated with each part of the workflow.

Figure 6. Migration Manager Workflow
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3.3.2 Migration Manager System Requirements

VMware Migration Manager installs on Microsoft Windows and requires the following:
e Windows 2003 or Windows 2008.

e Microsoft .NET 4.0.

e MS SQL Server 2005 or later.

e MSIIS 6.0 or higher.

e MS Internet Explorer 8 or later, Google Chrome 13 or later, or Mozilla Firefox 3.0 or later.

3.3.3 VMware Migration Manager Sample Screens

The following sample screens show Migration Manager features and capabilities.
Figure 7. Home Screen (View depends on Role)

wnwa re : M ig rati on Ma nager About | Portal | Change Password | Welcome, Administraor (Log Off)

|Home| ‘Workloads Reports ~ Admin Last Updated 5/4/2012 9:57 PM WEDT
My Resources Edit |My Tasks
Process Status

&3 p2v Documents

Migration Calendar
Workload Count

Schedule Approval

2
3 vCloud Director Product: Migration Approval 2 PR
_ Documentaton Workiead Approval 144
&3 yMware Converter documents . Sy 8 9 10 1 12
o ) Pre-Higration o 13 14 15 16 17 18 18
&3 Cloud migration project documents WMigrat N
Cloud Migration Best Practi Migration 20 21 22 23 24 25 26
3 vCloud Migration Best Practices Post Migration 0
= resources £ 27 28 23 30 31
Inventory Status

|Today |
VMware PSO - Total Inventory Status

Completed, 0
Rejected, 1 —_ -|

Migration Schedule - Next 2 days

Workioad Name | Status
/In Progress, 12
J ImpServer1008  Scheduled
ImpServer1009  Scheduled
ImpServer101 Scheduled

Migration Ready, 7 1.74%

—~— Mot Ready, 0
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Figure 8. Workloads Screen Showing All Workloads and their Migration Status
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Figure 9. Add Workload Screen to Add a New Workload for Migration (Source Details)
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Figure 10. Add Workload Screen to Add a New Workload for Migration (Destination Details)
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Figure 11. Workflow Screen Listing All Steps in the Migration Workflow
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Figure 12. Report: Migration Status of Different Workloads by Migration Stage
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Figure 13. Report: Financial Breakdown of Savings by Migration Status
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