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INTRODUCTION

Welcome to Volume 5, Number 1 of the VMware Technical Journal. This issue presents six 
articles that were co-written by VMware authors that were published elsewhere, and appear  
here with permission of the authors and the associations that originally published them. We  
thank them all for their consideration.

In this issue, we feature three system papers, one on performance, and two theory papers. 

Systems

• The Design and Implementation of Open vSwitch, by Pfaff et al (appeared in USENIX  
 NSDI 2015) describes an open source virtual switch for multiple hypervisor platforms.  
 Open vSwitch was designed specifically for networking in virtual environments, resulting  
 in a major departure from traditional software switching design approaches.

• Yesquel: Scalable SQL Storage for Web Applications, by Aguilera, Leners, and Walfish    
 (appeared in ACM SOSP 2015) describes a novel approach to designing a database 
 system that combines the scalability of NoSQL systems with the features of a SQL 
 relational database. 

• Taming Uncertainty In Distributed Systems with Help from the Network, by Leners et al    
 (appeared in ACM Eurosys 2015) describes a method of discovering and enforcing  
 network partitions in software defined networks in order to minimize uncertainty. 

Performance

• Performance Analysis of Database Virtualization with the TPC-VMS Benchmark, by Deehr  
 et al (appeared in TPCTC 2014) describes the experience and results of performing a    
 TPC-VMS benchmark consisting of the TPC-E workload running on three OLTP database   
 systems consolidated on a single server. 

Theory

• Byzantine Agreement with Optimal Early Stopping, Optimal Resilience and Polynomial    
 Complexity, by Abraham and Dolev (appeared in ACM STOC 2015) describes a protocol   
 that solves Byzantine agreement with optimal early stopping and optimal resilience using   
 polynomial message size and computation.

• Distributed Resource Discovery in Sub-Logarithmic Time, by Haeupler and Malkhi    
 (appeared in ACM PODC 2015) presents a new distributed algorithm for the resource    
 discovery problem that features significantly improved running time while maintaining  
 an optimal message complexity.

We hope that you enjoy this issue of the VMware Technical Journal. As always, I welcome  
your comments.

Sincerely,

Curt Kolovson

Co-Editor, VMware Technical Journal
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The Design and Implementation of Open vSwitch

Ben Pfaff∗, Justin Pettit∗, Teemu Koponen∗, Ethan J. Jackson∗,
Andy Zhou∗, Jarno Rajahalme∗, Jesse Gross∗, Alex Wang∗,

Jonathan Stringer∗, Pravin Shelar∗, Keith Amidon†, Martı́n Casado∗
∗VMware †Awake Networks

Abstract
We describe the design and implementation of Open

vSwitch, a multi-layer, open source virtual switch for all
major hypervisor platforms. Open vSwitch was designed
de novo for networking in virtual environments, result-
ing in major design departures from traditional software
switching architectures. We detail the advanced flow
classification and caching techniques that Open vSwitch
uses to optimize its operations and conserve hypervisor
resources. We evaluate Open vSwitch performance, draw-
ing from our deployment experiences over the past seven
years of using and improving Open vSwitch.

1 Introduction

Virtualization has changed the way we do computing
over the past 15 years; for instance, many datacenters are
entirely virtualized to provide quick provisioning, spill-
over to the cloud, and improved availability during periods
of disaster recovery. While virtualization is still to reach
all types of workloads, the number of virtual machines
has already exceeded the number of servers and further
virtualization shows no signs of stopping [1].

The rise of server virtualization has brought with it a
fundamental shift in datacenter networking. A new net-
work access layer has emerged in which most network
ports are virtual, not physical [5] – and therefore, the
first hop switch for workloads increasingly often resides
within the hypervisor. In the early days, these hypervi-
sor “vSwitches” were primarily concerned with provid-
ing basic network connectivity. In effect, they simply
mimicked their ToR cousins by extending physical L2
networks to resident virtual machines. As virtualized
workloads proliferated, limits of this approach became
evident: reconfiguring and preparing a physical network
for new workloads slows their provisioning, and coupling
workloads with physical L2 segments severely limits their
mobility and scalability to that of the underlying network.

These pressures resulted in the emergence of network
virtualization [19]. In network virtualization, virtual
switches become the primary provider of network ser-
vices for VMs, leaving physical datacenter networks with
transportation of IP tunneled packets between hypervi-
sors. This approach allows the virtual networks to be
decoupled from their underlying physical networks, and
by leveraging the flexibility of general purpose proces-
sors, virtual switches can provide VMs, their tenants, and
administrators with logical network abstractions, services
and tools identical to dedicated physical networks.

Network virtualization demands a capable virtual
switch – forwarding functionality must be wired on a
per virtual port basis to match logical network abstrac-
tions configured by administrators. Implementation of
these abstractions, across hypervisors, also greatly ben-
efits from fine-grained centralized coordination. This
approach starkly contrasts with early virtual switches for
which a static, mostly hard-coded forwarding pipelines
had been completely sufficient to provide virtual machines
with L2 connectivity to physical networks.

It was this context: the increasing complexity of vir-
tual networking, emergence of network virtualization, and
limitations of existing virtual switches, that allowed Open
vSwitch to quickly gain popularity. Today, on Linux, its
original platform, Open vSwitch works with most hyper-
visors and container systems, including Xen, KVM, and
Docker. Open vSwitch also works “out of the box” on the
FreeBSD and NetBSD operating systems and ports to the
VMware ESXi and Microsoft Hyper-V hypervisors are
underway.

In this paper, we describe the design and implementa-
tion of Open vSwitch [26, 29]. The key elements of its
design, revolve around the performance required by the
production environments in which Open vSwitch is com-
monly deployed, and the programmability demanded by
network virtualization. Unlike traditional network appli-
ances, whether software or hardware, which achieve high
performance through specialization, Open vSwitch, by

1

kk48361b52f3b48b12
Typewritten Text
Design and Implementation of Open vSwitch©2015 Reprinted with permission of the authors. Originally published at USENIX-NSDI ‘15

kkd3f0eb08d4056752
Typewritten Text

kke3c9e754a88796a0
Typewritten Text

kk08f75fc9c07f40ae
Typewritten Text



contrast, is designed for flexibility and general-purpose
usage. It must achieve high performance without the lux-
ury of specialization, adapting to differences in platforms
supported, all while sharing resources with the hypervi-
sor and its workloads. Therefore, this paper foremost
concerns this tension – how Open vSwitch obtains high
performance without sacrificing generality.

The remainder of the paper is organized as follows.
Section 2 provides further background about virtualized
environments while Section 3 describes the basic design
of Open vSwitch. Afterward, Sections 4, 5, and 6 describe
how the Open vSwitch design optimizes for the require-
ments of virtualized environments through flow caching,
how caching has wide-reaching implications for the en-
tire design, including its packet classifier, and how Open
vSwitch manages its flow caches. Section 7 then evaluates
the performance of Open vSwitch through classification
and caching micro-benchmarks but also provides a view
of Open vSwitch performance in a multi-tenant datacen-
ter. Before concluding, we discuss ongoing, future and
related work in Section 8.

2 Design Constraints and Rationale

The operating environment of a virtual switch is dras-
tically different from the environment of a traditional
network appliance. Below we briefly discuss constraints
and challenges stemming from these differences, both to
reveal the rationale behind the design choices of Open
vSwitch and highlight what makes it unique.

Resource sharing. The performance goals of tradi-
tional network appliances favor designs that use dedicated
hardware resources to achieve line rate performance in
worst-case conditions. With a virtual switch on the other
hand, resource conservation is critical. Whether or not
the switch can keep up with worst-case line rate is sec-
ondary to maximizing resources available for the primary
function of a hypervisor: running user workloads. That is,
compared to physical environments, networking in virtu-
alized environments optimizes for the common case over
the worst-case. This is not to say worst-case situations
are not important because they do arise in practice. Port
scans, peer-to-peer rendezvous servers, and network mon-
itoring all generate unusual traffic patterns but must be
supported gracefully. This principle led us, e.g., toward
heavy use of flow caching and other forms of caching,
which in common cases (with high hit rates) reduce CPU
usage and increase forwarding rates.

Placement. The placement of virtual switches at the
edge of the network is a source of both simplifications
and complications. Arguably, topological location as a
leaf, as well as sharing fate with the hypervisor and VMs

remove many standard networking problems. The place-
ment complicates scaling, however. It’s not uncommon
for a single virtual switch to have thousands of virtual
switches as its peers in a mesh of point-to-point IP tunnels
between hypervisors. Virtual switches receive forwarding
state updates as VMs boot, migrate, and shut down and
while virtual switches have relatively few (by network-
ing standards) physical network ports directly attached,
changes in remote hypervisors may affect local state. Es-
pecially in larger deployments of thousands (or more)
of hypervisors, the forwarding state may be in constant
flux. The prime example of a design influenced by this
principle discussed in this paper is the Open vSwitch clas-
sification algorithm, which is designed for O(1) updates.

SDN, use cases, and ecosystem. Open vSwitch has
three additional unique requirements that eventually
caused its design to differ from the other virtual switches:

First, Open vSwitch has been an OpenFlow switch
since its inception. It is deliberately not tied to a single-
purpose, tightly vertically integrated network control
stack, but instead is re-programmable through Open-
Flow [27]. This constrasts with a feature datapath model
of other virtual switches [24, 39]: similar to forwarding
ASICs, their packet processing pipelines are fixed. Only
configuration of prearranged features is possible. (The
Hyper-V virtual switch [24] can be extended by adding
binary modules, but ordinarily each module only adds
another single-purpose feature to the datapath.)

The flexibility of OpenFlow was essential in the early
days of SDN but it quickly became evident that advanced
use cases, such as network virtualization, result in long
packet processing pipelines, and thus higher classifica-
tion load than traditionally seen in virtual switches. To
prevent Open vSwitch from consuming more hypervisor
resources than competitive virtual switches, it was forced
to implement flow caching.

Third, unlike any other major virtual switch, Open
vSwitch is open source and multi-platform. In contrast
to closed source virtual switches which all operate in a
single environment, Open vSwitch’s environment is usu-
ally selected by a user who chooses an operating system
distribution and hypervisor. This has forced the Open
vSwitch design to be quite modular and portable.

3 Design

3.1 Overview

In Open vSwitch, two major components direct packet
forwarding. The first, and larger, component is
ovs-vswitchd, a userspace daemon that is essentially
the same from one operating system and operating en-
vironment to another. The other major component, a
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Figure 1: The components and interfaces of Open vSwitch. The
first packet of a flow results in a miss, and the kernel module
directs the packet to the userspace component, which caches the
forwarding decision for subsequent packets into the kernel.

datapath kernel module, is usually written specially for
the host operating system for performance.

Figure 1 depicts how the two main OVS components
work together to forward packets. The datapath module
in the kernel receives the packets first, from a physical
NIC or a VM’s virtual NIC. Either ovs-vswitchd has
instructed the datapath how to handle packets of this type,
or it has not. In the former case, the datapath module
simply follows the instructions, called actions, given by
ovs-vswitchd, which list physical ports or tunnels on
which to transmit the packet. Actions may also specify
packet modifications, packet sampling, or instructions to
drop the packet. In the other case, where the datapath
has not been told what to do with the packet, it delivers
it to ovs-vswitchd. In userspace, ovs-vswitchd deter-
mines how the packet should be handled, then it passes
the packet back to the datapath with the desired handling.
Usually, ovs-vswitchd also tells the datapath to cache
the actions, for handling similar future packets.

In Open vSwitch, flow caching has greatly evolved
over time; the initial datapath was a microflow cache,
essentially caching per transport connection forwarding
decisions. In later versions, the datapath has two layers of
caching: a microflow cache and a secondary layer, called
a megaflow cache, which caches forwarding decisions for
traffic aggregates beyond individual connections. We will
return to the topic of caching in more detail in Section 4.

Open vSwitch is commonly used as an SDN switch,
and the main way to control forwarding is OpenFlow [27].
Through a simple binary protocol, OpenFlow allows a
controller to add, remove, update, monitor, and obtain
statistics on flow tables and their flows, as well as to
divert selected packets to the controller and to inject pack-
ets from the controller into the switch. In Open vSwitch,
ovs-vswitchd receives OpenFlow flow tables from an
SDN controller, matches any packets received from the
datapath module against these OpenFlow tables, gathers
the actions applied, and finally caches the result in the

kernel datapath. This allows the datapath module to re-
main unaware of the particulars of the OpenFlow wire
protocol, further simplifying it. From the OpenFlow con-
troller’s point of view, the caching and separation into
user and kernel components are invisible implementation
details: in the controller’s view, each packet visits a series
of OpenFlow flow tables and the switch finds the highest-
priority flow whose conditions are satisfied by the packet,
and executes its OpenFlow actions.

The flow programming model of Open vSwitch largely
determines the use cases it can support and to this end,
Open vSwitch has many extensions to standard OpenFlow
to accommodate network virtualization. We will discuss
these extensions shortly, but before that, we turn our focus
on the performance critical aspects of this design: packet
classification and the kernel-userspace interface.

3.2 Packet Classification

Algorithmic packet classification is expensive on general
purpose processors, and packet classification in the con-
text of OpenFlow is especially costly because of the gen-
erality of the form of the match, which may test any com-
bination of Ethernet addresses, IPv4 and IPv6 addresses,
TCP and UDP ports, and many other fields, including
packet metadata such as the switch ingress port.

Open vSwitch uses a tuple space search classifier [34]
for all of its packet classification, both kernel and
userspace. To understand how tuple space search works,
assume that all the flows in an Open vSwitch flow ta-
ble matched on the same fields in the same way, e.g., all
flows match the source and destination Ethernet address
but no other fields. A tuple search classifier implements
such a flow table as a single hash table. If the controller
then adds new flows with a different form of match, the
classifier creates a second hash table that hashes on the
fields matched in those flows. (The tuple of a hash table
in a tuple space search classifier is, properly, the set of
fields that form that hash table’s key, but we often refer
to the hash table itself as the tuple, as a kind of useful
shorthand.) With two hash tables, a search must look in
both hash tables. If there are no matches, the flow table
doesn’t contain a match; if there is a match in one hash
table, that flow is the result; if there is a match in both,
then the result is the flow with the higher priority. As the
controller continues to add more flows with new forms of
match, the classifier similarly expands to include a hash
table for each unique match, and a search of the classifier
must look in every hash table.

While the lookup complexity of tuple space search is
far from the state of the art [8, 18, 38], it performs well
with the flow tables we see in practice and has three attrac-
tive properties over decision tree classification algorithms.
First, it supports efficient constant-time updates (an up-
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date translates to a single hash table operation), which
makes it suitable for use with virtualized environments
where a centralized controller may add and remove flows
often, sometimes multiple times per second per hyper-
visor, in response to changes in the whole datacenter.
Second, tuple space search generalizes to an arbitrary
number of packet header fields, without any algorithmic
change. Finally, tuple space search uses memory linear in
the number of flows.

The relative cost of a packet classification is further
amplified by the large number of flow tables that so-
phisticated SDN controllers use. For example, flow ta-
bles installed by the VMware network virtualization con-
troller [19] use a minimum of about 15 table lookups per
packet in its packet processing pipeline. Long pipelines
are driven by two factors: reducing stages through cross-
producting would often significantly increase the flow
table sizes and developer preference to modularize the
pipeline design. Thus, even more important than the per-
formance of a single classifier lookup, it is to reduce the
number of flow table lookups a single packet requires, on
average.

3.3 OpenFlow as a Programming Model

Initially, Open vSwitch focused on a reactive flow pro-
gramming model in which a controller responding to
traffic installs microflows which match every supported
OpenFlow field. This approach is easy to support for soft-
ware switches and controllers alike, and early research
suggested it was sufficient [3]. However, reactive pro-
gramming of microflows soon proved impractical for use
outside of small deployments and Open vSwitch had to
adapt to proactive flow programming to limit its perfor-
mance costs.

In OpenFlow 1.0, a microflow has about 275 bits of in-
formation, so that a flow table for every microflow would
have 2275 or more entries. Thus, proactive population
of flow tables requires support for wildcard matching to
cover the header space of all possible packets. With a
single table this results in a “cross-product problem”: to
vary the treatment of packets according to n1 values of
field A and n2 values of field B, one must install n1×n2
flows in the general case, even if the actions to be taken
based on A and B are independent. Open vSwitch soon
introduced an extension action called resubmit that allows
packets to consult multiple flow tables (or the same table
multiple times), aggregating the resulting actions. This
solves the cross-product problem, since one table can con-
tain n1 flows that consult A and another table n2 flows
that consult B. The resubmit action also enables a form
of programming based on multiway branching based on
the value of one or more fields. Later, OpenFlow vendors
focusing on hardware sought a way to make better use

of the multiple tables consulted in series by forwarding
ASICs, and OpenFlow 1.1 introduced multi-table support.
Open vSwitch adopted the new model but retained its sup-
port for the resubmit action for backward compatibility
and because the new model did not allow for recursion
but only forward progress through a fixed table pipeline.

At this point, a controller could implement programs
in Open vSwitch flow tables that could make decisions
based on packet headers using arbitrary chains of logic,
but they had no access to temporary storage. To solve that
problem, Open vSwitch extended OpenFlow in another
way, by adding meta-data fields called “registers” that
flow tables could match, plus additional actions to mod-
ify and copy them around. With this, for instance, flows
could decide a physical destination early in the pipeline,
then run the packet through packet processing steps identi-
cal regardless of the chosen destination, until sending the
packet, possibly using destination-specific instructions.
As another example, VMware’s NVP network virtual-
ization controller [19] uses registers to keep track of a
packet’s progress through a logical L2 and L3 topology
implemented as “logical datapaths” that it overlays on the
physical OpenFlow pipeline.

OpenFlow is specialized for flow-based control of a
switch. It cannot create or destroy OpenFlow switches,
add or remove ports, configure QoS queues, associate
OpenFlow controller and switches, enable or disable
STP (Spanning Tree Protocol), etc. In Open vSwitch,
this functionality is controlled through a separate com-
ponent, the configuration database. To access the con-
figuration database, an SDN controller may connect to
ovsdb-server over the OVSDB protocol [28], as shown
in Figure 1. In general, in Open vSwitch, OpenFlow con-
trols potentially fast-changing and ephemeral data such
as the flow table, whereas the configuration database con-
tains more durable state.

4 Flow Cache Design

This section describes the design of flow caching in Open
vSwitch and how it evolved to its current state.

4.1 Microflow Caching

In 2007, when the development of the code that would
become Open vSwitch started on Linux, only in-kernel
packet forwarding could realistically achieve good per-
formance, so the initial implementation put all OpenFlow
processing into a kernel module. The module received a
packet from a NIC or VM, classified through the Open-
Flow table (with standard OpenFlow matches and actions),
modified it as necessary, and finally sent it to another port.
This approach soon became impractical because of the
relative difficulty of developing in the kernel and distribut-
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ing and updating kernel modules. It also became clear
that an in-kernel OpenFlow implementation would not be
acceptable as a contribution to upstream Linux, which is
an important requirement for mainstream acceptance for
software with kernel components.

Our solution was to reimplement the kernel module
as a microflow cache in which a single cache entry ex-
act matches with all the packet header fields supported
by OpenFlow. This allowed radical simplification, by
implementing the kernel module as a simple hash table
rather than as a complicated, generic packet classifier,
supporting arbitrary fields and masking. In this design,
cache entries are extremely fine-grained and match at
most packets of a single transport connection: even for a
single transport connection, a change in network path and
hence in IP TTL field would result in a miss, and would
divert a packet to userspace, which consulted the actual
OpenFlow flow table to decide how to forward it. This
implies that the critical performance dimension is flow
setup time, the time that it takes for the kernel to report a
microflow “miss” to userspace and for userspace to reply.

Over multiple Open vSwitch versions, we adopted
several techniques to reduce flow setup time with the
microflow cache. Batching flow setups that arrive to-
gether improved flow setup performance about 24%, for
example, by reducing the average number of system calls
required to set up a given microflow. Eventually, we
also distributed flow setup load over multiple userspace
threads to benefit from multiple CPU cores. Drawing in-
spiration from CuckooSwitch [42], we adopted optimistic
concurrent cuckoo hashing [6] and RCU [23] techniques
to implement nonblocking multiple-reader, single-writer
flow tables.

After general optimizations of this kind customer feed-
back drew us to focus on performance in latency-sensitive
applications, and that required us to reconsider our simple
caching design.

4.2 Megaflow Caching

While the microflow cache works well with most traffic
patterns, it suffers serious performance degradation when
faced with large numbers of short lived connections. In
this case, many packets miss the cache, and must not only
cross the kernel-userspace boundary, but also execute a
long series of expensive packet classifications. While
batching and multithreading can somewhat alleviate this
stress, they are not sufficient to fully support this work-
load.

We replaced the microflow cache with a megaflow
cache. The megaflow cache is a single flow lookup
table that supports generic matching, i.e., it supports
caching forwarding decisions for larger aggregates of
traffic than connections. While it more closely resembles

a generic OpenFlow table than the microflow cache does,
due to its support for arbitrary packet field matching, it
is still strictly simpler and lighter in runtime for two pri-
mary reasons. First, it does not have priorities, which
speeds up packet classification: the in-kernel tuple space
search implementation can terminate as soon as it finds
any match, instead of continuing to look for a higher-
priority match until all the mask-specific hash tables are
inspected. (To avoid ambiguity, userspace installs only
disjoint megaflows, those whose matches do not overlap.)
Second, there is only one megaflow classifier, instead of
a pipeline of them, so userspace installs megaflow en-
tries that collapse together the behavior of all relevant
OpenFlow tables.

The cost of a megaflow lookup is close to the general-
purpose packet classifier, even though it lacks support
for flow priorities. Searching the megaflow classifier re-
quires searching each of its hash tables until a match is
found; and as discussed in Section 3.2, each unique kind
of match in a flow table yields a hash table in the clas-
sifier. Assuming that each hash table is equally likely
to contain a match, matching packets require searching
(n+ 1)/2 tables on average, and non-matching packets
require searching all n. Therefore, for n > 1, which is
usually the case, a classifier-based megaflow search re-
quires more hash table lookups than a microflow cache.
Megaflows by themselves thus yield a trade-off: one must
bet that the per-microflow benefit of avoiding an extra trip
to userspace outweighs the per-packet cost of the extra
hash lookups in form of megaflow lookup.

Open vSwitch addresses the costs of megaflows by
retaining the microflow cache as a first-level cache, con-
sulted before the megaflow cache. This cache is a hash ta-
ble that maps from a microflow to its matching megaflow.
Thus, after the first packet in a microflow passes through
the kernel megaflow table, requiring a search of the kernel
classifier, this exact-match cache allows subsequent pack-
ets in the same microflow to get quickly directed to the
appropriate megaflow. This reduces the cost of megaflows
from per-packet to per-microflow. The exact-match cache
is a true cache in that its activity is not visible to userspace,
other than through its effects on performance.

A megaflow flow table represents an active subset of
the cross-product of all the userspace OpenFlow flow
tables. To avoid the cost of proactive crossproduct com-
putation and to populate the megaflow cache only with
entries relevant for current forwarded traffic, the Open
vSwitch userspace daemon computes the cache entries
incrementally and reactively. As Open vSwitch processes
a packet through userspace flow tables, classifying the
packet at every table, it tracks the packet field bits that
were consulted as part of the classification algorithm. The
generated megaflow must match any field (or part of a
field) whose value was used as part of the decision. For
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example, if the classifier looks at the IP destination field
in any OpenFlow table as part of its pipeline, then the
megaflow cache entry’s condition must match on the des-
tination IP as well. This means that incoming packets
drive the cache population, and as the aggregates of the
traffic evolve, new entries are populated and old entries
removed.

The foregoing discussion glosses over some details.
The basic algorithm, while correct, produces match con-
ditions that are more specific than necessary, which trans-
lates to suboptimal cache hit rates. Section 5, below, de-
scribes how Open vSwitch modifies tuple space search to
yield better megaflows for caching. Afterward, Section 6
addresses cache invalidation.

5 Caching-aware Packet Classification

We now turn our focus on the refinements and improve-
ments we made to the basic tuple search algorithm (sum-
marized in Section 3.2) to improve its suitability for flow
caching.

5.1 Problem

As Open vSwitch userspace processes a packet through
its OpenFlow tables, it tracks the packet field bits that
were consulted as part of the forwarding decision. This
bitwise tracking of packet header fields is very effective in
constructing the megaflow entries with simple OpenFlow
flow tables.

For example, if the OpenFlow table only looks at
Ethernet addresses (as would a flow table based on L2
MAC learning), then the megaflows it generates will
also look only at Ethernet addresses. For example, port
scans (which do not vary Ethernet addresses) will not
cause packets to go to userspace as their L3 and L4 header
fields will be wildcarded resulting in near-ideal megaflow
cache hit rates. On the other hand, if even one flow entry
in the table matches on the TCP destination port, tuple
space search will consider the TCP destination port of
every packet. Then every megaflow will also match on the
TCP destination port, and port scan performance again
drops.

We do not know of an efficient online algorithm to gen-
erate optimal, least specific megaflows, so in development
we have focused our attention on generating increasingly
good approximations. Failing to match a field that must
be included can cause incorrect packet forwarding, which
makes such errors unacceptable, so our approximations
are biased toward matching on more fields than neces-
sary. The following sections describe improvements of
this type that we have integrated into Open vSwitch.

function PRIORITYSORTEDTUPLESEARCH(H)
B← NULL /* Best flow match so far. */
for tuple T in descending order of T.pri max do

if B 6= NULL and B.pri≥ T.pri max then
return B

if T contains a flow F matching H then
if B = NULL or F.pri > B.pri then

B← F
return B

Figure 2: Tuple space search for target packet headers H, with
priority sorting.

5.2 Tuple Priority Sorting

Lookup in a tuple space search classifier ordinarily re-
quires searching every tuple. Even if a search of an early
tuple finds a match, the search must still look in the other
tuples because one of them might contain a matching flow
with a higher priority.

We improved on this by tracking, in each tuple T , the
maximum priority T.pri max of any flow entry in T . We
modified the lookup code to search tuples from greatest
to least maximum priority, so that a search that finds a
matching flow F with priority F.pri can terminate as soon
as it arrives at a tuple whose maximum priority is F.pri
or less, since at that point no better match can be found.
Figure 2 shows the algorithm in detail.

As an example, we examined the OpenFlow table in-
stalled by a production deployment of VMware’s NVP
controller [19]. This table contained 29 tuples. Of those
29 tuples, 26 contained flows of a single priority, which
makes intuitive sense because flows matching a single
tuple tend to share a purpose and therefore a priority.
When searching in descending priority order, one can al-
ways terminate immediately following a successful match
in such a tuple. Considering the other tuples, two con-
tained flows with two unique priorities that were higher
than those in any subsequent tuple, so any match in ei-
ther of these tuples terminated the search. The final tu-
ple contained flows with five unique priorities ranging
from 32767 to 36866; in the worst case, if the lowest
priority flows matched in this tuple, then the remaining
tuples with T.pri max > 32767 (up to 20 tuples based
on this tuple’s location in the sorted list), must also be
searched.

5.3 Staged Lookup

Tuple space search searches each tuple with a hash ta-
ble lookup. In our algorithm to construct the megaflow
matching condition, this hash table lookup means that
the megaflow must match all the bits of fields included
in the tuple, even if the tuple search fails, because every
one of those fields and their bits may have affected the
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lookup result so far. When the tuple matches on a field
that varies often from flow to flow, e.g., the TCP source
port, the generated megaflow is not much more useful
than installing a microflow would be because it will only
match a single TCP stream.

This points to an opportunity for improvement. If one
could search a tuple on a subset of its fields, and determine
with this search that the tuple could not possibly match,
then the generated megaflow would only need to match
on the subset of fields, rather than all the fields in the
tuple.

The tuple implementation as a hash table over all its
fields made such an optimization difficult. One cannot
search a hash table on a subset of its key. We considered
other data structures. A trie would allow a search on any
prefix of fields, but it would also increase the number of
memory accesses required by a successful search from
O(1) to O(n) in the length of the tuple fields. Individual
per-field hash tables had the same drawback. We did not
consider data structures larger than O(n) in the number
of flows in a tuple, because OpenFlow tables can have
hundreds of thousands of flows.

The solution we implemented statically divides fields
into four groups, in decreasing order of traffic granularity:
metadata (e.g., the switch ingress port), L2, L3, and L4.
We changed each tuple from a single hash table to an
array of four hash tables, called stages: one over metadata
fields only, one over metadata and L2 fields, one over
metadata, L2, and L3 fields, and one over all fields. (The
latter is the same as the single hash table in the previous
implementation.) A lookup in a tuple searches each of its
stages in order. If any search turns up no match, then the
overall search of the tuple also fails, and only the fields
included in the stage last searched must be added to the
megaflow match.

This optimization technique would apply to any subsets
of the supported fields, not just the layer-based subsets
we used. We divided fields by protocol layer because,
as a rule of thumb, in TCP/IP, inner layer headers tend
to be more diverse than outer layer headers. At L4, for
example, the TCP source and destination ports change on
a per-connection basis, but in the metadata layer only a
relatively small and static number of ingress ports exist.

Each stage in a tuple includes all of the fields in earlier
stages. We chose this arrangement, although the tech-
nique does not require it, because then hashes could be
computed incrementally from one stage to the next, and
profiling had shown hash computation to be a significant
cost (with or without staging).

With four stages, one might expect the time to search a
tuple to quadruple. Our measurements show that, in fact,
classification speed actually improves slightly in practice
because, when a search terminates at any early stage, the
classifier does not have to compute the full hash of all the

fields covered by the tuple.

This optimization fixes a performance problem ob-
served in production deployments. The NVP controller
uses Open vSwitch to implement multiple isolated logi-
cal datapaths (further interconnected to form logical net-
works). Each logical datapath is independently configured.
Suppose that some logical datapaths are configured with
ACLs that allow or deny traffic based on L4 (e.g., TCP
or UDP) port numbers. Megaflows for traffic on these
logical datapaths must match on the L4 port to enforce the
ACLs. Megaflows for traffic on other logical datapaths
need not and, for performance, should not match on L4
port. Before this optimization, however, all generated
megaflows matched on L4 port because a classifier search
had to pass through a tuple that matched on L4 port. The
optimization allows megaflows for traffic on logical dat-
apaths without L4 ACLs to avoid matching on L4 port,
because the first three (or fewer) stages are enough to
determine that there is no match.

5.4 Prefix Tracking

Flows in OpenFlow often match IPv4 and IPv6 subnets to
implement routing. When all the flows that match on such
a field use the same subnet size, e.g., all match /16 sub-
nets, this works out fine for constructing megaflows. If,
on the other hand, different flows match different subnet
sizes, like any standard IP routing table does, the con-
structed megaflows match the longest subnet prefix, e.g.,
any host route (/32) forces all the megaflows to match full
addresses. Suppose, for example, Open vSwitch is con-
structing a megaflow for a packet addressed to 10.5.6.7. If
flows match subnet 10/8 and host 10.1.2.3/32, one could
safely install a megaflow for 10.5/16 (because 10.5/16
is completely inside 10/8 and does not include 10.1.2.3),
but without additional optimization Open vSwitch installs
10.5.6.7/32. (Our examples use only octet prefixes, e.g., /8,
/16, /24, /32, for clarity, but the implementation and the
pseudocode shown later work in terms of bit prefixes.)

We implemented optimization of prefixes for IPv4 and
IPv6 fields using a trie structure. If a flow table matches
over an IP address, the classifier executes an LPM lookup
for any such field before the tuple space search, both to de-
termine the maximum megaflow prefix length required, as
well as to determine which tuples can be skipped entirely
without affecting correctness.1 As an example, suppose
an OpenFlow table contained flows that matched on some
IPv4 field, as shown:

1This is a slight simplification for improved clarity; the actual imple-
mentation reverts to prefix tracking if staged lookups have concluded to
include an IP field to the match.
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20 /8
10.1 /16
10.2 /16
10.1.3 /24
10.1.4.5/32

These flows correspond to the following trie, in which a
solid circle represents one of the address matches listed
above and a dashed circle indicates a node that is present
only for its children:

root

10 20

1 2

3 4.5

To determine the bits to match, Open vSwitch traverses
the trie from the root down through nodes with labels
matching the corresponding bits in the packet’s IP address.
If traversal reaches a leaf node, then the megaflow need
not match the remainder of the address bits, e.g., in our
example 10.1.3.5 would be installed as 10.1.3/24 and
20.0.5.1 as 20/8. If, on the other hand, traversal stops
due to the bits in the address not matching any of the
corresponding labels in the tree, the megaflow must be
constructed to match up to and including the bits that
could not be found, e.g., 10.3.5.1 must be installed as
10.3/16 and 30.10.5.2 as 30/8.

The trie search result also allows Open vSwitch to skip
searching some tuples. Consider the address 10.1.6.1.
A search of the above trie for this address terminates
at the node labeled 1, failing to find a node to follow
for the address’s third octet. This means that no flow in
the flow table with an IP address match longer than 16
bits matches the packet, so the classifier lookup can skip
searching tuples for the flows listed above with /24 and
/32 prefixes.

Figure 3 gives detailed pseudocode for the prefix match-
ing algorithm. Each node is assumed to have members
bits, the bits in the particular node (at least one bit, ex-
cept that the root node may be empty); left and right, the
node’s children (or NULL); and n rules, the number of
rules in the node (zero if the node is present only for its
children, otherwise nonzero). It returns the number of
bits that must be matched, allowing megaflows to be im-
proved, and a bit-array in which 0-bits designate matching
lengths for tuples that Open vSwitch may skip searching,
as described above.

While this algorithm optimizes longest-prefix match
lookups, it improves megaflows even when no flow ex-
plicitly matches against an IP prefix. To implement a

function TRIESEARCH(value, root)
node← root, prev← NULL
plens← bit-array of len(value) 0-bits
i← 0
while node 6= NULL do

c← 0
while c < len(node.bits) do

if value[i] 6= node.bits[c] then
return (i+1,plens)

c← c+1, i← i+1
if node.n rules > 0 then

plens[i−1]← 1
if i≥ len(value) then

return (i,plens)
prev← node
if value[i] = 0 then

node← node.left
else

node← node.right
if prev 6= NULL and prev has at least one child then

i← i+1
return (i,plens)

Figure 3: Prefix tracking pseudocode. The function searches
for value (e.g., an IP address) in the trie rooted at node root. It
returns the number of bits at the beginning of value that must be
examined to render its matching node unique, and a bit-array of
possible matching lengths. In the pseudocode, x[i] is bit i in x
and len(x) the number of bits in x.

longest prefix match in OpenFlow, the flows with longer
prefix must have higher priorities, which will allow the
tuple priority sorting optimization in Section 5.2 to skip
prefix matching tables after the longest match is found,
but this alone causes megaflows to unwildcard address
bits according to the longest prefix in the table. The main
practical benefit of this algorithm, then, is to prevent poli-
cies (such as a high priority ACL) that are applied to a
specific host from forcing all megaflows to match on a
full IP address. This algorithm allows the megaflow en-
tries only to match with the high order bits sufficient to
differentiate the traffic from the host with ACLs.

We also eventually adopted prefix tracking for L4 trans-
port port numbers. Similar to IP ACLs, this prevents high-
priority ACLs that match specific transport ports (e.g., to
block SMTP) from forcing all megaflows to match the
entire transport port fields, which would again reduce the
megaflow cache to a microflow cache [32].

5.5 Classifier Partitioning

The number of tuple space searches can be further reduced
by skipping tuples that cannot possibly match. OpenFlow
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supports setting and matching metadata fields during a
packet’s trip through the classifier. Open vSwitch parti-
tions the classifier based on a particular metadata field. If
the current value in that field does not match any value in
a particular tuple, the tuple is skipped altogether.

While Open vSwitch does not have a fixed pipeline like
traditional switches, NVP often configures each lookup in
the classifier as a stage in a pipeline. These stages match
on a fixed number of fields, similar to a tuple. By storing
a numeric indicator of the pipeline stage into a specialized
metadata field, NVP provides a hint to the classifier to
efficiently only look at pertinent tuples.

6 Cache Invalidation

The flip side of caching is the complexity of managing the
cache. In Open vSwitch, the cache may require updating
for a number of reasons. Most obviously, the controller
can change the OpenFlow flow table. OpenFlow also
specifies changes that the switch should take on its own in
reaction to various events, e.g., OpenFlow “group” behav-
ior can depend on whether carrier is detected on a network
interface. Reconfiguration that turns features on or off,
adds or removes ports, etc., can affect packet handling.
Protocols for connectivity detection, such as CFM [10]
or BFD [14], or for loop detection and avoidance, e.g.,
(Rapid) Spanning Tree Protocol, can influence behavior.
Finally, some OpenFlow actions and Open vSwitch exten-
sions change behavior based on network state, e.g., based
on MAC learning.

Ideally, Open vSwitch could precisely identify the
megaflows that need to change in response to some event.
For some kinds of events, this is straightforward. For ex-
ample, when the Open vSwitch implementation of MAC
learning detects that a MAC address has moved from one
port to another, the datapath flows that used that MAC
are the ones that need an update. But the generality of
the OpenFlow model makes precise identification difficult
in other cases. One example is adding a new flow to an
OpenFlow table. Any megaflow that matched a flow in
that OpenFlow table whose priority is less than the new
flow’s priority should potentially now exhibit different
behavior, but we do not know how to efficiently (in time
and space) identify precisely those flows.2 The problem is
worsened further by long sequences of OpenFlow flow ta-
ble lookups. We concluded that precision is not practical
in the general case.

Therefore, early versions of Open vSwitch divided
changes that could require the behavior of datapath flows
to change into two groups. For the first group, the changes
whose effects were too broad to precisely identify the

2Header space analysis [16] provides the algebra to identify the flows
but the feasibility of efficient, online analysis (such as in [15]) in this
context remains an open question.

needed changes, Open vSwitch had to examine every dat-
apath flow for possible changes. Each flow had to be
passed through the OpenFlow flow table in the same way
as it was originally constructed, then the generated ac-
tions compared against the ones currently installed in the
datapath. This can be time-consuming if there are many
datapath flows, but we have not observed this to be a
problem in practice, perhaps because there are only large
numbers of datapath flows when the system actually has a
high network load, making it reasonable to use more CPU
on networking. The real problem was that, because Open
vSwitch was single-threaded, the time spent re-examining
all of the datapath flows blocked setting up new flows
for arriving packets that did not match any existing dat-
apath flow. This added high latency to flow setup for
those packets, greatly increased the overall variability of
flow setup latency, and limited the overall flow setup rate.
Through version 2.0, therefore, Open vSwitch limited the
maximum number of cached flows installed in the data-
path to about 1,000, increased to 2,500 following some
optimizations, to minimize these problems.

The second group consisted of changes whose effects
on datapath flows could be narrowed down, such as MAC
learning table changes. Early versions of Open vSwitch
implemented these in an optimized way using a technique
called tags. Each property that, if changed, could require
megaflow updates was given one of these tags. Also,
each megaflow was associated with the tags for all of
the properties on which its actions depended, e.g., if the
actions output the packet to port x because the packet’s
destination MAC was learned to be on that port, then the
megaflow is associated with the tag for that learned fact.
Later, if that MAC learned port changed, Open vSwitch
added the tag to a set of tags that accumulated changes.
In batches, Open vSwitch scanned the megaflow table for
megaflows that had at least one of the changed tags, and
checked whether their actions needed an update.

Over time, as controllers grew more sophisticated and
flow tables more complicated, and as Open vSwitch added
more actions whose behavior changed based on network
state, each datapath flow became marked with more and
more tags. We had implemented tags as Bloom filters [2],
which meant that each additional tag caused more “false
positives” for revalidation, so now most or all flows re-
quired examination whenever any state changed. By
Open vSwitch version 2.0, the effectiveness of tags had
declined so much that to simplify the code Open vSwitch
abandoned them altogether in favor of always revalidating
the entire datapath flow table.

Since tags had been one of the ways we sought to mini-
mize flow setup latency, we now looked for other ways.
In Open vSwitch 2.0, toward that purpose, we divided
userspace into multiple threads. We broke flow setup into
separate threads so that it did not have to wait behind
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revalidation. Datapath flow eviction, however, remained
part of the single main thread and could not keep up with
multiple threads setting up flows. Under heavy flow setup
load, though, the rate at which eviction can occur is criti-
cal, because userspace must be able to delete flows from
the datapath as quickly as it can install new flows, or the
datapath cache will quickly fill up. Therefore, in Open
vSwitch 2.1 we introduced multiple dedicated threads for
cache revalidation, which allowed us to scale up the reval-
idation performance to match the flow setup performance
and to greatly increase the kernel cache maximum size,
to about 200,000 entries. The actual maximum is dynami-
cally adjusted to ensure that total revalidation time stays
under 1 second, to bound the amount of time that a stale
entry can stay in the cache.

Open vSwitch userspace obtains datapath cache statis-
tics by periodically (about once per second) polling the
kernel module for every flow’s packet and byte counters.
The core use of datapath flow statistics is to determine
which datapath flows are useful and should remain in-
stalled in the kernel and which ones are not processing a
significant number of packets and should be evicted. Short
of the table’s maximum size, flows remain in the datapath
until they have been idle for a configurable amount of
time, which now defaults to 10 s. (Above the maximum
size, Open vSwitch drops this idle time to force the table
to shrink.) The threads that periodically poll the kernel for
per flow statistics also use those statistics to implement
OpenFlow’s per-flow packet and byte count statistics and
flow idle timeout features. This means that OpenFlow
statistics are themselves only periodically updated.

The above describes how userspace invalidates the dat-
apath’s megaflow cache. Maintenance of the first-level
microflow cache (discussed in Section 4) is much simpler.
A microflow cache entry is only a hint to the first hash ta-
ble to search in the general tuple space search. Therefore,
a stale microflow cache entry is detected and corrected
the first time a packet matches it. The microflow cache
has a fixed maximum size, with new microflows replac-
ing old ones, so there is no need to periodically flush old
entries. We use a pseudo-random replacement policy, for
simplicity, and have found it to be effective in practice.

7 Evaluation

The following sections examine Open vSwitch perfor-
mance in production and in microbenchmarks.

7.1 Performance in Production

We examined 24 hours of Open vSwitch performance data
from the hypervisors in a large, commercial multi-tenant
data center operated by Rackspace. Our data set contains
statistics polled every 10 minutes from over 1,000 hy-
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Figure 4: Min/mean/max megaflow flow counts observed.

pervisors running Open vSwitch to serve mixed tenant
workloads in network virtualization setting.

Cache sizes. The number of active megaflows gives
us an indication about practical megaflow cache sizes
Open vSwitch handles. In Figure 4, we show the CDF
for minimum, mean and maximum counts during the
observation period. The plots show that small megaflow
caches are sufficient in practice: 50% of the hypervisors
had mean flow counts of 107 or less. The 99th percentile
of the maximum flows was still just 7,033 flows. For the
hypervisors in this environment, Open vSwitch userspace
can maintain a sufficiently large kernel cache. (With the
latest Open vSwitch mainstream version, the kernel flow
limit is set to 200,000 entries.)

Cache hit rates. Figure 5 shows the effectiveness of
caching. The solid line plots the overall cache hit rate
across each of the 10-minute measurement intervals
across the entire population of hypervisors. The over-
all cache hit rate was 97.7%. The dotted line includes just
the 25% of the measurement periods in which the fewest
packets were forwarded, in which the caching was less
effective than overall, achieving a 74.7% hit rate. Intu-
itively, caching is less effective (and unimportant) when
there is little to cache. Open vSwitch caching is most
effective when it is most useful: when there is a great
deal of traffic to cache. The dashed line, which includes
just the 25% of the measurement periods in which the
most packets were forwarded, demonstrates this: during
these periods, the hit rate rises slightly above the overall
average to 98.0%.

The vast majority of the hypervisors in this data center
do not experience high volume traffic from their work-
loads. Figure 6 depicts this: 99% of the hypervisors see
fewer than 79,000 packets/s to hit their caches (and fewer
than 1500 flow setups/s to enter userspace due to misses).

CPU usage. Our statistics gathering process cannot sep-
arate Open vSwitch kernel load from the rest of the kernel
load, so we focus on Open vSwitch userspace. As we
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Figure 5: Hit rates during all (solid), busiest
(dashed), and slowest (dotted) periods.
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Figure 6: Cache hit (solid) and miss
(dashed) packet counts.

10 100 1000 10000

Misses / second

1

10

100

C
P

U
%

Figure 7: Userspace daemon CPU load as
a function of misses/s entering userspace.

will show in Section 7.2, the megaflow CPU usage itself
is in line with Linux bridging and less of a concern. In
Open vSwitch, the userspace load is largely due to the
misses in kernel and Figure 7 depicts this. (Userspace
CPU load can exceed 100% due to multithreading.) We
observe that 80% of the hypervisors averaged 5% CPU
or less on ovs-vswitchd, which has been our traditional
goal. Over 50% of hypervisors used 2% CPU or less.

Outliers. The upper right corner of Figure 7 depicts a
number of hypervisors using large amounts of CPU to pro-
cess many misses in userspace. We individually examined
the six most extreme cases, where Open vSwitch averaged
over 100% CPU over the 24 hour period. We found that
all of these hypervisors exhibited a previously unknown
bug in the implementation of prefix tracking, such that
flows that match on an ICMP type or code caused all TCP
flows to match on the entire TCP source or destination
port, respectively. We believe we have fixed this bug in
Open vSwitch 2.3, but the data center was not upgraded
in time to verify in production.

7.2 Caching Microbenchmarks

We ran microbenchmarks with a simple flow table de-
signed to compactly demonstrate the benefits of the
caching-aware packet classification algorithm. We used
the following OpenFlow flows, from highest to lowest pri-
ority. We omit the actions because they are not significant
for the discussion:

arp (1)
ip ip dst=11.1.1.1/16 (2)
tcp ip dst=9.1.1.1 tcp src=10 tcp dst=10 (3)
ip ip dst=9.1.1.1/24 (4)

With this table, with no caching-aware packet classifi-
cation, any TCP packet will always generate a megaflow
that matches on TCP source and destination ports, be-
cause flow #3 matches on those fields. With priority
sorting (Section 5.2), packets that match flow #2 can omit
matching on TCP ports, because flow #3 is never consid-
ered. With staged lookup (Section 5.3), IP packets not

Optimizations ktps Flows Masks CPU%
Megaflows disabled 37 1,051,884 1 45/ 40
No optimizations 56 905,758 3 37/ 40
Priority sorting only 57 794,124 4 39/ 45
Prefix tracking only 95 13 10 0/ 15
Staged lookup only 115 14 13 0/ 15
All optimizations 117 15 14 0/ 20

Table 1: Performance testing results for classifier optimizations.
Each row reports the measured number of Netperf TCP CRR

transactions per second, in thousands, along with the number of
kernel flows, kernel masks, and user and kernel CPU usage.

Microflows Optimizations ktps Tuples/pkt CPU%
Enabled Enabled 120 1.68 0/ 20
Disabled Enabled 92 3.21 0/ 18
Enabled Disabled 56 1.29 38/ 40
Disabled Disabled 56 2.45 40/ 42

Table 2: Effects of microflow cache. Each row reports the
measured number of Netperf TCP CRR transactions per second,
in thousands, along with the average number of tuples searched
by each packet and user and kernel CPU usage.

destined to 9.1.1.1 never need to match on TCP ports,
because flow #3 is identified as non-matching after con-
sidering only the IP destination address. Finally, address
prefix tracking (Section 5.4) allows megaflows to ignore
some of the bits in IP destination addresses even though
flow #3 matches on the entire address.
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Figure 8: Forwarding rate in terms of the average number of
megaflow tuples searched, with the microflow cache disabled.
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Cache layer performance. We measured first the base-
line performance of each Open vSwitch cache layer. In all
following tests, Open vSwitch ran on a Linux server with
two 8-core, 2.0 GHz Xeon processors and two Intel 10-Gb
NICs. To generate many connections, we used Netperf’s
TCP CRR test [25], which repeatedly establishes a TCP
connection, sends and receives one byte of traffic, and
disconnects. The results are reported in transactions per
second (tps). Netperf only makes one connection attempt
at a time, so we ran 400 Netperf sessions in parallel and
reported the sum.

To measure the performance of packet processing in
Open vSwitch userspace, we configured ovs-vswitchd

to disable megaflow caching, by setting up only microflow
entries in the datapath. As shown in Table 1, this yielded
37 ktps in the TCP CRR test, with over one million kernel
flow entries, and used about 1 core of CPU time.

To quantify the throughput of the megaflow cache by
itself, we re-enabled megaflow caching, then disabled the
kernel’s microflow cache. Table 2 shows that disabling
the microflow cache reduces TCP CRR performance from
120 to 92 ktps when classifier optimizations are enabled.
(When classifier optimizations are disabled, disabling the
microflow cache has little effect because it is overshad-
owed by the increased number of trips to userspace.)

Figure 8 plots packet forwarding performance for long-
lived flows as a function of the average number of tuples
searched, with the kernel microflow cache disabled. In
the same scenarios, with the microflow cache enabled, we
measured packet forwarding performance of long-lived
flows to be approximately 10.6 Mpps, independent of the
number of tuples in the kernel classifier. Even searching
only 5 tuples on average, the microflow cache improves
performance by 1.5 Mpps, clearly demonstrating its value.
To put these numbers in perspective in terms of raw hash
lookup performance, we benchmarked our tuple space
classifier in isolation: with a randomly generated table of
half a million flow entries, the implementation is able to
do roughly 6.8M hash lookups/s, on a single core – which
translates to 680,000 classifications per second with 10
tuples.

Classifier optimization benefit. We measured the ben-
efit of our classifier optimizations. Table 1 shows the
improvement from individual optimizations and all of
the optimizations together. Each optimization reduces
the number of kernel flows needed to run the test. Each
kernel flow corresponds to one trip between the kernel
and userspace, so each reduction in flows also reduces
userspace CPU time used. As can be seen from the ta-
ble, as the number of kernel flows (Flows) declines, the
number of tuples in the kernel flow table (Masks) in-
creases, increasing the cost of kernel classification, but
the measured reduction in kernel CPU time and increase

in TCP CRR shows that this is more than offset by the
microflow cache and by fewer trips to userspace. The
TCP CRR test is highly sensitive to latency, demonstrating
that latency decreases as well.

Comparison to in-kernel switch. We compared Open
vSwitch to the Linux bridge, an Ethernet switch imple-
mented entirely inside the Linux kernel. In the sim-
plest configuration, the two switches achieved identi-
cal throughput (18.8 Gbps) and similar TCP CRR con-
nection rates (696 ktps for Open vSwitch, 688 for the
Linux bridge), although Open vSwitch used more CPU
(161% vs. 48%). However, when we added one flow to
Open vSwitch to drop STP BPDU packets and a similar
iptables rule to the Linux bridge, Open vSwitch per-
formance and CPU usage remained constant whereas the
Linux bridge connection rate dropped to 512 ktps and
its CPU usage increased over 26-fold to 1,279%. This
is because the built-in kernel functions have per-packet
overhead, whereas Open vSwitch’s overhead is generally
fixed per-megaflow. We expect enabling other features,
such as routing and a firewall, would similarly add CPU
load.

8 Ongoing, Future, and Related Work

We now briefly discuss our current and planned efforts to
improve Open vSwitch, and briefly cover related work.

8.1 Stateful Packet Processing

OpenFlow does not accommodate stateful packet opera-
tions, and thus, per-connection or per-packet forwarding
state requires the controller to become involved. For this
purpose, Open vSwitch allows running on-hypervisor “lo-
cal controllers” in addition to a remote, primary controller.
Because a local controller is an arbitrary program, it can
maintain any amount of state across the packets that Open
vSwitch sends it.

NVP includes, for example, a local controller that im-
plements a stateful L3 daemon responsible for sending
and processing ARPs. The L3 daemon populates an L3
ARP cache into a dedicated OpenFlow table (not man-
aged by the primary controller) for quick forwarding of
common case (packets with a known IP to MAC bind-
ing). The L3 daemon only receives packets resulting in an
ARP cache miss and emits any necessary ARP requests to
remote L3 daemons based on the packets received from
Open vSwitch. While the connectivity between the local
controller and Open vSwitch is local, the performance
overhead is significant: a received packet traverses first
from kernel to userspace daemon from which it traverses
across a local socket (again via kernel) to a separate pro-
cess.
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For performance critical stateful packet operations,
Open vSwitch relies on kernel networking facilities.
For instance, a solid IP tunneling implementation re-
quires (stateful) IP reassembly support. In a similar man-
ner, transport connection tracking is a first practical re-
quirement after basic L2/L3 networking; even most basic
firewall security policies call for stateful filtering. Open-
Flow is flexible enough to implement static ACLs but not
stateful ones. For this, there’s an ongoing effort to provide
a new OpenFlow action that invokes a kernel module that
provides metadata which the subsequent OpenFlow tables
may use the connection state (new, established, related)
in their forwarding decision. This “connection tracking”
is the same technique used in many dedicated firewall ap-
pliances. Transitioning between kernel networking stack
and kernel datapath module incurs overhead but avoids
the duplication of functionality, critical in upstreaming
kernel changes.

8.2 Userspace Networking

Improving the virtual switch performance through
userspace networking is a timely topic due to NFV [9,22].
In this model, packets are passed directly from the NIC
to VM with minimal intervention by the hypervisor
userspace/kernel, typically through shared memory be-
tween NIC, virtual switch, and VMs. To this end, there is
an ongoing effort to add both DPDK [11] and netmap [30]
support to Open vSwitch. Early tests indicate the Open
vSwitch caching architecture in this context is similarly
beneficial to kernel flow cache.

An alternative to DPDK that some in the Linux commu-
nity are investigating is to reduce the overhead of going
through the kernel. In particular, the SKB structure that
stores packets in the Linux kernel is several cache lines
large, contrary to the compact representation in DPDK
and netmap. We expect the Linux community will make
significant improvements in this regard.

8.3 Hardware Offloading

Over time, NICs have added hardware offloads for com-
monly needed functions that use excessive host CPU time.
Some of these features, such as TCP checksum and seg-
mentation offload, have proven very effective over time.
Open vSwitch takes advantage of these offloads, and most
others, which are just as relevant to virtualized environ-
ments. Specialized hardware offloads for virtualized envi-
ronments have proven more elusive, though.

Offloading virtual switching entirely to hardware is a
recurring theme (see, e.g., [12]). This yields high per-
formance, but at the cost of flexibility: a simple fixed
function hardware switch effectively replaces the soft-
ware virtual switch with no ability for the hypervisor to

extend its functionality. The offload approach we cur-
rently find most promising is to enable NICs to accelerate
kernel flow classification. The Flow Director feature on
some Intel NICs has already been shown to be useful for
classifying packets to separate queues [36]. Enhancing
this feature simply to report the matching rule, instead
of selecting the queue, would make it useful as such for
megaflow classification. Even if the TCAM size were
limited, or if the TCAM did not support all the fields that
the datapath uses, it could speed up software classification
by reducing the number of hash table searches – without
limiting the flexibility since the actions would still take
place in the host CPU.

8.4 Related Work

Flow caching. The benefits of flow caching generally
have been argued by many in the community [4, 13, 17,
31, 41]. Lee et al. [21] describes how to augment the
limited capacity of a hardware switch’s flow table using a
software flow cache, but does not mention problems with
flows of different forms or priorities. CacheFlow [13],
like Open vSwitch, caches a set of OpenFlow flows in a
fast path, but CacheFlow requires the fast path to directly
implement all the OpenFlow actions and requires building
a full flow dependency graph in advance.

Packet classification. Classification is a well-studied
problem [37]. Many classification algorithms only work
with static sets of flows, or have expensive incremental
update procedures, making them unsuitable for dynamic
OpenFlow flow tables [7, 8, 33, 38, 40]. Some classifiers
require memory that is quadratic or exponential in the
number of flows [8, 20, 35]. Other classifiers work only
with 2 to 5 fields [35], whereas OpenFlow 1.0 has 12 fields
and later versions have more. (The effective number of
fields is much higher with classifiers that must treat each
bit of a bitwise matchable field as an individual field.)

9 Conclusion

We described the design and implementation of Open
vSwitch, an open source, multi-platform OpenFlow vir-
tual switch. Open vSwitch has simple origins but its
performance has been gradually optimized to match the
requirements of multi-tenant datacenter workloads, which
has necessitated a more complex design. Given its op-
erating environment, we anticipate no change of course
but expect its design only to become more distinct from
traditional network appliances over time.
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Abstract

Network and process failures cause complexity in distributed
applications. When a remote process does not respond, the
application cannot tell if the process or network have failed,
or if they are just slow. Without this information, applications
can lose availability or correctness. To address this problem,
we propose Albatross, a service that quickly reports to appli-
cations the current status of a remote process—whether it is
working and reachable, or not. Albatross is targeted at data
centers equipped with software defined networks (SDNs),
allowing it to discover and enforce network partitions: Al-
batross borrows the old observation that it can be better to
cause a problem than to live with uncertainty, and applies this
idea to networks. When enforcing partitions, Albatross avoids
disruption by disconnecting only individual processes (not
entire hosts), and by allowing them to reconnect if the appli-
cation chooses. We show that, under Albatross, distributed
applications can bypass the complexity caused by network
failures and that they become more available.

1 Introduction

In a distributed application, if a process stops responding, the
rest of the application cannot be sure what is going on. Has
the process crashed? Is there a network failure? Maybe there
are no failures, and the issue is that the process is slow or the
network is congested?

Unfortunately, if the application guesses incorrectly, it ends
up with problems. These include split-brain scenarios (an in-
correct guess that there was a problem can cause multiple
instantiations of a process), consistency violations (if clients
access the wrong server), and loss of availability (if the pro-
cess incorrectly guesses that there are no problems).

This uncertainty about whether a failure exists is a peren-
nial source of complexity in distributed systems (§2.2). In-
deed, many applications devote substantial code to the prob-
lem (e.g., they implement fault-tolerant protocols that are
impervious to uncertainty [12, 39, 48]). Other applications
avoid the problem by leveraging membership services that
track working processes. However, these services have vari-
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ous limitations. They take tens of seconds1 or longer to react
to failure [13, 36] (and faster reaction times would cause
collateral damage [13, §2.8]), they sometimes halt working
machines to eliminate uncertainty [26, 51],2 or they cannot
handle network problems [50].

In this paper, we propose a new membership service, called
Albatross. We target data center networks and assume the
presence of Software Defined Networks (SDNs). Albatross is
a new design point. To our knowledge, it is the first member-
ship service that achieves the following combination: (1) it
addresses common network failures (as discussed below, Al-
batross cannot address all network failures: doing so would
violate known impossibility results), (2) it is quick (it an-
swers in less than a second), which improves availability,
and (3) it avoids interfering with working processes and
machines, which also improves availability. Albatross is
a complete system and, as such, handles process failures
too, but we will not focus on this aspect, since it is well-
studied [9, 15, 26, 34, 50, 51, 67].

Albatross is based on two high-level insights. First, the
ability to monitor and configure network elements makes it
possible to provide (1)–(3), for reasons that will be explained
in the coming pages. Second, SDNs provide a standard inter-
face to the required network functionality.

1.1 Components and requirements

Albatross consists of a host module (installed on the hosts of
applications that use the service) and a few replicated servers,
called managers. The host module communicates with the
managers, and exposes an interface that a process can query
to learn the failure status of remote processes. Using SDN
functionality, the managers receive notifications about the
state of the network, determine which processes are reachable,
and enforce their determinations by installing drop rules on
switches. Albatross adopts several requirements:

(1) Provide guarantees that are well-defined and useful
to applications. Ideally, Albatross would be an oracle that
answers any query with perfect information, immediately.
But this ideal is impossible: Albatross may be ignorant of
a process’s true status, and Albatross cannot provide infor-
mation to processes that it cannot reach. Thus, Albatross
relaxes the strength and scope of its guarantees. First, rather
than promise perfect information, Albatross provides defini-
tive reports, which guarantee the failure status of a remote
process. To provide this guarantee, Albatross sometimes inter-

1Tens of seconds can be an expensive outage: some Web properties make
tens or even hundreds of thousands of dollars per minute.

2This technique is called STONITH (for Shoot The Other Node In The Head).
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feres with processes (as noted in the next requirement), which
amounts to applying an old technique (STONITH [26, 50, 51])
to a new context (SDN-enabled networks). Second, Albatross
provides asymmetric guarantees: it categorizes processes as
excluded or non-excluded and promises definitive answers
only to non-excluded processes. Third, Albatross allows re-
ports to be delayed in favor of being definitive, but it strives
to be quick (sub-second detection time). To our knowledge,
this combination is new, and we find that it is strong enough
to be useful to applications.

(2) Limit interference. Ideally, Albatross would only report
events, not influence them. On the other hand, a convenient
way to provide definitive responses is to interfere [26, 50, 51].
To balance these concerns, Albatross does several things.
First, it inspects the state of the network rather than relying on
coarse inferences from timeouts. Second, it manipulates that
state at fine grain; its technique here is to embed a name space
for applications in source MAC addresses, which enables
switches to block the traffic of individual processes. The result
is to avoid unwarranted interference with processes that use
Albatross, and to eliminate interference with processes that
do not use Albatross. Finally, Albatross allows disconnected
processes to later reconnect.

(3) Use few resources. Switches have limited space for drop
rules [35]. To work within this constraint, Albatross names
processes according to their starting time and enclosing appli-
cation; this naming scheme allows drop rules to be aggregated
when failures affect many processes. Furthermore, Albatross
must eventually garbage collect unused drop rules and other
resources. To this end, Albatross introduces a reference count-
ing scheme that handles distributed references and tolerates
faults.

(4) Tolerate failures within Albatross itself. Albatross is
itself a distributed system and, as such, is subject to the very
failures that it wishes to detect. To be useful, Albatross must
function under reasonable and common failures. (As an anal-
ogy, a fire alarm must function under usual types of fires.)
Albatross responds in various ways. First, Albatross is repli-
cated using Paxos [46]. Second, Paxos requires that a majority
of the servers are responsive and mutually connected, which
Albatross achieves by carefully placing servers (§5.3). Third,
Albatross has a principled design, to avoid architecture flaws
that lead to spurious failures.

Albatross cannot survive and report every conceivable net-
work and process problem: doing so would mean tolerating
arbitrary network partitions, which is impossible [29]. Alba-
tross’s limitations are, first, that it cannot survive failures that
disconnect or kill a majority of its managers (as explained
above). Second, to obtain service from Albatross, a host must
be able to reach a majority of Albatross managers. The upshot
is that Albatross does not work under catastrophic events (e.g.,
failure of power and backup); however, such failures take the
data center offline anyway. Albatross does tolerate failures
that affect only a restricted part of the network—which are

the common case, according to a study of the failure events
in the data centers of a large production service (§2.1).

1.2 Performance, results, and contributions

In evaluating Albatross (§7), we find that it has low cost: it re-
quires little state in the network (fewer than 5 rules per switch
to enforce disconnection), and uses little CPU and memory.
Yet, it detects network failures an order of magnitude more
quickly than the ZooKeeper membership service [36] (we
will refer to this membership service as simply “ZooKeeper”).
This gain owes to the design of Albatross: if ZooKeeper were
to lower its timeouts to gain the same speed, its servers would
be overwhelmed (§7.2).

Furthermore, we demonstrate that Albatross’s guaran-
tees are useful to applications. We show that integrating
RAMCloud [59] with Albatross prevents clients from com-
municating with servers that have been declared failed; this
eliminates a consistency bug in RAMCloud. We also show
that Albatross can be used in place of existing membership
services in distributed algorithms, despite its different guaran-
tees.

The concrete contributions of this paper are as follows:
• Albatross, a service that provides a new combination: it

reports network (and process) failures definitively, quickly,
and with little interference (§3).

• A formalization of Albatross’s guarantees, so that applica-
tions can reason about reports (§4).

• The design and implementation of Albatross; the design
carefully composes novel techniques (a process naming
scheme, a way of dropping processes’ traffic at fine grain,
a readmission protocol, algorithms for garbage collection)
with existing ones (SDNs, Paxos [46], Falcon spies [50])
to produce a coherent system (§5–§6).

• An experimental evaluation (§7) of the implementation.
There is one more contribution of this paper, and it is concep-
tual. Whereas the purpose of SDNs was originally simplifying
network management, this paper identifies a different use of
SDNs: enhancing classical distributed systems. This connec-
tion had not been observed before, and we think that it may
be more widely applicable.

2 Further motivation
2.1 What network partitions happen in data centers?

We analyzed a year-long trace of the failures that occurred
in several data centers of a company with a strong Internet
presence, using similar methods to Gill et al. [30]. Events
in the failure trace were generated by in-device monitoring
and were collected in a central repository using monitoring
protocols (such as SNMP) or manual intervention. Events are
tagged with metadata, including what type of device failed,
and whether the failure was masked by redundancy; we used
these tags to determine which events created partitions.

We found that larger data centers (more than a thousand net-
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work elements) had about 12 partitions per month, of which
about half disconnected an entire rack and half disconnected
a single host. The partitions in the larger data centers never
disconnected more than a single rack (owing to path redun-
dancy), but we found that smaller data centers (fewer than 600
network elements) experienced multi-rack partitions. With
this information in mind, we focus attention on partitions in a
single data center that affect a subset of the network.

2.2 The whys, whats, and hows of membership services

One way to detect failures is by using end-to-end timeouts [9,
15, 34, 67]. However, timeouts are troublesome. First, a poor
choice can compromise availability: if the timeout is too long,
the system is forced to wait, and if the timeout is too short,
the system wastes time responding to non-failures. Worse, the
variability of response times means that there may be no good
choice of timeout [74]. A second problem with timeouts is
their inherent uncertainty: a timeout does not imply a failure.

To address this uncertainty directly, distributed systems
typically use one or more of the following three techniques.
The first technique uses a majority of processes to obtain
agreement among correct processes [11, 16, 39, 46, 47, 58].
This technique is useful in building high-performance sys-
tems [12, 48], but it imposes particular structures on appli-
cation developers. For example, applications must be built
using the replicated state machine approach [45, 64] or using
group communication primitives [11, 16].

A second technique is to use a mechanism like leases [13,
32, 36] or watchdogs [26] to ensure that suspected processes
kill themselves in effect or fact. This technique assumes that
the system has bounded timeliness. Also, short timeouts (as
needed for fast detection) consume many resources (§7.2).
Furthermore, with leases in particular, short timeouts can
trigger complicated corner cases (§7.1).

The third technique is to kill processes that are suspected
of having failed [50, 51]. A problem here is that killing tends
to be coarse-grained (e.g., shutting down a machine). Further-
more, this technique can founder under network partitions, as
the command to kill may not get through.

The aforementioned techniques bring complexity. Many
services have been built that place these techniques behind
a layer of abstraction that hides the complexity, allowing de-
velopers of distributed applications to interact with a clean
abstraction. We refer to these services as membership ser-
vices.3 Membership services provide definitive reports about
which processes are working, in the sense that processes can
safely treat such reports as ground truth.

An alternative to end-to-end timeouts is to use information
local to a system’s components to detect failures [49, 50].
This approach allows a membership service, in the common
case, to react to failures as they happen without waiting for

3This name is inspired by group membership services [11] but expanded in
scope to include services such as ZooKeeper [36] and Chubby [13].

an end-to-end timeout to expire. However, prior attempts at
building membership services this way are incomplete: they
do not handle network problems [50], or they give ambiguous
reports [49]. (Section 9 elaborates.)

2.3 How does Albatross fit?

Albatross uses local information as hints but with a new mech-
anism for making reports definitive: before reporting a sus-
pected process as not working, Albatross modifies the network
to prevent the suspected process from sending messages to
working processes. Albatross uses SDNs for this purpose. For
its own fault-tolerance, Albatross uses majority-based tech-
niques internally, thus following the tradition of implementing
the complex technique once (§2.2).

As a concrete example, consider an application that uses
primary-backup replication [4];4 we use primary-backup as a
running example for its conceptual simplicity, though mem-
bership services enable other fault-tolerance techniques (re-
covering from snapshots, raising an alarm, switching to a safe
state, etc). In this application, the primary receives a request,
replicates that request at the backup, and only then executes
the request and responds to the requesting node. This setup
provides fault-tolerance safely, via the invariant that replica-
tion happens before responding to the requestor.

However, for availability, the application needs a way to
make progress if the primary or backup fails. Here is where
the membership service enters. A standard choice would be
ZooKeeper [36], which uses leases, and is used by produc-
tion data center applications (e.g., [55]). The idea is that each
replica acquires a lease at ZooKeeper named by its role (“pri-
mary” or “backup”) and then monitors the other’s lease. The
backup learns that the primary is no longer working when the
“primary” lease expires, and the backup can safely take over
by acquiring the “primary” lease.

What if, as an alternative, the primary-backup application
uses Albatross? Then, when Albatross suspects a partition
(e.g., because a switch reports a link as down), it can install
rules to stop the primary from using the network and then re-
port the problem to the backup. The backup can then take over
immediately—without having to wait for a lease to expire—
because it knows that Albatross is preventing the primary
from using the network.

3 Overview of Albatross
Albatross is a service that a process of a distributed applica-
tion can query to learn about the status of a remote process.
The status can be “disconnected” or “connected”; roughly,
“disconnected” means crashed or partitioned, and “connected”
means alive and reachable. If Albatross reports a process as
“disconnected”, it is safe to assume that process cannot affect
the world. For the rest of this paper, a process refers to an

4More generally, membership services enable algorithms for consensus and
atomic broadcast that can tolerate f failures using only f+1 processes [14]
(versus 2f+1).
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Figure 1—High-level view of Albatross. The host module provides
the API through which applications use Albatross; the host module
helps detect crashes of local processes. The manager is replicated at
dedicated servers and coordinates Albatross’s response to network
and host failures. The manager interacts with the network through
an abstract interface, and notifies clients about partitioned processes.

Function Description
becomeAlbatrossProcess(appid) register target process of app
handle = init((IP, proto, port), cb) monitor a target, given by (IP,

proto, port). callback cb is
invoked when the target fails
or is partitioned

query(handle) return the state of target
startTimer(handle, timeout) start timeout on target
stopTimer(handle) cancel timeout on target
ackDisconnect() acknowledge disconnection

Figure 2—The Albatross API.

operating system process.

Environmental assumptions. We target data centers with
a single administrative domain. We presume the ability to
configure network switches (e.g., via SDNs). We assume that
minor modifications to end-host software are acceptable.

Components. Figure 1 depicts the components of Albatross.
We survey them briefly below. (Section 5 gives details).

The manager detects, enforces, and reports network fail-
ures. Detecting and enforcing happens via a network interface
that abstracts SDN-like features. Reporting happens by call-
ing back client processes that have registered for notifications.
The manager is a single logical entity that is replicated over
several servers, using state machine replication. A host mod-
ule detects and reports local process failures (to remote host
modules); like the manager, this component uses callbacks for
reporting. Much of the logic for detecting local process fail-
ures is borrowed [49, 50]. The host module also implements
the Albatross API, described immediately below.

Albatross API. Figure 2 shows the Albatross API; Figure 3
gives an example use of the API and explains what causes
communication among the components in Figure 1. A mon-

Action Resulting communication
1. target calls becomesAlbatrossProcess() target host module sends “reg-

ister” RPC to the manager
2. client calls init(...), gets handle client host module sends

“monitor” RPC to the target’s
host module

3. client calls query(handle),
gets “connected” none

4. target crashes target host module or manager
sends RPC to the client’s host
module; host module invokes
client callback (if any)

5. client calls query(handle),
gets “disconnected” none

6. target recovers, calls ackDisconnect() target host module sends “de-
register” RPC to the manager
(not shown)

7. client calls init(...), gets new handle client host module sends
“monitor” RPC to the target’s
host module

8. client calls query(handle),
gets “connected” none

Figure 3—Example sequence of actions using the Albatross API
and the resulting communication by Albatross.

itoring process is known as a client; a monitored process is
called a target. To request monitoring, a client calls init(); this
call generates a message to the target’s host. Albatross returns
notifications about the target via a client-supplied callback
function or in response to query().

The API serves three other purposes. First, pro-
cesses register as targets with Albatross, by invoking
becomeAlbatrossProcess(appid). This call may generate a
message to the manager (the manager tracks applications).
The specified appid should uniquely identify the application
and should be used by all processes of the application.

Second, clients use the API to set an end-to-end timeout
that serves as a backstop when Albatross cannot otherwise
detect a problem. Specifically, Albatross expects a client pro-
cess to call startTimer() when it is waiting for a message from
a target process and to call stopTimer() when it receives the
expected message. If the timer fires, Albatross disconnects
the target and reports “disconnected”.

Third, disconnected targets can reconnect, by calling
ackDisconnect() (possibly after rolling back state), at which
point monitoring clients must call init() again.

Informal contract. Albatross covers all host failures and
common network failures. Its reports are definitive but asym-
metric: it excludes some processes and promises definitive
reports (about whether a process is excluded) only to non-
excluded processes. Intuitively, the non-excluded processes
are the ones that a majority of Albatross manager replicas can
reach. These guarantees are formalized in Section 4.

In addition, Albatross provides fast (sub-second) detection
time, which it achieves through its overall architecture: visi-
bility into the network (which provides timely information),
callbacks (which enable low latency without the overhead of
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frequent polling), etc. Of course, one way to provide speed
is to indiscriminately disconnect processes at any suspicion
of a problem, but Albatross also limits interference, using the
techniques summarized in Section 1.1.(2).

Rationale. Reporting all network failures is impossible [27].
Similarly, providing definitive, symmetric reports seems in-
feasible: how can a system give a report to a node that it
cannot reach? Of course, just because a contract is feasible
does not mean that it is useful to an application (Albatross
could promise to return the string “elephant” always, which
is feasible to implement but useless). Fortunately, Albatross’s
guarantees are useful to applications (§7.1), though there are
some small corner cases, covered in the next section.

4 Albatross’s contract
This section precisely describes Albatross’s guarantees. We
will define a set of excluded processes, and the guarantees
will be asymmetric: processes outside the excluded set receive
assurances that processes inside the set do not. The high-
level concepts of exclusion and asymmetric guarantees have
appeared before [10, 11, 16] but not, to our knowledge, in our
specific context, namely failure reports [14].

Albatross’s guarantees refer to a notion of time, which is a
logical time at the Albatross manager; we are not assuming
that entities in Albatross have synchronized clocks. We say
that a process p cannot reach process q at time t if a message
sent by p at time t would fail to be delivered to q (because,
for example, q crashes before the packet arrives or there are
no routes to q, or the routes to q disappear as the packet is
traveling, etc.). Observe that this definition of “reachable”
collapses a message’s future and fate into a label associated
with the sending time (t). We say that processes p and q are
partitioned at time t (or p is partitioned from q at time t) if
either p cannot reach q or q cannot reach p at time t.

The guarantees of Albatross are relative to a monotonically
increasing set E of excluded processes. Intuitively, these are
the processes that Albatross disconnects from the rest of
the system (and the outside world). We denote by Et the
membership of E at time t. Albatross ensures the following:
• (Exclusion Monotonicity) Processes are excluded perma-

nently. More precisely, if t ≤ t′ then Et ⊆ Et′ .
• (Isolation) Non-excluded processes do not receive mes-

sages from excluded processes. More precisely, if p ∈ Et,
q 6∈ Et, and p sends a message to q at time t, then q never
receives that message. In particular, if q receives a message
from p, that message must have been sent before time t.

Exclusions are permanent, but in practice an application may
wish to reconnect the process. This is allowed and modeled
by having the process assume a new id.

The next property states that a process is indeed excluded
if something bad happens to it:
• (Exclusion Completeness) If a process has a problem for

sufficiently long, then it is eventually excluded. If q has
crashed, or q is permanently partitioned from a process that

is never excluded, then q ∈ Et for some t.
The above property does not guarantee immediate exclu-

sion when the problem occurs, because the system may take
some time to detect the problem; in practice, it is desirable
that this delay be as small as possible. Also, exclusion is not
guaranteed if q is partitioned temporarily, because the parti-
tion can heal before Albatross notices it. Similarly, exclusion
is not guaranteed if q is partitioned from a process r that later
gets excluded, because the exclusion of r may happen before
Albatross notices the partition between q and r.

The final property states that queries by a non-excluded
process return “disconnected” or “connected” according to
whether the remote process is excluded.
• (Correspondence) If a process is excluded then eventually

a query about it by a non-excluded process always returns
“disconnected”. Moreover, a query about a process by a
non-excluded process returns “disconnected” only if the
process is excluded. More precisely, if q ∈ Et then there
is a time tq such that, for all t′ > tq, a query about q by
p 6∈ Et′ returns “disconnected”. If p 6∈ Et and a query about
q by p returns “disconnected” at time t, then q ∈ Et.
All properties above are conditional; Albatross provides

them if the application follows the expectations in Section 3
(processes register, set backstop timeouts, etc.), and if a ma-
jority of Albatross managers remains alive and mutually con-
nected (per the fault-tolerance discussions in Sections 1.1
and 5.3).

Consequences of the guarantees, and an example
• Albatross may return incorrect answers to queries done

by excluded processes. This asymmetry is acceptable: to
the non-excluded part of the system—which includes the
outside world—these processes are as good as dead.

• Messages sent by an excluded process before Albatross
reports a partition may still be received by a non-excluded
process after Albatross’s report. However, all of the non-
excluded processes know that these messages causally pre-
cede Albatross’s report because of the Isolation property,
and can act accordingly (e.g., by dropping stale messages).

• Excluded processes may continue to interact with, and
affect, each other. Thus, prior to reconnecting, excluded
processes must rollback their state to some checkpoint that
causally precedes [45] Albatross’s “disconnected” report.
By rolling back their state, excluded processes accept their
effective deaths, and can be safely reintegrated using stan-
dard catch-up techniques (e.g., replay).

• It is possible for a crashed process to be temporarily
reported as “connected”; the Completeness and Corre-
spondence properties together imply that if a process has
crashed or been partitioned, Albatross eventually reports it
as “disconnected”.

We now revisit the primary-backup example from Section 2.3,
focusing on corner cases. First, consider the case that the
backup receives a request from the primary after it hears
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that the primary is “disconnected”. The backup can safely
discard this message because it knows that the primary could
not have responded to the requesting node (causally) before
it was excluded (and if it responds to the requesting node
causally after exclusion, then the requesting node is also
excluded, by Isolation). The italicized phrase holds because
during the period when the primary was not excluded, it
would have correctly observed the backup as “connected” (by
Correspondence), and thus waited for an acknowledgment
from the backup before responding to the requesting node.

Second, suppose a backup “takes over” for a non-excluded
primary (a potential split-brain scenario). A correct backup
will take over only if it hears that the primary is “discon-
nected”; since the primary is not in fact excluded, then the
backup must be (by Correspondence). Thus, the “take-over”
by the backup is something akin to a delusion (experienced
by the backup and perhaps other excluded hosts).

What about reconnection? An excluded replica may even-
tually learn that it is excluded, for example, by querying its
own state or receiving a “you are disconnected” message from
the other replica. Then, the replica must determine a check-
point from before it was excluded and rollback to it before
reconnecting (via ackDisconnect()) and then replaying. For
an excluded backup, a suitable checkpoint would be the one
prior to the last request received from the primary.

5 Detailed design
This section describes Albatross’s design, bottom up; we
begin with the scheme by which processes are named and end
with the core logic that enforces partitions and rehabilitates
processes. Section 6 describes notable implementation details.

5.1 Names and identifiers

Under Albatross, each target process receives a process id
(pid) when it registers (§3) with the host module. This pid
uniquely identifies the process in terms of its host, application,
and birth period. A pid contains the following fields:
• A host id (for example, an IP address);
• An application id (appid), which is programmer-supplied

and unique to applications within the given network (§3);
• A local id, which differentiates multiple processes of the

same application on the same host; and
• An epoch number, which identifies the epoch in which the

process registered.
Epochs are determined by the manager; an epoch corresponds
to a view of the network’s topology and partitions.

Pids are carried in packets. Albatross uses the fields of a
pid to create partitions (by filtering traffic). The choice of
field depends on the desired granularity of a partition. For
example, Albatross uses epochs when it needs to create a
partition affecting an entire rack of end-hosts. We describe
the interface for enforcing partitions next.

Primitive Description

CUT-APP(switch, appid, port) drop incoming traffic of
application appid entering port
of a switch

CUT-EPOCH(switch, epoch, port) drop incoming traffic of epoch
entering port of a switch

BLOCK(switch, pid) drop all incoming traffic of
process pid at a switch

SUBSCRIBE(destination) request topology information
and failure events to be sent to
a destination

Figure 4—Network interface used by Albatross.

5.2 Network interface

As noted earlier, Albatross relies on SDN-like functionality
from the network (though SDNs per se are not required to
implement Albatross, as discussed in Section 8). Here, we
describe the functionality in terms of an abstract interface, de-
picted in Figure 4. (Section 6.2 describes an implementation
of this interface, using OpenFlow and NOX [33].)

CUT-APP and CUT-EPOCH tell a switch to block incom-
ing traffic that (a) enters the given port and (b) matches the
given appid or epoch (§5.1). BLOCK tells a switch to block
traffic belonging to a given process id on all ports. Albatross
also requires the ability to undo CUT-APP, CUT-EPOCH, and
BLOCK (not shown in Figure 4). SUBSCRIBE tells switches
where to send information about network topology and failure
events. Events of interest are link failure, indicating that a link
is deemed down; and end-host failure, indicating that a host
connected to a port is deemed down. The intent is that these
events are sent to the manager, described next.

5.3 Manager

Albatross’s manager coordinates the response to most failures.

Network failures. At a high level, the manager tracks the
network topology; when the topology experiences a partition,
the manager chooses a main partition, asks switches at the
edge of the main partition to block the traffic of Albatross
applications coming from outside the partition, and then calls
back clients to notify them about which processes have been
disconnected. This procedure does not affect applications that
do not use Albatross; it also does not affect applications that
use Albatross but are launched after the failure is resolved.
(One can think of this approach, loosely, as virtualizing parti-
tions, in that different applications see different views of the
network topology.)

In more detail, the manager runs the logic in Figure 5. The
manager maintains a model of the current network topology.
To that end, the manager, on starting up, requests notifications
about topology changes, using SUBSCRIBE (our implemen-
tation assumes that the manager also begins with a correctly
configured base topology; a less lazy implementation could
build the topology as switches join). When the manager re-
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at startup call SUBSCRIBE(self)

function handle failure event(link):
remove link from topology
if topology has a new partition:

enforced := false
pick candidate excluded set P
while not enforced:

enforced := enforce partition(P)
report partition(P)

function enforce partition(P):
for each switch.port connecting to P:

try:
if switch.port connects to an end-host:

for each appid in activeAppid running at end-host:
call CUT-APP(switch, appid, switch.port)

else: // switch.port connects to another switch
for each epoch in activeEpochs:

call CUT-EPOCH(switch, epoch, switch.port)
currentEpoch := get inactive epoch()
activeEpochs.insert(currentEpoch)

except call failure:
add switch to P
return false

return true

function report partition(P):
broadcast list of hosts in P and activeEpochs

Figure 5—Logic for detecting, enforcing, and reporting partitions.

ceives an end-host failure or link failure event, it updates its
model. If the model has a partition, the manager chooses an
excluded set P of switches and hosts. P is chosen to be all
switches and hosts outside the largest strongly connected com-
ponent that is reachable by a majority of manager replicas.
Ties are broken arbitrarily.

Before Albatross reports a problem to clients, the manager
enforces the partition: it invokes CUT-APP or CUT-EPOCH
for every switch port bordering P. The choice of primitive
carries a trade-off. On the one hand, if the port bordering
P connects to an end-host, then the manager uses CUT-APP:
each end-host has a small set of applications, so enforcing a
partition requires few per-application rules. On the other hand,
if the port bordering P connects to another switch, then using
CUT-APP would require a rule for each application whose
traffic is carried by the switch—potentially hundreds of rules.
Instead, the manager handles this case by excluding at coarser
granularity: it uses CUT-EPOCH, which tells that switch, and
only that switch, to exclude all applications of active epochs.
While CUT-EPOCH compromises on surgical disconnection,
we note, first, that applications that begin in a new epoch are
not affected, since the use of CUT-EPOCH induces a change
of epoch. Second, CUT-EPOCH is invoked only when a switch
fails or is partitioned; the common case, end-host failures, is
handled with CUT-APP.

If the call to CUT-APP or CUT-EPOCH fails, the manager
adds the switch to P and continues.5 If the manager can-
not use the network interface to install rules at any switch,
5This failure can be detected via timeouts. These timeouts differ from end-

function handle backstop timeout(client, pid):
for switch in topology such that switch is connected to host of pid:

try: call BLOCK(switch, pid)
except call failure:
for link in switch:

handle failure event(link)
reply to client(client)

Figure 6—Logic to handle client backstop timeout on target pid.

then Albatross may be unable to report some failures, but
this case is rare and means that the whole network is likely
unusable (§1.1).

When the procedure finishes, the manager broadcasts the
list of hosts in P and the affected epochs. This information
is received by the Albatross host modules, which mark the
processes in P as down. The broadcast packets might be
dropped; in that case, Albatross can still detect failures using
the client’s backstop timeout (see below)—albeit more slowly.

Host and process failures. Albatross treats a host failure as
a one-host network failure, using the mechanism described
immediately above. Process crashes, however, are handled
differently; they separate into two cases. The first case is that
a backstop timeout (§3) fires; this event causes the monitoring
process to request help from the manager, which disconnects
the target process, using BLOCK. Figure 6 shows the detailed
logic. The second case is that a module running on the remote
host is aware of a process crash; this case does not involve
the manager at all and is covered in Section 6.3.

Example. Consider the example network below:

switch 1

switch 2 switch 3

host 1 host 2

host 1 appids: 1, 2
host 2 appids: 2, 3

active epochs in network: 1, 3
appids of other hosts at switch 2: 4–47

appids of other hosts at switch 3: 13–63

If switch 3 reports an end-host failure event to the manager,
then the manager will install at switch 3 a CUT-APP rule for
appids 2 and 3. If switch 1 reports a link-failure event for
its link to switch 3, or the manager suspects that switch 3
has failed (e.g., because switch 3 failed to install a CUT-APP
rule), then the manager will install at switch 1 a CUT-EPOCH
rule for epochs 1 and 3 and choose an inactive epoch as the
current epoch. The manager use CUT-EPOCH instead of CUT-
APP because CUT-EPOCH requires two invocations, whereas

to-end timeouts (§2.2) because, first, they are monitoring a constrained
component, and, second, SDN management traffic can be prioritized, which
would make message latencies predictable and thus avoid spurious timeouts.
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CUT-APP would require fifty-three (the fifty-one ids at switch
3 plus appids 2 and 3); this choice is important because, as we
will explain in Section 6.2, each invocation consumes scarce
resources at the switch. This example ignores how failures
might affect the manager; we describe the manager’s fault
tolerance next.

Fault tolerance. Recall that the manager is replicated for
fault-tolerance (§3), following the state machine replication
approach [45, 64], which is a majority-based technique for
fault-tolerance (see Section 2.2). If manager replicas are
placed at diverse parts of the network (such as different racks),
then under common network partitions (described in Sec-
tion 2.1), the majority of servers remains with the majority of
network elements.6

Revisiting the guarantees. The formal guarantees (§4) ref-
erence a set E. This set is never materialized explicitly. In-
stead, recall that the manager maintains a set P, which is a set
of (a) blocked processes, together with (b) a set of blocked
applications, switches, and hosts (keyed by epoch). Because
appids and epoch ids imply a set of processes, P implicitly
represents the membership of E.

Albatross provides Completeness through the backstop
timeout; if all else fails, a client will eventually request that
the manager block the target (Figure 6). Albatross guarantees
Isolation by configuring network switches to drop the traffic
of excluded processes (Figure 5). Albatross guarantees Mono-
tonicity because it never unblocks processes; it does recycle
identifiers, however, as described in the next section. The first
part of Correspondence is provided, also, by the backstop
timeout; if a report from the manager is dropped, the client
will eventually timeout and request blockage of the target
(forcing the manager to retry its message). The second half
of Correspondence is provided by the sequencing of events;
the manager reports partitions only after enforcing them.

Albatross provides speed by reacting to failure events as
opposed to end-to-end timeouts, in the common case. It limits
interference by inspecting network state, by using surgical
rules, and by allowing reconnection (described next).

5.4 Reconnecting processes and recycling identifiers

We now describe how Albatross reconnects processes and
recycles epochs and pids. Although epochs change infre-
quently, they are important to recycle since, in our implemen-
tation (§6.1), there are only a handful of them, network-wide.
Pids are scarce because the local id field—which identifies a
process within a given application on a given host—is small.

Reconnecting processes. When a process tries to recon-
nect by calling ackDisconnect(), its host module gives it a
new pid (§3,§4). Although Albatross’s contract allows the
host module to return any unallocated pid, in the interest of
progress, the host module first checks that the new pid is not

6Even if the manager-majority partition holds a minority of processes, the
minority can keep operating, under “f+1” algorithms (see footnote 4).

being blocked by any switch. To this end, before allocating
a new pid, the host module asks the manager (a) what is the
current epoch, and (b) which of the host’s applications have
been excluded (via CUT-APP). If no applications have been
excluded, the host module returns a new pid with the current
epoch and appid. If applications have been excluded, the host
module locally blocks the processes belonging to those ap-
plications using a packet filter, asks the manager to undo the
blanket exclusion (meaning, undo the CUT-APP calls at the
edge switch), and only then returns the new pid. The order
of these steps is important to upholding the Isolation prop-
erty (§4); if the CUT-APP rules are undone before the excluded
processes are blocked by their host module locally, then the
excluded processes could affect non-excluded processes.

Garbage collecting epochs. Recall that when the manager
enforces a partition of more than one end-host, it must activate
a previously inactive epoch number. To allow the manager
to track which epochs are active, host modules inform the
manager which epochs they are using (by attaching a list to
their normal messages to the manager). When the manager
sees that an active epoch is not used by any host module, it
undoes the CUT-EPOCH for the epoch, and marks it inactive.

Garbage collecting pids. A host module must be careful
about when it reuses the pid of a process that has exited or
has acknowledged a disconnection. Suppose, for example,
that a host module were to give to a new process the pid of
a process that had recently terminated; later, a third process
could time out on the original terminated process, and have
the manager enforce a partition using that pid, which would
disrupt the new process. To avoid this and similar scenarios,
Albatross includes the following counting scheme.

Each pid has a counter that is physically stored at the host
module that allocated that pid (the local host); the counter
tracks references to that pid held by other hosts. The local
host module increments (or decrements) the counter when it
hears that a remote process has started (or stopped) monitor-
ing the associated process. A pid can be reused when these
conditions all hold: (1) the pid of the process has reference
count zero, (2) the local process has crashed or acknowledged
the disconnection, and (3) the manager is not blocking the
process’s pid (with BLOCK).

The challenge in keeping the counter accurate is that there
can be failures, both of clients referencing the pid and the host
module storing the counter. To handle both cases, the local
host module tracks, in a persistent write-ahead log, which
clients have references; periodically, the local host module
queries remote host modules to confirm that clients referenc-
ing its allocated pids are still running.

6 Selected implementation details
6.1 Packet marking

Figure 7 depicts the format of a pid. It consists of a 4-byte
host identifier (currently, the host’s IP address), together with
16 per-process bits. The per-process bits are the process’s
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host id (IP addr) epoch appid local id
(32 bits) (3 bits) (10 bits) (3 bits)

Figure 7—Format of a Albatross process id (pid). Pids are six bytes;
a process’s pid appears in the source MAC address field of packets
originated by the process. The number of epoch bits is small, but
epochs are recycled (§5.4). The local id disambiguates multiple
processes of the same application on the same host.

epoch number, the appid, and the local id.
Under Albatross, a process’s pid appears in the source

MAC address field of the packets that it originates. If a packet
is sent by a process that is not using Albatross (including
packets of ICMP, ARP, etc.), the bottom 16 bits are set to 0.
Only the source MAC fields are used this way; the destination
MAC field uses the usual MACs, obtained from ARP. This
scheme assumes a scalable layer-two network in the data
center (e.g., SEATTLE [41]).

The scheme has three features. First, it is easy to identify
the traffic of applications that use Albatross—by observing
a non-zero value in the bottom 16 bits. Second, blocking the
traffic of a process at a switch requires a single rule (to match
the source MAC); likewise, bit fields within the source MAC
can be used to block the traffic of an entire application or
epoch with one rule. Third, once the rule is installed, it need
not be updated based on how and where the process sends
data. By contrast, a scheme that blocked based on source
TCP or UDP ports would require one rule per port used by
the process, and updates in response to port changes. We
discuss how this scheme affects existing Layer 2 protocols in
Section 8.

6.2 Network interface implementation

Our implementation of Albatross assumes a network with
OpenFlow switches and a NOX controller [33]. Given this
environment, one can implement the network interface (Fig-
ure 4, §5.2) as follows. The CUT-APP(switch, appid, port) and
CUT-EPOCH(switch, epoch, port) primitives direct the NOX
controller to install an OpenFlow drop rule that matches on the
appid or epoch bits of the pid; similarly, the BLOCK(switch,
pid) primitive results in the installation of an OpenFlow drop
rule that matches the entire pid.

SUBSCRIBE(destination) is implemented by augmenting
the NOX controller to forward topology changes and failure
events to the destination (which is the Albatross manager).
Additionally, the destination needs to receive the link and
end-host failure events (§5.2). Link failure events correspond
to port- or link-down status events, and OpenFlow switches
(by nature) notify the controller of such events. The controller
simply forwards these notifications to the destination.

The more difficult case is end-host failure events. These
are not directly supported by OpenFlow, so our implementa-
tion must synthesize them. Our solution leverages SDN rule
timeouts, as follows. Each host module sends a special heart-
beat packet to its switch every Theartbeat time units. On the
first heartbeat, the switch sends an unknown packet event to

the SDN controller. The SDN controller then configures the
switch to (a) drop these heartbeat packets, and (b) send a
timeout notification if the rule is not used for Tnet-check time
units. If the controller receives such a notification, it sends an
end-host failure event to the destination (the manager). Our
implementation sets Theartbeat to 10 ms and Tnet-check to 1 s (the
smallest OpenFlow timeout), which provide reasonably fast
detection while tolerating dropped or delayed heartbeats.

6.3 Detecting process crashes

As noted in Section 5.3, process crash detection involves an
additional module. This module mostly reuses prior work;
we cover it for completeness. The core logic is a modified
Falcon spy [50]. A Falcon spy uses local information (e.g.,
an OS’s process table) to detect process crashes and report
them to clients monitoring the crashed (target) processes. In
particular, the Falcon spy inspects a process’s internal state
by invoking an application-specific function over IPC; this
mechanism detects problems that may be hidden externally,
such as deadlock. The modification from Falcon is that, in-
stead of terminating unresponsive processes, the spy drops
their traffic locally with a packet filter (using iptables). This
modification reduces the impact of a false suspicion.

6.4 Miscellaneous implementation details

• Each host module caches the status of monitored target
processes: when a client’s host module receives a notifica-
tion from a target’s host module or from the manager, the
client’s module invokes the relevant callback function (Fig-
ure 2) and stores the “disconnected” for future queries.

• Albatross’s manager is separate from the SDN controller.
The manager’s solution to replication makes use of a li-
brary [54]. (§8 discusses SDN controller fault-tolerance.)

• A final detail is interprocess communication (IPC). Alba-
tross must enforce Isolation even when processes are on
the same host. Thus, Albatross requires that all IPC be sent
through the host’s top-of-rack switch. If this requirement is
burdensome (e.g., if processes use IPC extensively), two lo-
cal processes can share the same Albatross pid, the tradeoff
being that Albatross treats such processes as a unit.

7 Evaluation of Albatross
Using empirics and experiments, our evaluation reprises the
arguments in Sections 2.2 and 2.3. First, we explain the bene-
fits of a membership service that provides definitive reports,
showing in the process that Albatross’s contract is sufficient
to derive these benefits (§7.1). Second, we investigate how
well Albatross does the job of providing this contract (§7.2).

All experiments run on a prototype network (with 13
switches connected in a complete ternary tree) implemented
using QEMU/KVM [62] virtual machines (version 1.0.1) and
CPqD OpenFlow 1.2 software switches [60]. The hypervi-
sor is a 64-core Dell PowerEdge R815 with AMD Opteron
Processors and 128 GB of memory, running Linux (kernel ver-
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sion 3.7.10-gentoo-r1). The network controller is NOX [33],
modified to work with OpenFlow 1.2 [56].

7.1 What are the benefits of Albatross’s contract?

On the one hand, the fact that membership services simplify
the design of the distributed applications that use them has
long been established: the fail-stop model (which assumes
that all processes can detect all crashes correctly) is known to
enable “easier” algorithms than the crash model. As just one
example, Chain Replication [69] (a form of primary-backup)
is simpler than Viewstamped Replication [57], Paxos-based
replication [46], and Raft [58].

On the other hand, Albatross’s contract (§4), with its asym-
metric guarantees, is not precisely the fail-stop model. Thus,
this section investigates whether Albatross’s contract is suf-
ficient to provide the same qualitative benefits. We do this
by illustrating what can go wrong without a membership ser-
vice; demonstrating that Albatross’s guarantees are sufficient
to simplify distributed algorithms; and describing the subtle
relationships among Albatross, ZooKeeper (as an alternate
membership service), and majority-based agreement.

Without a membership service, what can go wrong? We
use RAMCloud [59] as a short case study. RAMCloud is a
storage system that keeps data in memory at a set of master
servers. These servers also process client requests to read and
write data. For durability, a master server writes copies of
data on the disks of multiple backup servers. A coordinator
manages the configuration of the servers (which servers are
masters for what data, etc.). To avoid losing writes or reading
stale data, RAMCloud must guarantee that exactly one mas-
ter server is responsible for a piece of data. One way to do
this would be to use a membership service, but RAMCloud
instead7 uses several mechanisms internally: short timeouts,
self-killing, propagation of crash information, and coordina-
tion among backups. These mechanisms must be orchestrated
carefully to handle corner cases.

We first determine if RAMCloud ever returns stale (incor-
rect) data. We inject network failures at times carefully chosen
to trigger the following corner case: a master is transiently
disconnected from the coordinator, causing the coordinator to
initiate the master’s recovery. We find that RAMCloud can in-
deed return incorrect data; this bug was observed empirically
and confirmed by the RAMCloud developers. Specifically,
RAMCloud detects failures using a short timeout of hundreds
of milliseconds; if the coordinator times out on a master, the
coordinator starts data recovery, which is very fast. Because
the timeout is short and recovery is fast, the entire process may
complete before the old master realizes that it was replaced,
resulting in two masters: a split-brain scenario. Intuitively,
the issue is that RAMCloud does not make its suspicion of
failure definitive (e.g., by waiting for the old master to shut
down) before acting on that suspicion.

7RAMCloud uses ZooKeeper but only for coordinator failures [59, §3.10].

Algorithm Aab (§7.1) Zab [39]

Description length half page ~3 pages
# phases 2 3
# roundtrips on recovery 2 3
# message types 3 9
# timestamps/counters 1 2
At most one leader? yes no
failures (f ) tolerated relative to total (n) f<n f<n/2

Figure 8—Comparison of atomic broadcast with and without defini-
tive reports. Aab uses Albatross (and would be similar if it used
any other membership service), and Zab [39] uses majority-based
agreement; both algorithms are described in the text.

We replaced RAMCloud’s failure detector with Albatross
(65 lines of C++) and found that RAMCloud then worked
correctly: when the master is reported as “disconnected”, it
is excluded and cannot serve clients, by Correspondence and
Isolation (§4). This benefit is not unique to Albatross; other
membership services would eliminate this error too.

How do Albatross’s guarantees simplify algorithm de-
sign? As another case study, we examine atomic broad-
cast: it is a building block of many distributed systems,
and it has solutions with and without definitive reports [21].
We specifically compare (a) Zab [39], a protocol that uses
majority-based agreement (as opposed to definitive reports),
and (b) Aab, a protocol that uses Albatross.

Zab: atomic broadcast without definitive reports. Zab [39]
takes a standard approach, which we briefly summarize here.
A leader orders messages. Because partitions can result in
multiple leaders (one leader becomes disconnected, another
leader is elected, and the original reconnects), the protocol
relies on a majority (quorum) of processes to approve leader
actions. As a result, if two leaders try to act, only one succeeds
in getting approval from a majority.

Aab: atomic broadcast under Albatross. Under Albatross,
processes can select a unique leader by picking the smallest
process id among processes that Albatross considers to be
“connected”. This scheme works because, if there could be
two non-excluded leaders at the same time, let p be the one
with higher id; then p considers the other leader as “discon-
nected”, otherwise it would not have picked itself as leader.
Thus, by Correspondence (§4), the other leader is excluded—
contradiction. Thus, we have essentially unique leaders. We
say “essentially” because there could be many self-styled
leaders; however, all but one will be excluded.

Given (essentially) unique leaders, we can implement
atomic broadcast using a sequencer-based algorithm [21],
adapted to use Albatross. The algorithm proceeds in periods;
each period has a unique leader (chosen as described above).
In each period, a process that wants to broadcast a message
sends it to the leader and waits for an acknowledgment; if the
leader changes, the process resends to the new leader (in a
new period). The leader handles each period in two phases, re-
covery and order. In the recovery phase, the leader completes
the broadcast of pending messages from prior periods (if any).
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where what failure is injected? what does the failure
injected? model?

network link failure network partition
network switch failure network partition
network misconfiguration that causes a

partition
operator error

network host floods UDP traffic sudden traffic spike
network dropped OpenFlow messages problems in the SDN
network spurious failure event link flapping

end-host process crash (segfault) problem in the application
end-host host crash (kernel panic) machine crash or reboot

Albatross crash of host module bug in host module
Albatross crash of leader in manager bug in manager

Figure 9—Panel of synthetic failures. We inject failures in the net-
work, at the end hosts, and into Albatross itself.

In the order phase, the leader serves as a sequencer: it gets a
new message to broadcast, assigns it a sequence number, and
sends it to processes for delivery. Processes then deliver the
messages in sequence number order.

Comparison. Figure 8 compares the two algorithms. Aab
has a smaller description, fewer phases, fewer round-trips,
fewer message types, and fewer counters for ordering mes-
sages. Moreover, it tolerates the failure of all but one process;
Zab, by contrast, tolerates the failure of fewer than half of the
processes. (Equivalently, to tolerate f failures, the Albatross-
based Aab requires f + 1 processes, whereas Zab requires
2f+1 processes.) The fundamental source of these differences
is that Zab is built on majority-based agreement, which brings
complexity, as noted earlier (§2.2).

Albatross vs. ZooKeeper vs. consensus vs. atomic broad-
cast. The preceding comparison immediately raises a ques-
tion. Namely, Albatross also uses majority-based techniques
internally—in fact, the consensus-based algorithm for repli-
cating the manager (§3, §5.3) has the same qualitative com-
plexity as Zab. So why is this fact omitted in the Aab-vs-Zab
comparison? Because under Albatross, the complexity is lo-
calized to the manager, and handled once; the clients of Al-
batross are not exposed to the complexity, and the additional
resource cost is amortized over all clients of Albatross.

But can’t the same kind of amortization work for Zab? Yes
and no. On the one hand, ZooKeeper’s lease server abstraction
is built on Zab (Zab stands for “ZooKeeper atomic broadcast”;
Zab is used to order commands to a replicated lease server
state machine), and the intent is that many different applica-
tions can be clients of ZooKeeper’s lease server. On the other
hand, ZooKeeper cannot achieve the same performance under
the same number of clients as Albatross. The reason is that
short leases require frequent polling, which can overwhelm a
server with many clients; this is demonstrated in Section 7.2.

Can ZooKeeper be modified to use Albatross? Yes.
ZooKeeper is built on an atomic broadcast interface, which
is implemented by Zab (as noted above). We could replace

failure type action taken by Albatross

link failure the network interface reports link failures (§5.2);
the mgr. detects a partition, enforces an excluded
set, and reports it to clients (Figure 5)

switch failure ditto
network
misconfiguration

detected by client timeout (§3) and enforced by the
manager’s backstop logic (Figure 6)

network flooding no failure is detected
dropped OpenFlow
messages

detected by an OpenFlow timeout in the SDN
controller; the controller treats this as a switch
failure and reports it to the manager as multiple link
failure events (Figure 5)

spurious failure event handled as a link failure (see above)

host crash detected with an end-host failure event (§5.2), and
enforced by the manager (Figure 5)

process crash Falcon spy [50] detects and reports failure (§6.3)

crash of host module detected by backstop timeout (§3) and enforced by
the manager (§5.3)

crash of manager
replica + partition

replication library (§6.4) elects a new leader (§5.3),
then the manager handles the failure as above

Figure 10—Albatross’s reaction to the failure panel (Figure 9). Al-
batross detects all failures save network flooding (a non-failure), and
its enforcement actions affect only applications that use it.

Zab with Aab. However, the resulting system would inherit
the disadvantages of leases (§2.2, §2.3).

Can Albatross be built atop ZooKeeper? Yes. Albatross
could replicate its manager using ZooKeeper’s lease servers
(or Zab directly). This represents an alternative instantiation
of Albatross; it is essentially equivalent to the one covered in
the rest of this paper.

7.2 Is Albatross a good membership service?

We now experimentally investigate the qualities of Albatross:
(a) how it responds to failures, (b) how its timeliness com-
pares with two baseline mechanisms, (c) how well it limits
interference, and (d) what system resources it uses. The exper-
iments use a panel of synthetic failures, depicted in Figure 9.
These failures model problems in the network, at end-hosts,
and in Albatross itself; link and switch failures are derived
from our failure analysis (§2.1). While deploying Albatross
on physical hardware and measuring its response to failures
in the wild would be better than a synthetic evaluation, this
is beyond our scope, as we currently seek a more basic un-
derstanding of how Albatross performs. Thus, this evaluation
should be read as suggestive rather than conclusive.

How does Albatross respond to failures? We run an exper-
iment where a client process monitors a remote target process;
we inject a failure of some chosen type, affecting the target
process, and we record Albatross’s response. We repeat the
experiment 25 times for each failure type.

We find that Albatross reacts the same way in the 25 repe-
titions for a given failure type; the reactions for each failure
type are in Figure 10.
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Figure 11—Detection time and coverage of Albatross (A), compared
to Falcon [50] (F) and ZooKeeper [36] (Z). Error bars are minimum
and maximum observed detection times. Two of Falcon’s bars are
labeled N/A because it does not detect link or switch failures. Alba-
tross detects failures quickly by using information at end-hosts and
in the network. ZooKeeper’s detection time reflects its timeout (4s);
a shorter one causes overload (see text).

How does Albatross compare with baseline mechanisms?
We take as baselines (1) ZooKeeper [36], and (2) Falcon [50],
both of which are described in Section 2.8 For each failure
that Albatross detects (without using backstop timeouts), we
repeat the aforementioned experiments 100 times and mea-
sure the detection time from when the failure occurs to when
it is reported to the application. We experiment with Alba-
tross and with ZooKeeper. For Falcon, we report published
results [50] (because two of Falcon’s spies are incompatible
with the testbed used for Albatross).

Figure 11 shows the results. Network problems are de-
tected by Albatross quickly, usually in less than a second.
The specifics of these numbers depend on the implementa-
tion of our testbed’s switches, which are software; deploying
Albatross on real hardware may have different performance
characteristics, though we expect the order of magnitude will
be similar.

Process failures are detected by Falcon and Albatross
quickly; Albatross is faster than Falcon here (even though
Albatross uses a Falcon spy to detect these failures) because
Falcon’s published results include a delay for confirming that
a process has left the process table whereas Albatross needs
only to install an iptables rule (§6.3).

On host failures (e.g., kernel panics), Albatross takes 1s
longer than Falcon; the difference is that Albatross detects
host failures using OpenFlow rule timeouts (§6.2), which
have a minimum duration of 1s. Unlike Albatross, Falcon
cannot detect switch or link failures [50].

ZooKeeper’s detection speed reflects its timeout, which we
configure to be 4 seconds, as suggested in its tutorial [1]. This
choice is not arbitrary: if one lowers ZooKeeper’s timeout
to match Albatross’s detection speed, ZooKeeper would be
overloaded by keep-alives. To establish this, we experiment
with ZooKeeper. We find, first, that ZooKeeper can monitor
1500 targets, each using a 4s timeout on their leases. But
when we reduce the timeout to 500 ms, ZooKeeper drops the

8We do not use Pigeon [49] as a baseline because it lacks definitive reports
for network failures and because it targets Layer 3 networks.

max additional rules installed at a switch
rules installed 1 rule

CPU usage per component (§5)
host module 1.8 %
manager 0.03 %

bandwidth used
at each end-host 61.0 kBps
at manager 6.9 kBps

Figure 12—Summary of Albatross’s costs under link failure. Alba-
tross uses few resources. Scalability is discussed in the text.

connections of about 70 targets, even though the network is
not saturated. We believe this effect is similar to Burrows’s
observations [13]: timeouts shorter than 12s overwhelmed
Chubby’s servers in Google’s clusters (which monitors many
more targets). In contrast, we find that Albatross’s manager
can monitor over 1500 targets. Essentially, ZooKeeper polls
clients with ping messages whereas Albatross watches for the
causes of dropped pings (crashes, partitions, etc.), and can
thus react quickly.

How well does Albatross limit interference? We evaluate
whether some common network behaviors might cause Al-
batross to disconnect processes without cause. We inject two
non-failures into our testbed: (a) heavy traffic (modeling con-
gestion) and (b) a spurious link failure event (modeling link
flapping), for a link whose removal splits the network. We
observe that Albatross does not disconnect processes under
heavy traffic. Albatross does not detect a problem because
the duration of the spike in traffic is less than the client pro-
cess’s end-to-end timeout. Albatross does disconnect under
the spurious failure. While this behavior is not ideal, it is not
disastrous because, first, a known down link may be better
than persistent link flapping; second, Albatross does not inter-
fere if there are alternate paths or the link is not used by Alba-
tross processes; and third, applications can reconnect (§5.4).
Reconnection takes about one second in our experiments.

What are Albatross’s costs? We measure Albatross’s re-
source cost for detecting and enforcing a partition for a single
application. Figure 12 shows the results. As expected, Alba-
tross installs one rule per application id before reporting the
target process as “disconnected”.

We must also consider what happens when there are more
applications and hosts. In general, the number of rules grows
with the number of disconnected processes; for example, a
switch with 40 disconnected end-hosts, each with 20 distinct
applications, would have 800 rules. On the one hand, numbers
like these are acceptable: the HP ProCurve J9451A switch,
for example, has capacity of 1500 OpenFlow rules [35]. On
the other hand, the linear in-network costs could become
undesirable. In that case, Albatross could reduce the number
of rules that it uses; on links that connect to end-hosts, it could
block at the granularity of epochs instead of appids (§5.3), at
the cost of possibly blocking additional processes.

Albatross uses few resources at the manager replicas in
terms of CPU and network bandwidth. Albatross’s cost at
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end-hosts is higher, as the host module generates heartbeat
packets (§6.2). However, the effect is local: these packets are
dropped by a host’s switch before entering the network.

Albatross is implemented with 4044 lines of C++ code.

8 Discussion and future work
Does Albatross have all the features of existing membership
services? While Albatross implements the basics of a member-
ship service, there are other features of existing membership
services that Albatross does not implement, including meta-
data storage [13, 36], message ordering [11, 16], and access
control [36]. However, Albatross can be used within existing
services to help reduce both failure detection time (§7.2) and
implementation complexity (§7.1).

Does Albatross require SDNs? While the current imple-
mentation of Albatross uses OpenFlow, Albatross requires
relatively few things from the network: the ability to receive
failure events and to block traffic based on packet fields.
These requirements are made explicit by the network inter-
face (§5.2), and Albatross can work in any network where
this interface can be implemented.

Is the SDN controller a single point of failure? This issue
is mostly orthogonal to Albatross. Albatross currently uses
NOX, which is centralized and thus a single point of failure.
However, Albatross could instead use recent fault-tolerant
controllers (see Section 9).

Must Albatross repurpose the source MAC field? Alba-
tross’s embedding of process identifiers in packets’ source
MAC field (§6.1) is not fundamental. Albatross could use
other space in packets: MPLS labels, a shim layer for Alba-
tross, bits in an RPC header, etc. The only requirement is that
switches can filter packets based on these fields.

How does Albatross’s MAC rewriting scheme affect exist-
ing Layer 2 protocols? Under existing Layer 2 protocols, such
as IEEE 802.1d [37], switches will use the source MAC ad-
dresses of incoming packets to learn the mapping between
MAC addresses and output ports, for future forwarding de-
cisions. Since Albatross’s MAC-rewriting scheme creates
source addresses that will never be used as destination ad-
dresses (§6.1), a Layer 2 protocol deployed alongside Al-
batross should be modified to never learn from these pack-
ets. Fortunately, Albatross works in the context of SDNs, so
many Layer 2 protocol changes would require only software
changes at the SDN controller.

Can Albatross work across data centers? One challenge
is that wide-area delays will worsen detection time when
the monitoring and target processes are far apart. Another
challenge is finding reasonable guarantees for Albatross to
provide when the data centers are partitioned. Addressing
these challenges is future work.

Can Albatross work with virtual machine migration? Alba-
tross assumes that processes and end-hosts remain stationary,
which conflicts with virtual machine migration [17]. This is-
sue is surmountable, if the manager and migration mechanism

collaborate to migrate filter rules. This, too, is future work.
Does Albatross consider network policy? Albatross models

only the physical network topology (§5.3). Yet policies (e.g.,
ACLs) can constrain communication. The Albatross manager
might thus be unable to detect unreachability: it might think
a path exists, when in reality it is prohibited. This problem
would be handled by the client’s backstop timeout (§3, §5.3).
Using policy information in Albatross is future work.

Can cooperating applications have inconsistent views of
the network? As mentioned in Section 5.3, one can think
of Albatross as virtualizing partitions. A natural question is
whether the discrepancies in the views of applications create
problems when applications communicate. The answer is no.
Albatross guarantees that, if a process is partitioned away, it
is partitioned for all applications.

What are the security implications of Albatross? Processes
can block any Albatross-enabled process by starting and never
canceling an end-to-end timeout (Figure 2). Adding access
control to Albatross’s API is future work.

Does Albatross contradict the end-to-end argument? No,
because Albatross’s guarantees are (a) about the state of the
network and (b) require help from the network, two cases that
fall outside the end-to-end argument’s jurisdiction.

9 Related work
Albatross leverages software-defined networking [33, 61] (as
described earlier). Albatross also builds on the distributed
systems literature, borrows from the networking literature,
and relates to work at their intersection.

Distributed systems. Earlier (§2.2), we walked through dis-
tributed systems solutions that relate to Albatross generally.
Here, we delve into closely related approaches.

Albatross can be seen as a type of failure detector, a service
that indicates the operational status of remote processes. This
service has a well-developed theory (e.g., [14]), including
some extensions for network partitions [3, 5], and a well-
developed practice [9, 15, 34, 67], based on timeouts (§2.2).
Unlike Albatross, this work does not leverage information
and mechanisms in the network.

Falcon [50] and Pigeon [49] are failure detectors that, like
Albatross, rely on local (or inside) information. Albatross has
some debts to Falcon, most notably the spy module to detect
process crashes (§6.3). A minor difference is that Albatross
better limits interference (Falcon kills end-hosts, whereas Al-
batross merely disconnects processes). The major innovations
over Falcon are: Albatross’s handling of network failures
(Falcon handles only process failures; it hangs if there are par-
titions), its precisely articulated contract, its design (process
naming, fine-grained dropping using SDNs, etc.), and using
SDNs to enhance classical distributed systems.

Like Albatross, Pigeon [49] is designed to handle network
failures; unlike Albatross, Pigeon does not leverage SDNs.
Another major difference is that Pigeon does not report fail-
ures definitively: under network problems, its interface pro-
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vides only hints (§2.2). We built a membership service atop
Pigeon, in the form of a lease server [49, §5.2]. Under host
failures, inside information allows quick lease breakage; un-
der network failures, however, this membership service waits
for the lease to expire, as in ZooKeeper. One might be able to
build a better membership service atop Pigeon; we plan to in-
vestigate this in future work. But even if such an improvement
is possible, it would represent a different design point from
our work here. Among other things, we expect the response
times of this membership service to be longer (since it would
achieve definitiveness via agreement as opposed to killing).

Various systems introduce abstractions that can be used
in place of a failure detector. For example, cluster manage-
ment services (ZooKeeper, Chubby, etc.) can be used to assist
primary-backup replication, as explained in Section 2.3. An-
other example is FUSE [25], which reports the failures of
process groups in overlay networks. Unlike Albatross, FUSE
has symmetric guarantees for failure notification. However,
the semantics of these reports cannot be used to implement
primary-backup (since FUSE may report failure even if the
primary and the backup are both up). One body of work
that deserves special mention is group communication ser-
vices [11, 16] (GCS); these maintain a view of processes and
provide multicast within a view. GCS have an exclusion con-
cept similar to Albatross, but the mechanisms are different:
a GCS uses timeouts and distributed algorithms (§2.2) while
Albatross observes and modifies the network.

Another related system is Fault-Tolerant CORBA (FT-
CORBA) [2]. FT-CORBA has a hierarchical monitoring
scheme, which is reminiscent of how Albatross implements
end-host failure events (§6.2); FT-CORBA also includes
object-specific monitoring functions, which are similar to the
spy that Albatross borrows from Falcon (§6.3). However, Al-
batross and FT-CORBA have different goals and mechanisms:
Albatross provides a membership service by leveraging SDN
whereas FT-CORBA replicates objects.

Networking. The general area of resilience in networking
has received much research attention. This work is largely
orthogonal to Albatross, as Albatross concerns how to reliably
report partitions to applications. However, some of this work
has a similar ethos to Albatross. For instance, NetPilot [72]
seeks to turn partial failures into total failures (called fail-
ure mitigation). Nevertheless, the two systems take different
approaches, in the service of complementary goals: NetPi-
lot restarts switches and ports, to mitigate network failures,
whereas Albatross blocks traffic to make its reports accurate,
when such failures do occur.

A large body of work (far more than we can cover in depth,
but see [7, 8, 18, 19, 22, 31, 42, 43, 52, 53, 66, 71, 75, 76]) is
concerned with extracting intelligence about the network, and
reporting it to operators or applications. Although some of Al-
batross’s elements are reminiscent of some of this work, gen-
erally the goals are different. For instance, some work [65, 70]
monitors routing state to track topology (as does the Albatross

manager), but their goal is different: analysis and diagnosis
for researchers and operators. In Network Exception Handlers
(NEH) [40], the network notifies hosts of state changes, but
the purpose is end-host participation in traffic engineering.
Like Albatross, Packet Obituaries (POs) [6] report network
failure information to end-hosts, but POs do so at a differ-
ent level of abstraction (which packets were dropped versus
which processes are reachable).

Distributed systems and networking. Research that com-
bines distributed systems and networking tends to apply dis-
tributed systems techniques to make better networks (whereas
Albatross works the other way around).

Consistent networking aims to keep the network in a valid
state at all times, under configuration changes. For instance,
consensus routing [38] uses Paxos [46] to apply updates to
BGP routers to avoid black holes and loops. More recent
work has examined primitives for consistent updates to Open-
Flow networks, to preserve routing state [63] and bandwidth
guarantees [28]. These goals are different from Albatross’s.

Distributed SDN. Some researchers have used techniques
from distributed systems to replicate and distribute the SDN
controller [20, 23, 24, 44, 68, 73]. This work would comple-
ment Albatross, as noted in Section 8.

10 Conclusion
For all averred, I had killed the bird

—“The Rime of the Ancient Mariner”, Samuel Taylor
Coleridge

Albatross leverages software defined networks to give dis-
tributed applications reports about the reachability of their
component processes. These reports are timely and definitive,
and cover network problems—a combination that we believe
is new in membership services. Furthermore, Albatross as
built handles failures at end-hosts, making it a complete solu-
tion for failure detection in a data center environment.

Albatross also brings up a potential direction for future
work. A number of projects have applied distributed systems
techniques to obtain better networks. However, we think that
Albatross is the first to apply modern networking techniques
to refine the guarantees of distributed systems. Perhaps there
are other opportunities along these lines.
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Abstract. TPC-VMS is a benchmark designed to measure the performance of 

virtualized databases using existing, time-tested TPC workloads. In this paper, 

we will present our experience in using the TPC-E workload under the TPC-VMS 

rules to measure the performance of 3 OLTP databases consolidated onto a single 

server. We will describe the tuning steps employed to more than double the per-

formance and reach 98.6% of the performance of a non-virtualized server – if we 

aggregate the throughputs of the 3 VMs for quantifying the tuning process. The 

paper will detail lessons learned in optimizing performance by tuning the appli-

cation, the database manager, the guest operating system, the hypervisor, and the 

hardware on both AMD and Intel processors. 

Since TPC-E results have been disclosed with non-virtualized databases on both 

platforms, we can analyze the performance overheads of virtualization for data-

base workloads. With a native-virtual performance gap of just a few percentage 

points, we will show that virtualized servers make excellent platforms for the 

most demanding database workloads. 

Keywords: Database performance; virtualization; SQL Server; workload consoli-

dation; performance tuning; cloud computing 

1 Introduction 

Server virtualization is a cornerstone of cloud computing and has fundamentally 

changed the way computing resources are provisioned, accessed and managed within a 

data center. To understand this new environment, customers need a tool to measure the 

effectiveness of a virtualization platform in consolidating multiple applications onto 

one server. According to IDC [5], in 2014, 32% of the new server shipments are de-

ployed as virtualized servers, running not only the light weighted applications, but also 

CPU-intensive and I/O-intensive workloads, such as OLTP applications. As a result, 

there exists a strong demand for a benchmark that can compare the performance of 

virtualized servers running database workloads. TPC-VMS is the first benchmark that 

addresses this need by measuring database performance in a virtualized environment. 

With all the benefit of virtualization technology, comes a price – the overhead of 

server virtualization.  Vendors and customers need to have effective ways of measuring 
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this overhead, as well as characterizing the applications running in virtualized environ-

ments. Although TPC rules prohibit comparing TPC-VMS results with results of other 

TPC benchmarks on native servers for competitive or commercial purposes, we are able 

to make that comparison in an academic paper to quantify the overhead database work-

loads experience when the deployment platform is a virtualized server. 

HP, in partnership with VMware, published the first two TPC-VMS results. In this 

paper, we will share our experience in running and tuning the TPC-E workload under 

the TPC-VMS rules to measure the performance of 3 OLTP databases consolidated to 

a single server for both Intel and AMD platforms. We will analyze the performance 

overhead of the virtualized database using native TPC-E result as the reference point, 

and will provide insights into optimizing large databases in a virtualized environment. 

The paper will start with a short introduction to the TPC-VMS benchmark, present 

published results, describe the tuning process, share the lessons learned,  and conclude 

with characterizing the overheard of server virtualization using the benchmark results. 

1.1 TPC-VMS benchmark 

In responding to the need for a standardized benchmark that measures the performance 

of virtualized databases, TPC introduced TPC Virtual Measurement Single System 

Specification, TPC-VMS [13], in December 2012. TPC-VMS models server consoli-

dation, which is the simplest, oldest use of virtualization: a single, virtualized server 

consolidating 3 workloads that could have been deployed on 3 smaller, or older, phys-

ical servers. 

TPC-VMS provided a methodology for test sponsors to use four existing TPC bench-

marks, TPC-C [9], TPC-E [10], TPC-H [11] or TPC-DS [12], to measure and report 

database performance in a virtualized environment. The three virtualized workloads, 

running on the same physical server, have to be one of the four existing TPC bench-

marks and they have to be identical (with the same attributes).  The TPC-VMS score is 

the minimum score of the three TPC benchmarks running in the virtualized environ-

ment, specifically, VMStpmC, VMStpsE, VMSQphDS@ScaleFactor or 

VMSQphH@ScaleFactor. Each of those four TPC-VMS results is a standalone TPC 

result and can’t be compared to each other, or to its native version of the TPC result for 

commercial or competitive purposes. 

1.1.1 Other virtualization benchmarks. 

Besides TPC-VMS, there are two other existing virtualization benchmarks in wide us-

age – VMmark 2.x and SPECvirt_sc2013. 

VMmark 2.x [14], developed by VMware, is a multi-host data center virtualization 

benchmark designed to measure the performance of virtualization platforms. It mimics 

the behavior of complex consolidation environments by incorporating not only the tra-

ditional application-level workloads, but also the platform-level operations, such as 

guest VM deployment, dynamic virtual machine relocation (vMotion) and dynamic 

datastore relocation (storage vMotion). The application workloads include LoadGen, 

Olio, and DS2. With a tile-based scheme, it measures the scalability of a virtualization 

platform by adding more tiles. The benchmark also provides an infrastructure for meas-

uring power usage of virtualized data centers.  



SPECvirt_sc2013 [8], developed by SPEC, is a single-host virtualization benchmark 

designed to measure the performance of a consolidated server running multiple work-

loads.  It measures the end-to-end performance of all system components including the 

hardware, virtualization platform, the virtualized guest operating system and the appli-

cation software. It leverages several existing SPEC benchmarks, such as 

SPECweb2005, SPECjAppServer2004, SPECmail2008 and SPEC INT2006. It also 

uses a tile-base scheme and allows benchmarkers to measure power usage of the virtu-

alized servers. 

Both VMmark 2.x and SPECvirt_sc2013 workloads are relatively light, and as a 

result, the guest VMs are relatively small, and usually take a fraction of a physical core. 

Most of real-life database workloads, however, are CPU-intensive and require much 

bigger guest VMs to handle the loads. TPC-VMS fills the need for measuring the per-

formance of databases running on virtualized servers.  

Another benchmark under development by the TPC is the TPC-V benchmark [3], 

which will address several features that existing benchmarks do not: 

 The VMs in some benchmarks, such as VMmark 2.x and SPECvirt_sc2013, have 

the same load regardless of the power of the server. At the other end of the spectrum, 

TPC-VMS will always have exactly 3 VMs; so more powerful servers will have 

VMs that handle heavier loads. TPC-V emulates a more realistic scenario where not 

only do more powerful server have more VMs, but also each VM handles a heavier 

load than less powerful servers. Both the number of VMs and the load handled by 

each VM grow as servers become more powerful. 

 TPC-V VMs have a variety of load levels and two different workload types – OLTP 

and DSS – to emulate the non-uniform nature of databases virtualized in the cloud. 

 The load to each VM varies greatly during a TPC-V execution, emulating the load 

elasticity that is typical in cloud environments. 

 Unlike previous TPC benchmarks, TPC-V will be released with a publicly available, 

complete end-to-end benchmarking kit. 

TPC-V is not yet available. So the only representative option for benchmarking vir-

tualized databases is still TPV-VMS. 

1.2 Characteristics of the TPC-E workload 

Of the 4 possible workloads to use under TPC-VMS rules, we used the TPC-E work-

load. TPC Benchmark™ E is composed of a set of transactional operations designed to 

exercise system functionalities in a manner representative of complex OLTP database 

application environments.  These transactional operations have been given a life-like 

context, portraying the activity of a brokerage firm, to help users relate intuitively to 

the components of the benchmark. The brokerage firm must manage customer ac-

counts, execute customer trade orders, and be responsible for the interactions of cus-

tomers with financial markets. Fig. 1 illustrates the transaction flow of the business 

model portrayed in the benchmark: 

The customers generate transactions related to trades, account inquiries, and market 

research.  The brokerage firm in turns interacts with financial markets to execute orders 

on behalf of the customers and updates relevant account information.  The number of 



customers defined for the brokerage firm can be varied to represent the workloads of 

different size businesses. 

The benchmark is composed of a set of transactions that are executed against three 

sets of database tables that represent market data, customer data, and broker data.  A 

fourth set of tables contains generic dimension data such as zip codes. 

The benchmark has been reduced to simplified form of the application environment. 

To measure the performance of the OLTP system, a simple Driver generates Transac-

tions and their inputs, submits them to the System Under Test (SUT), and measures the 

rate of completed Transactions being returned.  This number of transactions is consid-

ered the performance metric for the benchmark. 

2 Published Results 

In this section we will present and analyze the two published results for TPC-VMS. 

Since the authors were responsible for both disclosures, we can share the details of the 

tuning process, explain why settings were changed, and quantify the impact of those 

changes. 

2.1 First disclosure 

The first TPC-VMS result is on an HP ProLiant DL385p Gen8 server running the 

vSphere 5.5 hypervisor, Microsoft Windows Server 2012 guest operating system, and 

Microsoft SQL Server 2012 DBMS. In this section, we will discuss the benchmark 

configuration and the tuning process. 

 

2.1.1 Configuration 

The DL385p Gen8 VSUT1 test environment is shown in Fig. 2.There are three major 

components to the test environment: 

                                                           
1 VSUT is a term coined by the TPC-VMS benchmark, and is formally defined in the TPC-VMS 

specification [13]. In our case, it includes the Consolidated Database Server plus the client 

systems required by the TPC-E specification. 

 

Fig. 1. TPC-E Business Model Transaction Flow 



 the clients, on the left 

 the Consolidated Database Server, which is the hardware and software that imple-

ments the virtualization environment which consolidates the TPC-E database server 

functionality, in the center 

 the storage subsystem, on  the right 

The  two client servers are HP ProLiant DL360 G7 using 2 x Hex-Core 2.93 GHz 

Intel Xeon X5670 Processors with 16 GB PC3-10600 Memory and are connected to 

the host through a 1 Gb network.  

The Consolidated Database Server is an HP ProLiant DL385p Gen8 using 2 x AMD 

Opteron 6386SE 16-core 2.8 GHz processors with 256GB of memory. There are a total 

of 32 physical processor cores in 2 sockets. However, note that there are 4 distinct 

physical NUMA nodes present in the hardware. 

Three P421 SmartArray controllers are used; two SAS ports from each controller are 

directly connected to a D2700 enclosure which hosts LUNs for a database. One P420 

SmartArray controller is connected to the internal storage array which hosts LUNs for 

the database logs.  Three 1 Gb NIC ports from client 2 are directly connected to the tier 

B database server. The fourth NIC port is connected to lab net and is used for remote 

access and management. Three HP StorageWorks D2700 disk Enclosures are used, one 

per VM, each attaches to 8 x 400 GB 6G SATA MLC SFF SSDs for a total of 24 drives. 

2.1.2 Comparing native and virtualized performance 

In the remainder of this paper, we will show results with TPC-E running on a single 

VM, on 4 VMs, or TPC-VMS running on 3 VMs in a virtualized server, and compare 

them to native TPC-E results on the same server. It should be emphasized that we used 

the comparison to native results only as a yardstick to measure our progress. Comparing 

TPC-VMS results to native TPC-E results are not only against TPC fair use rules, but 

as we will show in section 4, such comparisons are also misleading if intended as a way 

to directly contrast the performance of a virtualized server against a native server. 

 

Fig. 2. DL385p Gen8 VSUT configuration 



2.1.3 Tuning process 

An audited TPC-E result of 1,416.37 tpsE2 on this exact server had been published just 

prior to the start of this project. We started the TPC-VMS tuning project by reproducing 

the native TPC-E result on the setup to establish a baseline. After we got to the satis-

factory performance level, we installed vSphere 5.5, and moved to tuning in the virtu-

alized environment. Since DL385p Gen8 has four NUMA nodes, running 3 guest VMs 

on a 4 NUMA node machine introduces imbalance. We decided to approach the tuning 

in three phases: first, have one guest VM running one instance of TPC-E; second, have 

4 guest VMs each running one instance of TPC-E; last, have 3 guest VMs each running 

one instance of TPC-E, which is the configuration for TPC-VMS. 

The goal for phase one tuning is to find tunes that reduce the overhead of hypervisor 

and get as close to native performance as we can with one big guest VM. The end result 

was 85% of native performance. Table 1 and  Fig. 3 chart the progress of the tuning 

exercise. Some notes are in order:  

 Virtual Raw Device Mapping (RDM) provides the benefits of direct access to phys-

ical devices in addition to most of the advantages of a virtual disk on VMFS stor-

age [15]. The difference is akin to the difference between file system I/O and raw 

I/O at the operating system level. 

 Spreading the LUNs over multiple vHBAs allows the guest OS to distribute the I/O 

interrupts over multiple CPUs. It also trades off some interrupt coalescing, which is 

good for CPU usage efficiency, for better latency, which is important for TPC-E. 

 The TPC-E workload on SQL Server is a heavy user of timer queries. Normally, 

reading the RDTSC results in an expensive VMexit, but vSphere 5.5 allows certain 

operating systems such as Windows Server 2012 to access the time source directly 

                                                           
2 As of 6/13/2014. Complete details available at http://www.tpc.org/4064 

Table 1. Tuning steps for 1 VM 

Throughput Tuning 

587 Baseline 

618 Switch the virtual disks from VMFS to virtual RDM 

683 
Instead of all 4 (virtual) LUNs of each VM on a single virtual HBA 

in the guest, use 4 virtual HBAs with a single LUN per vHBA 

1090 Improve RDTSC access 

1095 
32 vCPUs, 4 NUMA nodes X 8 vCPUs, bind vCPUs in 4 nodes, 

bind vmkernel threads  

1139 
32 vCPUs, 4 NUMA nodes X 8 vCPUs, bind vCPUs in 2 x 16 

groups, bind vmkernel threads 

1198 
30 vCPUs, 4 NUMA nodes with 8/8/8/6 vCPUs, bind vCPUs in 2 

x 15 groups, bind vmkernel threads 

 



through the RDTSC instruction, avoiding the VMexit. This is a vSphere 5.5 feature, 

and we saw a 60% boost when we switched to the code base that had this feature. 

 Setting aside CPUs for the auxiliary threads of the hypervisor kernel (vmkernel [16]) 

and binding virtual CPUs and vmkernel threads to specific cores is a common tuning 

practice, and it allowed us to go from 1.86X the original results to 2.04X. 

 VM sizing and vCPU binding choices are discussed in sections 3.1and 3.2. 

Phase one tuning brought the virtual performance up to 85% of native. Rather than 

further tuning of the 1-VM case, we continued with tuning of a 4-VM configuration. 

The goal for phase two tuning is to see what kind of overhead we get when the num-

ber of guest VMs align with the number of NUMA nodes on the server. In this case, we 

assign each guest to a NUMA node to reduce the remote memory access overhead. 

 

Fig. 3. DL385p Gen8 single-VM tuning progress 
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Fig. 4. Throughputs of 4 VMs on DL385p Gen8 
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We used 4 DB instances, each running in one of the 4 guest VMs. Each DB has one 

dedicated P421 SmartArray Controller, each VM has 8 vCPUs and is bound to a sepa-

rate NUMA node. The sum of the throughputs of the 4 VMs, shown in Fig. 4 reached 

94.5% of native performance. This is not surprising: 8-way systems have less SMP 

overhead than 32-way systems, whether native or virtual. Also, each of the 4 VMs en-

joyed 100% local memory.  

What is also worth noting is that with little tuning, the 4-VM aggregate throughput 

was 12% higher than the 1-VM throughput, confirming the benefits of NUMA locality 

and better SMP scaling of smaller VMs. 

The TPC-VMS benchmark was designed to run with 3 VMs expressly to pose a 

scheduling challenge to the hypervisor. Our first runs in this configuration proved the 

difficulty of achieving good performance with 3 VMs on a server with 4 NUMA nodes. 

The throughput values in Table 2 are the sums of the throughputs of the 3 VMs. 

This aggregate throughput is not a TPC-VMS metric, but is a good way of charting 

our progress in comparison with 1-VM and 4-VM configurations. Fig. 5 shows the 

improvement in throughput as we applied the optimizations detailed in Table 2, and 

Fig. 6 shows the throughputs of the 3 VMs for the published result. 

The goal of phase three is to get the best performance for publishing. Measured by 

the unofficial metric of the overall throughput of the 3 VMs, we achieved close to 100% 

of the native result. Section 4 will explore the reasons behind this good performance. 

In phase one of the tuning, the challenge is to reduce the hypervisor overhead, while 

in phase three, the challenge is to balance the Consolidated Database Sever resources 

to achieve the best result. Since the TPC-VMS  score is the lowest throughput of the 

three TPC-E instances, the goal is to maximize the lowest throughput, or to get the three 

throughput values  as close to each other as possible. 

The hypervisor has full control over how to expose the NUMA properties of the 

hardware to the guest OS. It presents a number of virtual NUMA nodes to the guest OS. 

Table 2. Tuning steps for 3 VMs on the DL385p Gen8 

Throughput Tuning 

840 Five 2-vCPU virtual NUMA clients per VM 

1150 
For each VM, distribute and bind the 5 virtual NUMA clients 

and its vmkernel threads over 3 physical NUMA nodes 

1224 

For each VM, bind 4 2-vCPU virtual NUMA clients to an 8-

core physical NUMA node; the 4th physical NUMA node runs 

the remaining 2 vCPUs of each VM and its vmkernel threads 

1262 Fine tune binding policy 

1355 Increase database size from 200,000 Customer to 220,000 

1396 Use the new vSphere 5.5 feature: virtual hardware version 10 

1395.97 Published result of 457.77 VMStpsE 

 



A NUMA client is a group of vCPUs that are scheduled on a physical NUMA node as 

a single entity. Typically, each virtual NUMA node is a NUMA client, unless a virtual 

NUMA node is larger than a physical NUMA node and maps to multiple virtual NUMA 

clients. We used five 2-vCPU virtual NUMA clients for each VM. This provides good 

granularity to distribute the workload from each VM evenly amongst two NUMA 

nodes. Upgrading vSphere 5.5 hardware version to 10 gave us a 4.6% performance 

improvement. 

The phase three tuning culminated in the published result of 457.77 VMStpsE. The 

throughputs of the 3 VMs were 457.55 tpsE, 468.11 tpsE, and 470.31 tpsE. So the of-

ficial reported TPC-VMS result was 457.77 VMStpsE3. We can see that the lowest 

throughput VM was at 97.3% of the highest throughput VM, showcasing a successful 

division of resources among the 3 VMs, which as [7] points out, is not trivial.  

                                                           
3 As of 6/13/2014. Complete details available at http://www.tpc.org/5201 

 

Fig. 5. DL385p Gen8 3-VM tuning progress 
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Fig. 6. Throughput of 3 VMs on DL385 
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2.2 Second disclosure 

The second TPC-VMS result is on an HP ProLiant DL380p Gen8 server again running 

vSphere 5.5 and Microsoft Windows Server 2012, but the newer Microsoft SQL Server 

2014 as the DBMS. We will cover the benchmark configuration and the tuning process. 

2.2.1 Configuration 

The client hardware is identical to the one described in Section 2.1.1. The Consolidated 

Database Sever server, Fig. 7 is an HP ProLiant DL380p Gen8 using 2 x Intel Xeon 

E5-2697 v2 processors with 256GB of memory. Turbo boost and HyperThreading were 

enabled; so we have 24 cores and 48 HyperThread (logical) processors in 2 physical 

NUMA nodes. Six P421 SmartArray controllers are used, each attaches to one D2700 

enclosure containing 4 X 800GB 6G MLC SSDs for a total of 24 drives. 

2.2.2 Tuning process 

Although no native TPC-E results have been published on this exact server, there are 

two published results that also used servers with 2 Intel Xeon E5-2697 v2 processors, 

512 GB of memory, Microsoft SQL Server (one used the 2012 edition, one 2014), and 

Microsoft Windows Server 2012. Based on published throughputs of 2,472.58 tpsE4 

and 2,590 tpsE5 on these systems, we used an even 2,500 tpsE for baseline native per-

formance for our server in order to gauge the progress of the tuning project. 

Having already completed a full tuning cycle for the first disclosure, we did not need 

to experiment with the 1-VM or 4-VM configurations, and started the tests with 3 VMs. 

Some notes regarding the tuning steps in Table 3: 

                                                           
4 As of 6/13/2014. Complete details available at http://www.tpc.org/4065 
5 As of 6/13/2014. Complete details available at http://www.tpc.org/4066 

 

Fig. 7. DL380p Gen 8VSUT configuration 

 



 Much of the tuning exercise was focused on choosing the right number of vCPUs 

(15 or 16), and the placement of the vCPUs of 3 VMs and the vmkernel threads on 

the 2 NUMA nodes 

 The aggregate throughput of 2022 is with each of the 3 VMs split across both NUMA 

nodes. By placing VM2 and VM3 only on one NUMA node each, their performance 

increases by 4-5%, without impacting VM1, giving us the 2089 aggregate perfor-

mance. More on VM sizing and vCPU binding choices in sections 3.1and 3.2. 

 SQL Server allows CPUs in hardware NUMA nodes to be grouped into smaller Soft-

NUMA nodes for finer control, e.g. for load balancing of networking traffic. The 

Soft-NUMA node setting enhanced performance by enabling finer granularity in the 

first TPC-VMS result. However in the second result with the DL380p Gen8 system, 

 

Fig. 8. Throughputs of 3 VMs on DL380p Gen8 
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Table 3. Tuning steps for 3VMs on the DL380p Gen8 

Throughput Tuning 

1851 
Baseline: 16 vCPUs for each VM, all 3 VMs split across 2 

NUMA nodes, no placement of vmkernel threads 

1951 15 vCPUs for each VM 

1974 Bind the vmkernel threads associated with VMs 

2022 Also bind the vmkernel threads associated with physical devices 

2089 
VM1 split across NUMA nodes; VMs 2 and 3 bound to 1 NUMA 

node 

2139 Drop the Soft-NUMA setting in SQL Server 

2191 monitor.virtual_mmu=software 

2179 
Final configuration with fewer, denser drivers, 375K Customers, 

and SQL Server 2014 

2179.11 Published result  of 718.12 VMStpsE 

 



it hurt performance. When the Soft-NUMA setting is dropped, and we instead ex-

pose the server’s 2 Hard-NUMA nodes to the DBMS, throughput improves by 2.4% 

 Section 3.3 discusses the reasoning behind setting monitor.virtual_mmu=software. 

Fig. 8 shows the throughputs of the 3 VMs at 718.12 tpsE, 737.08 tpsE, and 723.91 

tpsE. So the official reported TPC-VMS result was 718.12 VMStpsE6. We can see that 

the lowest throughput VM was at 97.4% of the highest throughput VM, matching the 

first publication even though having only 2 NUMA nodes made this a more challenging 

project. 

The virtual-native ratio is lower than that of the first disclosure mainly due to the 

difficulty of evenly fitting 3 VMs on two NUMA nodes, compared to the 4 NUMA 

nodes of the first disclosure. It is worth noting that VM1, which was split between the 

two NUMA nodes, had a throughput of only 2.6% lower than VM2, which was entirely 

contained within one NUMA node. So we did not see a large benefit from NUMA 

locality, which as Section 4 demonstrates, has a profound impact on performance. One 

reason is that we have to favor VM1, which determines the reported metric, even at the 

cost of a larger negative impact on the other two VMs. In our configuration, 45 of the 

48 physical CPUs run the 45 vCPUs of the 3 VMs. It would be intuitive to assign the 

vmkernel auxiliary threads of each VM to one of the 3 remaining physical CPUs. This 

indeed gives us the highest aggregate throughput, but not the highest VM1 throughput. 

So we distribute some of VM1’s auxiliary vmkernel threads to the pCPUs that handle 

the vmkernel threads of VM2 and VM3.Although this has enough of a negative impact 

on VM2 and VM3 to cause a small (0.4%) drop in the aggregate performance, VM1 

performance improves by 2% to the final reported value. 

3 Lessons learned 

3.1 VM size matters 

Since TPC-E tests typically utilize the compute resources and the memory of the SUT 

to nearly 100%, we configured each of the 3 VMs with nearly 1/3 of the memory, after 

allowing for a small virtualization tax. Since memory can be allocated in arbitrary units, 

dividing the host memory into 3 chunks for the 3 VMs was trivial, as was the hypervisor 

automatically placing the memory pages on the same physical NUMA nodes as the 

VM’s vCPUs. But choosing the right number of vCPUs posed a challenge. For the 

AMD-based platform with a total of 32 cores, the best configuration proved to be 3 10-

vCPU VMs, and 2 cores left for the vmkernel threads. With the 4 NUMA nodes (see 

section 3.2), both the vCPU count and vCPU placement was rather easy. 

The Intel-based platform with 24 cores/48 HyperThreads and 2 NUMA localities 

presented more of a challenge. An intuitive choice was a configuration with 16 vCPUs 

per VM, and allowing the hypervisor’s scheduler to provision CPU time between the 

vCPUs and the vmkernel threads. But in practice, we found that allocating 15 vCPUs 

                                                           
6 As of 6/13/2014. Complete details available at http://www.tpc.org/5202 



per VM and leaving 3 logical processors for the vmkernel threads gave us the best per-

formance even though it left a few percent idle unused. This may appear to be a negli-

gible amount of idle, but in fact it is significant in a well-tuned TPC-E configuration. 

The 16-vCPU configuration faced a lot more idle than the 15-vCPU case due to the 

high latency of storage I/O caused by the vmkernel threads competing with vCPUs for 

CPU resources. One could extrapolate the throughput to a slightly higher value than 

what we achieved with 15 vCPUs, but we were not able to push more load through the 

system and utilize the remaining CPU power due to high storage latencies. 

3.2 vCPU placement and binding plays an important role 

The choice of 3 VMs for TPC-VMS certainly succeeded in producing a hard workload 

for the hypervisor scheduler! Utilizing all system resources in a way that a) resulted in 

full CPU utilization, and b) uniform throughput for the 3 VMs proved to be very diffi-

cult. It was somewhat easier with 4 NUMA nodes because we could dedicate 3 of the 

NUMA nodes to the 3 VMs, one node per VM, and use the 8 cores in the 4th node for 

2 more virtual CPUs for each VM as well as the vmkernel threads. But mapping vCPUs 

and vmkernel threads to physical CPUs posed a bigger challenge with 2 NUMA nodes. 

Keep in mind that the TPC-VMS metric is the lowest of the 3 VMs’ throughputs. So 

maximizing the overall performance – informally measured as the sum of the through-

puts of the 3 VMs – does not benefit us if it comes at the cost of lowering the throughput 

of the lowest VM. 

The optimal configuration was splitting VM1 across the two NUMA nodes, and 

binding VMs 2 and 3 to a NUMA node each. With 15 vCPUs per VM, this left 3 Hy-

perThreads to be dedicated to vmkernel threads. The overall percentage of time in 

vmkernel, a portion of which is the time in the vmkernel threads, was measured to be 

around 8%. So dedicating 2 of the 32 cores on the DL385p Gen8 or the 3 HyperThreads 

on the 48-HyperThread DL380p Gen8 to the vmkernel threads proved to be a good fit. 

3.3 Reduce TLB miss processing overhead 

A complete treatment of the two-dimensional TLB walk is outside the scope of this 

paper. Consult [1, 2, 4, and 6] for a more thorough treatment of Intel’s EPT and AMD’s 

NPT. Briefly, modern microprocessors have hardware assist features for virtualizing 

memory, and handling the address translation from the guest Virtual Address to the 

guest Physical Address and ultimately to the host Machine Address. Intel’s EPT and 

AMD’s NPT make managing virtualized virtual memory much easier, but the trade-off 

is a near doubling of the TLB miss processing costs for certain workloads. The vast 

majority of workloads run faster with EPT and NPT even though TLB misses are more 

expensive. But occasionally, the higher TLB miss processing costs may be a heavy 

overhead for an application. TPC-E on SQL Server on Windows appears to be one such 

workload [7]. Hardware counter collections showed an overhead of as much as 9% in 

two-dimensional TLB miss processing. By switching to the older software MMU op-

tion [2], we were able to raise the performance of the DL380p Gen8 server by 2.7%. 



4  Comparing the performance of virtual and native platforms 

The TPC fair use rules disallow comparisons between different TPC benchmarks, in-

cluding those of the same benchmark with different scale factors. And, although TPC-

VMS is based on existing benchmarks, this rule still holds, and TPC-VMS results can’t 

be compared to their native counterparts.  However, since TPC-VMS can be run on the 

same system/software that may have a full native result also published, there is a strong 

tendency to simply add the performance metrics of the three VMs together and directly 

compare to this native result.  It may be assumed that the fair use rules are for marketing 

or administrative purposes and that this is an excellent way to determine the overhead 

of the hypervisor used.  There are several technical reasons to avoid this comparison.    

Firstly, the native system has a database three times the size of the virtualized test.  

Comparing databases of different sizes is not allowed by the benchmark specification, 

and the effects on IO and memory due to database size are non-linear in fashion. Sec-

ond, the memory is divided into three, allowing the SQL Server buffer pool to use more 

local accesses for each guest VM, making it more efficient.  And most importantly, 

each instance of SQL server is affinitized to only one third of the total processors, in-

curring less contention and scaling issues than the full native system which must scale 

across all logical processors. 

From this, one can see that the summation of the TPC-VMS throughputs of the 3 

VMs is not a proper direct comparison to a native result. One method to make a com-

parison to the non-virtualized system would be to use three native instances of Mi-

crosoft SQL Server, running against three databases of the same size as the virtualized 

TPC-VMS case.  A proper comparison of this type was completed using the HP 

DL385p Gen8 server.  See Fig. 9. 

 
Fig. 9. Three databases on a native server and a virtualized server 
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Table 4 summarizes the findings when running three instances of SQL server.  In 

the case of the HP DL385p Gen8 server, one only sees a difference of 1.5% when com-

paring the published native TPC-E and virtualized TPC-VMS results.  However, due to 

the aforementioned technical reasons, three instances of SQL Server on a native system 

yields nearly 6% more performance than the full native system.  Thus, it can be con-

cluded that there is an overhead of at least 7% simply due to virtualization. The main 

take-away here is not an exact calculation of virtualization overhead. Rather, it is that 

an oversimplified comparison, especially using different benchmarking rules, can be 

misleading. 

5 Conclusions and Future Work 

TPC-VMS is a virtualized database benchmark using the existing TPC workloads. HP, 

working with VMware, published the first two TPC-VMS results with TPC-E. In this 

paper, we shared the configuration and tunings of the two setups, the analysis of the 

native and virtualized results, and virtualized database tuning tips. As the results show, 

with the very low overhead of the virtualization, virtualized servers make excellent 

platforms for the most demanding database workloads. Nonetheless, virtualization in-

troduces an extra layer of software that needs to be tuned for optimal performance. 

There are a number of areas for future work, including running 3 and 4 database 

instances on one VM, and comparing the aggregate performance to multiple instances 

on a native system as well as to multiple VMs, each with one database instance. This 

will quantify more accurately the overhead of the virtualization layer, as well as the 

additional costs of running multiple VMs on one server. Note that although we collected 

data on some of these configurations, these were stepping stones on the way to the final 

TPC-VMS configurations, and not well-tuned. 

It would be instructive to collect hardware event counts on the two server to explain 

why one server seems to record an aggregate throughput closer to a native system. How 

much of a role does the number of NUMA nodes – and more generally, TPC-VMS’s 

unusual VM count of 3 – play in the performance difference with native systems? Are 

there performance differences between the virtualization-assist features of the proces-

sors? 

Achieving the good performance reported here required fine tuning of the hypervisor 

settings. Although these optimizations are well-known to the performance community, 

we still had to manually apply them. A direction for future work is incorporating the 

Table 4. Native and Virtualized Comparison Points 

Comparison Performance ratio 

TPC-VMS versus published TPC-E 98.6% 

3-instance native TPC-E versus 1-instance native TPC-E 105.9% 

Estimated TPC-VMS versus 3-instance native TPC-E 93.1% 

 



optimizations into the hypervisor scheduler to detect DBMS workloads and automati-

cally optimize for them. 

Finally, this tuning methodology can be applied to other database workloads, other 

DBMS products, and other hypervisors. 
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ABSTRACT
We present a new distributed algorithm for the resource dis-
covery problem introduced by Harchol-Balter, Leighton, and
Levin in PODC’99.

The resource discovery problem consists of a synchronous
network with n machines in which at any timestep any ma-
chine v can PUSH or PULL a message to/from any other
machine u whose (IP) address is known to v. Messages can
contain addresses which then change the “topology”. The
goal of a distributed resource discovery problem is to enable
all machines to learn the addresses of all other machines as
fast as possible while keeping the number of messages sent
low.

We present a randomized distributed algorithm that achieves
this goal in O(logD log log n) rounds using O(n) messages,
where D is the strong diameter of the initial topology. Up
to the log log n factor, our round complexity is best possi-
ble given the trivial Ω(logD) lower bound. For many typ-
ical networks with D = o(n), our running time is a dras-
tic improvement over prior O(logn) round algorithms. In
particular, for networks with polylogarithmic diameter an
O(log2 logn) running time and thus an almost exponential
speedup is obtained.

Categories and Subject Descriptors
F.2.2 [Theory of Computation]: ANALYSIS OF ALGO-
RITHMS AND PROBLEM COMPLEXITY—Nonnumeri-
cal Algorithms and Problems; F.1.2 [Theory of Compu-
tation]: COMPUTATION BY ABSTRACT DEVICES—
Modes of Computation Parallelism and concurrency

General Terms
Algorithms, Theory, Performance, Reliability

∗Research supported in part by NSF award
“AF:Small:Distributed Algorithms for Near-Planar Net-
works”.

Permission to make digital or hard copies of all or part of this work for personal or
classroom use is granted without fee provided that copies are not made or distributed
for profit or commercial advantage and that copies bear this notice and the full citation
on the first page. Copyrights for components of this work owned by others than the
author(s) must be honored. Abstracting with credit is permitted. To copy otherwise, or
republish, to post on servers or to redistribute to lists, requires prior specific permission
and/or a fee. Request permissions from permissions@acm.org.
PODC’14, July 21 – 23, 2015, Donostia-San SebastiÃąn, Spain.
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1. INTRODUCTION
We give a new distributed algorithm for the classical

resource discovery problem introduced in [11] that features
drastically improved running time on typical networks while
maintaining an optimal message complexity.

Resource discovery is a basic task in distributed networks
that is concerned with informing all participants in a net-
work about each other in a fast and communication efficient
way. It can be used as a coordination mechanism, e.g., in
networks with somewhat frequent joins and leaves, and of-
ten forms the first step for implementing further distributed
functionalities. As such, it has been intensely studied from
both a practical and theoretical perspective.

1.1 Formal Problem Definition
The mathematical definition as a distributed problem

goes back to the work of Harchol-Baler et al. [11] and arose
in the context of building a large-scale distributed cache for
their newly founded company Akamai:

Machines are abstracted as nodes in a directed graph
G = (V,E) with n nodes in which a directed edge (u, v) ∈ E
means that machine u knows (the IP address of) v and
can thus contact v. We write Γ(u) to denote set of nodes
that node u can contact. Communication proceeds in syn-
chronous rounds in which each node u can PUSH or PULL
a message to/from any nodes in Γ(u). Each such operation
gets counted as one message. In a message a node can com-
municate any desired information but typically a node sim-
ply sends the set of IDs it knows and possibly some small
amount of control information, e.g., O(logn) bits. Once
a node has received a message containing addresses it can
contact the respective nodes in subsequent rounds and the
network graph G changes accordingly. This network model
has also been called the DIRECT ADDRESSING or DA
model [8].

The goal of distributed resource discovery algorithms in
the DA model is to guarantee that for a given initial net-
work topology all nodes learn about each other as quickly
as possible without sending too many messages.
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1.2 Prior Work on Resource Discovery
The trivial resource discovery algorithm in the DA model

is flooding. Flooding simply has every node forward its
knowledge to all nodes it knows about. It is easy to see that
this flooding algorithm terminates in logD + 1 time where
D is the (weak) diameter1 of the initial network topology
and that this running time bound is optimal. On the other
hand, the flooding algorithm has a horrible message com-
plexity and sends up to Θ(n2) messages in a single round.
This is even true for sparse networks as they become dense
quickly.

The idea of Harchol-Balter et al. was to leverage ran-
domization in achieving more communication efficient infor-
mation dissemination. They introduced the NameDropper
gossip algorithm in which each node sends the addresses it
knows solely to a uniformly random contact. They proved
that O(logD logn) rounds each using n messages are suffi-
cient for this algorithm to solve the resource discovery prob-
lem. Subsequently Law and Siu [18] gave a simple random-
ized resource discovery algorithm requiring O(logn) rounds
and Kutten, Peleg, and Vishkin [17] building on a connec-
tivity algorithm of Shiloach and Vishkin [20] gave a deter-
ministic algorithm that uses O(logn) rounds and sends only
O(n logn) messages in total.

1.3 Our Result
While these O(logn) running times match the trivial

Ω(logD) lower bound for networks with a linear (or polyno-
mial) diameter, such networks are arguably not the setting
of interest. Indeed the networks topologies one would expect
to encounter in a resource discovery setting are typically well
connected and have a small, e.g., at most (poly-)logarithmic,
strong diameter2. In those networks, the Ω(logD) lower
bound merely excludes the existence of sub-log-logarithmic
algorithm thus leaving open the question whether such ex-
ponentially faster algorithms are achievable. In this work
we answer this question in the affirmative by giving an algo-
rithm that matches the Ω(logD) lower bound for the strong
diameter up to an O(log log n) factor:

Theorem 1. Suppose a network in the DA model with
n nodes and a strong diameter of D. There is a distributed
randomized algorithm that, with high probability, completes a
resource discovery in any such network in O(logD ·log log n)
rounds using a total of Θ(n) messages.

Remarks:

• Like all previous works we do not attempt to give any
formal failure model and prove robustness results for
our algorithm with respect to any permanent or tem-
porary failure or interleaved join and leaves. This said,
we believe that the randomized GOSSIP nature of our
algorithm (similar to [11]) actually makes the algo-
rithm quite robust at least to random failures or leaves

1The weak diameter of a network is the smallest integer for
which every node has a path of length at most D to any
other node when directions of edges are ignored.
2The strong diameter of a network is the smallest integer
for which every node has a directed path of length at most
D to any other node.

(which, e.g., are unlikely to specifically delete cluster-
centers). More over the (almost) exponentially faster
running time guarantee on typical networks compared
to prior approaches drastically reduces the timeframe
in which the network needs to be (sufficiently) stable
and allows the rebuilding process to be run more fre-
quently.

• Like [18] but in contrast to [11, 17] we give running
time guarantees with respect to the strong diameter.
We postulate this diameter to be small for instances
of interest. We also remark that it is generally impos-
sible to have GOSSIP algorithms that perform well
in graphs with low weak-diameter while having nodes
send at most c messages per round. In fact such al-
gorithms cannot run in less than logc n = logn/ log c
rounds on the star-network in which one center node
knows about all other n nodes (but not vice versa) even
though this network has a weak diameter of 2. Thus
the only way to even achieve sub-logarithmic running
time in this network is to have a single node send at
least polynomially many messages in one round.

1.4 More Prior Work
In addition to the results of [11, 17, 18] on the resource

discovery problem (see Section 1.2) the techniques used in
our algorithm are also closely related to [8, 2]. These works
show that one can achieve sub-logarithmic running times for
the global broadcast problem if one considers a communica-
tion model that allows for DIRECT ADDRESSING and also
for contacting a random participating node in each round.
In particular, Avin and Elsässer[2] gave an algorithm with
O(
√

logn) round complexity while Haeupler and Malkhi [9]
showed that even a Θ(log log n) running time is achievable
and optimal. These results can be interpreted as running
times of resource discovery algorithms on random topologies
in which each node has many directed links to independently
chosen nodes. Since such topologies have a logarithmic di-
ameter Theorem 1 implies an O(log2 logn) running time for
this setting as well. The setting in this paper however is
significantly more involved because no randomness or even
expansion in the topology is assumed. The one (and only)
crucial idea we managed to carry over from [8] is to organize
nodes in clusters and try to achieve a doubly exponential
growing process by having clusters of size s reach out to
O(s) clusters for merging thus leading to s2 size clusters in
one step.

We also remark that there are many parallels between
this work and gossip algorithms for the LOCAL model [19],
which features a fixed undirected topology. There too the
resource discovery or global broadcast problem can be solved
via flooding in an optimal time complexity, which is O(D)
in the LOCAL model. This however requires up to Θ(n2)
messages per round. Demers et al. [6] were the first to in-
troduce randomized gossip algorithm to achieve fast and re-
liable information dissemination. Since then uniform gossip
has been shown to work well on complete graphs [12] and
random and expanding topologies [4, 7]. Similar to this
work more recent non-uniform gossip algorithms [3, 8] even
achieve O(D + poly log n) running times, which are close to
the trivial Ω(D) lower bound achieved by flooding albeit

414



while using only O(1) communication (instead of O(n)) per
node.

Beyond these works, owing to the high practical rele-
vance of the topic, many works have studied variants of the
resource discovery problem. We mention [15, 1, 16] which
consider resource discovery in an asynchronous setting, [10,
13] which considers communication efficient resource discov-
ery gossip with small messages and refer to [14] and the re-
cent PhD thesis of Davtya [5] for a broader overview and
further references.

2. RESOURCE DISCOVERY

2.1 Clusters
In this section we introduce clusters, a simple tool used

in this paper to achieve efficient exploration. Briefly, a clus-
ter is a set of nodes that have a designated cluster-center
known to all nodes in the cluster. All nodes within a cluster
can exchange information via the center using only a con-
stant number of rounds and messages per node. This allows
a cluster to act in a coordinated manner.

More precisely, a cluster is a set S of nodes, with each
node v ∈ S containing a variable followv = `S set to the
address of the cluster leader. Initially all nodes form their
own cluster and have follow set to their own address. For
a node v, we denote its cluster by C(v) (or simply C when
clear from context).

Having a central leader which is known to all nodes in
a cluster allows a cluster to coordinate using only a con-
stant number of communication rounds. In particular, in
one communication round followers may PUSH information
to the leader and thus have the leader collect inputs from
the entire cluster. In a second round, followers may PULL a
response from the leader. Throughout the rest of this paper
we implicitly assume that information is exchanged within
each cluster before external communication steps as needed.
This allows us to treat clusters as indivisible entities which
act as a unit and share full information, while omitting the
details concerning PUSHing and PULLing messages.

We furthermore use the following notation: For two clus-
ters C1, C2, if there is an edge from a node v ∈ C1 to a node
w ∈ C2 we say that C2 is a cneighbor of C1. Clusters gen-
erally do not know which clusters are cneighbors. For this
reason any cluster C maintains a set A(C) in which it keeps
track of clusters that it knows to be current cneighbors.

Remark:
A cluster can easily find out, using two cluster internal
PUSH/PULL rounds, which nodes Γ(C) the nodes in C are
connected to. However, it is much harder (or message inten-
sive) to find out what its distinct cneighbors are, i.e., which
nodes in Γ(C) belong to the same cluster. In particular, as
clusters merge these clusterings change and it is generally
too message expensive to keep a complete list of cneighbors
updated. This is the reason for having A(C). It also means
that after every round of cluster merging the list A(C) be-
comes outdated and is thus set to be the empty set.

2.2 The Resource Discovery Algorithm
We next give a high level description of our algorithm:
The algorithm first calls the Initialization sub-routine

which reduces the number of clusters by a polylogarithmic
factor, bringing the average cluster size to s = logO(1) n.
This is done in Θ(log log n) rounds via a merging process
that guarantees singly exponential reduction process in the
number of clusters.

The main loop of the algorithm then employs iterations
with a doubly exponential growth progress by roughly squar-
ing the average size s of a cluster in each iteration. For this,
each iteration begins with using the DiscoverCneighbors
routine to have clusters explore their neighborhood and dis-
cover at least d ≈ s cneighbors as potential merging part-
ners.

Clusters that do not have enough cneighbors use Infla-
teOutdegree to perform a local flooding procedure until
at least d clusters are reached. This requires at most logD
flooding steps and does not lead to a large message overhead
because only clusters with less then d cneighbors participate.

The SampleMerge routine then randomly sub-samples
roughly a 1/d ≈ 1/s fraction of clusters to be the new
cluster-centers and assigns each non-selected cluster to a
cluster center. With high probablity, the number of clus-
ters is thus reduced roughly by factor s, which leads to a
new average cluster size of about s · d ≈ s2.

This doubly exponential merging process is performed
forO(log log n) iterations until the average cluster size reaches
at least

√
n logn. A final InflateOutdegree guarantees

that every cluster becomes aware of any other cluster. The
cluster centers then inform all their nodes about all other
nodes, which completes the resource discovery process.

Algorithm 1 Log-logarithmic resource discovery algorithm

1: Initialization(Θ(log logn))
2: ε← 1/2
3: s← log2/ε n
4: Clusters of size s′ > s split into ds′/se clusters of size

between s/2 and s

5: repeat
. explore/expand neighbors to discover s1−ε cneighbors

6: DiscoverCneighbors(s, 2/ε)
7: d← s1−ε

8: InflateOutdegree(d)

. sample-merge phase to reduce number of clusters by
roughly 1/d

9: SampleMerge(s, d)
10: s← Θ(s · d/ logn) . Θ(s · d/ logn) = Ω(s2−1.5ε)
11: Clusters of size s′ > s split into ds′/se clusters of size

between s/2 and s

12: until s ≥
√
n logn . Θ(log log n) repetitions

13: InflateOutdegree(
√
n) . all clusters become aware

of all clusters
14: Cluster centers inform all nodes in their cluster about

all other nodes
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2.3 Analysis
Next we prove our main theorem:

Theorem 1 (repeated). Suppose a network in the DA model
with n nodes and a strong diameter of D. There is a dis-
tributed randomized algorithm that, with high probability,
completes a resource discovery in any such network in O(logD·
log logn) rounds using a total of Θ(n) messages.

The proof relies on the following guarantees about the
subroutines referenced in Algorithm 1. We give their state-
ments here and provide their implementations and proofs in
subsequent subsections.

Lemma 2. Assume that there are at least Ω(logn) clus-
ters before a call to Initialization. For every r, with high
probability, Initialization(r) reduces the number of clus-
ters by a factor of c = eΘ(r) using O(r) rounds and Θ(n)
messages in total.

Lemma 3. Assume each cluster is of size at most s and
suppose that s ≥ log2 n. With high probability after a call
of DiscoverCneighbors(s, r) each cluster C knows either
all or at least |A(C)| ≥ Θ(s1−(2/r)) distinct cneighbors. The
routine furthermore requires at most O(r) rounds with at
most O(rs1−(1/r)) messages being sent by each cluster.

Lemma 4. Assume that each cluster has outgoing edges to
either to all of its cneighbors or to at least d of them. Assume
further that the underlying network has a strong diameter of
at most D. Then, at the end of InflateOutdegree(d) a
cluster C is aware of either all clusters or at least d cneigh-
bors, i.e, |A(C)| ≥ d. Furthermore, only O(logD) rounds
and O(d · logD) messages per cluster are required.

Lemma 5. Assuming that at the beginning of
SampleMerge(d) every cluster C is aware of at least d ≥
log2 n cneighbors, i.e., |A(C)| ≥ d, then with high probability
SampleMerge(d) reduces the number of clusters by a fac-
tor of Θ(logn/d). Furthermore, only O(1) rounds and O(d)
messages per cluster are required.

Proof of Theorem 1. We first prove the correctness of
Algorithm 1. Initially each node forms its own cluster so
there are n clusters. Theorem 2 now guarantees that the
initialization step ends with at most n/ log2/ε n = n/s clus-
ters. The splitting of clusters of size larger than s leads to at
most n/s further clusters for a total of at most 2n/s clusters
each of size at most s.

We prove by induction that this guarantee of at most
2n/s clusters of size at most s holds whenever the beginning
or end of the main loop is reached.

In particular, Theorem 3 guarantees for all eps > 0,
that during DiscoverCneighbors(s, 2/ε) every cluster dis-
covers at least d = s1−ε or all its cneighbors and Theo-
rem 4 guarantees that after InflateOutdegree(d) every
node has at least d cneighbors in its A(C) set. Theorem 5
shows that SampleMerge(d) then reduces the number of
clusters by a Θ(logn/d) factor thus decreasing the number
of clusters to at most Θ(n/( s·d

logn
)) or n/s after the param-

eter s is updated. Splitting clusters larger than s again at
most doubles the number of clusters to 2n/s and leads to
clusters of size at most s as postulated.

Once the main loop terminates this leads to at most
2
√
n/ logn clusters. A final call to InflateOutdegree(

√
n),

according to Theorem 4, then leads to all clusters being
aware of all other clusters which allows the cluster centers
to inform all nodes in their cluster about all other nodes.
The algorithm thus terminates correctly.

Next we analyze the number rounds and number of mes-
sages required for this process. Theorem 2 guarantees that
the initialization takes Θ(log log n) rounds and Θ(n) mes-
sages. For the main loop we claim that there are at most
4 log logn iterations of the main loop of Algorithm 1 and
that each such iteration uses only O(logD) rounds and at
most O(n/ logn) messages. The number of iterations follows
simply from the observation that each iteration increases s
to Θ(s2−ε/ logn) ≥ Θ(s2−ε/sε/2) = Θ(s2−1.5ε). Even for
ε = 1/2 having i = 4 log logn iterations s would increase

s from log2 n to (log2 n)1.25i

≥ 22log log n

= n which im-
plies that the loop terminates after less than 4 log log n it-
erations. Regarding the number of messages and rounds,
Theorem 3 states that DiscoverCneighbors(s,2/ε) uses
at most O(2/εs1−ε/2) messages for each of the 2n/s clus-
ters for a total of at most O(n/sε/2) = O(n/ logn) messages
per iteration. It also requires only O(1) rounds. Similarly,
SampleMerge(d) uses a total of 2n/s · ds = O(n/sε) =
O(n/ log2 n) messages and O(1) rounds.
Lastly, InflateOutdegree(d) uses

2n/s · d logD = O(n logn/sε) = O(n/ logn)

messages and logD rounds. This shows that the main loop
requires overall at most O(logD log logn) rounds and o(N)
messages.

To complete the analysis, note that the final call of
InflateOutdegree(

√
n) also requires at most O(logD)

rounds and at most O(logD
√
n)·2n/(

√
n logn) = O(n) mes-

sages.

2.4 Initialization
The initialization sub-routine brings down the number

of clusters in a network by a polylogartihmic factor by hav-
ing O(log log n) rounds in which a constant fraction of the
clusters merges.

In a round, the goal is to break symmetry into join-
ers and joinees, such that sufficiently many joiners merge
with joinees. In a full topology, it would suffice to flip
a coin to become joiner/joinee and then select a merging
partner at random; this would succeed for a constant frac-
tion of the network. In general topologies this simple rule
does not work, because some nodes may be more impor-
tant than others due to the graph structure. For example,
in a star graph, the center determines the success/failure of
all merging attempts. To address this, we first use a ran-
domized neighbor-selection step which identifies important
nodes. After this step, every node which received more than
one neighbor-request chooses to be a joinee and immedi-
ately accept any joiner request. There will remain a group
of nodes which are neither joinees, nor have their requests
accepted already. The nice thing is that each one of these
nodes will be matched with at most one incoming neighbor
request and one outgoing request. Therefore, within this
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set, flipping a coin to become joiner/joinee will succeed in
merging a constant fraction with high probability.

Algorithm 2 Initialization(r)

1: for r iterations do
2: every cluster C picks one neighbor v ∈ Γ(C) and

sends a merge request C(v)
3: if cluster received more than one merge request then
4: retract your own merge request . choose to

become joinee
5: send all (non-retracted) incoming requests a joi-

nee signal
6: accept any (non-retracted) incoming requests
7: end if
8: with probability 1/2 retract your own merge request
9: if did not receive a joinee signal then

10: accept any (non-retracted) incoming request
11: end if
12: retract any merge requests that have not been ac-

cepted yet
13: end for

Lemma 2. Assume that there are at least Ω(logn) clus-
ters before a call to Initialization. For every r, with high
probability, Initialization(r) reduces the number of clus-
ters by a factor of c = eΘ(r) using O(r) rounds and Θ(n)
messages in total.

Proof. Suppose that the number of clusters before any of
the r iterations is N = Ω(log n). We prove that the iteration
reduces the number of clusters by a constant factor with
high probability. For this we consider the directed request
graph which indicates which cluster requested to be merged
with which other cluster. The merge requests guarantee that
every node has an out-degree of exactly one. Since there are
exactly N requests the number of nodes that retract their
request because of multiple received requests is at most N/2.
We want to show that at least a constant fraction of these
requests are accepted. Some are already accepted at Line 5
by the nodes that retracted their requests. If these make up
N/8 requests the claim is proved. If not then there are at
least N/4 remaining requests.

Since we resolved requests to nodes with an in-degree
larger than one we have the guarantee that these remaining
requests decompose into directed cycles and directed paths.
In these paths and cycles we break symmetries using ran-
domization. In particular, any remaining edge has a proba-
bility of 1/4 of being accepted because with probability 1/2
it is not retracted by its requester and with an independent
probability of 1/2 it is accepted by the cluster that received
the request. Furthermore, due to the paths structure the
N/4 remaining requests contain at least N/8 requests that
are accepted independently. Out of these N/8 requests we
expect N/32 to be accepted and a standard Chernoff bound
shows that with high probability at least Θ(N) will be ac-
cepted. This proves that every iteration leads with high
probability to at least a constant fraction of the clusters
merging. Doing this for r rounds leads to the claimed eΘ(r)

overall reduction in the number of clusters.

To determine the message complexity we note that each
cluster sends only O(1) messages per iteration. This leads to
at most O(n) messages in the first iteration. Since the num-
ber of clusters in subsequent iterations decreases geometri-
cally with a factor of δ < 1 the overall message complexity
is also

∑r
i=0 δ

iO(n) = O(n).

2.5 Cneighbor Discovery
The cneighbor-discovery sub-routine probes the nodes

neighboring a cluster in order to identify sufficiently many
distinct cneighbors. At the beginning of sub-routine, a clus-
ter C has a set Γ(C) of neighboring nodes which are split,
potentially unevenly, among an unknown set of cneighbors.
In a round, the cluster probes roughly s neighbors. It stores
all the cneighbors it discovered in A(C) and repeats with
remaining neighbors. Intuitively, each such round makes
progress in one of two ways. One case is that it discovers
a large enough number of ’light’ cneighbors, which do not
contain a lot of neighbors, and we are done. The other case
is that it discovers ’heavy’ cneighbors, which contain a total
large number of neighboring nodes. In this case, in the next
round, C has a significantly reduced set of neighbors to work
on.

The algorithm is given as Algorithm 3.

Algorithm 3 DiscoverCneighbors(s, r)

1: X ← Γ(C)
2: A(C) = ∅
3: for 2r repetitions do
4: select a random set R ⊆ X of size min{s1−(1/r), |X|}
5: PULL from each v ∈ R the members of C(v)
6: A(C)← A(C) ∪

(⋃
v∈R{C(v)}

)
7: X ← X \

(⋃
v∈R C(v)

)
8: end for

Lemma 3. Assume each cluster is of size at most s and
suppose that s ≥ log2 n. With high probability after a call
of DiscoverCneighbors(s, r) each cluster C knows either
all or at least |A(C)| ≥ Θ(s1−(2/r)) distinct cneighbors. The
routine furthermore requires at most O(r) rounds with at
most O(rs1−(1/r)) messages being sent by each cluster.

Proof. Define t = s1−(1/r). Consider one cluster C and
denote C1, . . . , Cm its cneighbors. We define the degree
∆C(Ci) of a cneighbor Ci to be the number of edges going
from C to distinct nodes in Ci. We classify these cneighbors
according to this degree into two groups. The first group
contains all “heavy” cneighbors whose degree makes up at
least a c log(n)/t fraction of X for some constant c > 1, i.e.,
∆C(Ci) ≥ c|X| log(n)/t, while the second group contains all
other “light” cneighbors of C.

If at any iteration the size |X| of the remaining neigh-
borhood becomes smaller than t then all neighbors are con-
tacted completing the claim. The remainder of this proof is
concerned with the case that |X| remains large and t neigh-
bors get selected in each iteration.

Since the t neighbors in R are chosen independently at
random each heavy cneighbor is PULLED in expectation
c logn times and with high probability at least once. In
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particular the probability of not being PULLed at all is at
most (1− c|X| log(n)/t

|X| )t < e−c logn.
Conversely, every light cneighbor is hit with at most an

expected c logn PULLs from C and a standard Chernoff
bound shows that with high probability at most O(logn)
PULLs go to any such cneighbor.

We consider two cases. If the sum total of degrees going
into light cneighbors is at least a 1/t(1/r) fraction then the
number of edges selected from this set is in expectation and
with high probability Ω(t(1−(1/r))) = Ω(s(1−(1/r))(1−(1/r))) =
Ω(t(1−(2/r))). The number of distinct light cneighbors hit is
therefore at least Ω(t(1−(2/r)))/O(logn) with high probabil-
ity finishing the claim.

The other possibility is that the total number of edges
going into light cneighbors is less than a 1/t(1/r) fraction.
Since these are the only edges that make up the total degree
|X| the new set X ′ of the next iteration has size |X ′| ≤
|X|/t(1/r).

Thus each iteration with high probability either discov-
ers enough distinct cneighbors or reduces the total degree
by a t(1/r) factor. Furthermore, if the algorithm does suc-
ceed in the first round we know that in this iteration at least
one cluster of degree c|X| logn/t existed. Since the degree
can be at most the size of the cluster which is assumed to
be at most s we get that either the first iteration succeeds
or |X| ≤ st/c logn ≤ s2. Therefore, failed iterations which
reduce |X| by a factor of 1/t(1/r) can happen at most 2r
times before |X| ≤ t and all remaining cneighbors are con-
tacted.

2.6 Degree Inflation
The sub-routine for degree-inflation works to expand the

out-degree of all clusters to a desired threshold d. In a
round, every ‘lean’ node, whose degree has not reached the
desired threshold, simply PULLs from all of its neighbors
their neighbor-sets. This means that a cluster PULLs in-
formation about nodes at twice the distance of the previous
round. Therefore, in at most logD rounds, the entire graph
can be PULLed.

Algorithm 4 InflateOutdegree(d)

1: for logD iterations do
2: if |A(C)| < d then
3: pull A(C′) from every C′ ∈ A(C) into A(C)
4: end if
5: end for

Lemma 4. Assume that each cluster has outgoing edges to
either to all of its cneighbors or to at least d of them. Assume
further that the underlying network has a strong diameter of
at most D. Then, at the end of InflateOutdegree(d) a
cluster C is aware of either all clusters or at least d cneigh-
bors, i.e, |A(C)| ≥ d. Furthermore, only O(logD) rounds
and O(d · logD) messages per cluster are required.

Proof. For analysis purposes, we fix a distance function
d() reflecting the shortest cluster-to-cluster hop length be-
tween clusters at the beginning of the procedure. Clearly,
d(C1, C2) ≤ D for every two clusters C1, C2. InflateDegree
progresses in iterations. At the start of each iteration, a

cluster C is called lean if |A(C)| < d. Clusters continue
iterating the loop only as long as they remain lean.

We prove the lemma by induction on the following in-
variant: For every lean cluster C entering its k’th loop iter-
ation, A(C) contains all clusters W with d(C,W ) ≤ 2(k−1).
The base of the induction for k = 1 holds since if C is ini-
tially lean then it has outgoing edges to all of its distance-1
cneighbors. Suppose C is lean at the beginning of iteration
k + 1. Consider any cluster W with D(C,W ) ≤ 2k. There
exists some cluster W ′ on the path from C to W , such that
D(C,W ′) ≤ 2(k−1) and D(W ′,W ) ≤ 2(k−1). Let’s examine
A(C) and A(W ′) at the k’th iteration. When the iteration
starts, we know that C is lean, and by the induction hy-
pothesis W ′ ∈ A(C). We know that C remains lean at the
end of the k’th iteration after it pulls A(W ′) into A(C).
Therefore, when the k’th iteration starts, W ′ too is lean,
and by the induction hypothesis, W ∈ A(W ′). Therefore,
W is pulled into A(C) at the k’th iteration. This completes
the induction.

Clearly, within log(D) iterations, C learns about all ex-
isting clusters and we are done. Each cluster furthermore
only uses less than d connections per iterations for a total
of at most d ·min{log d, logD} connections per cluster.

2.7 Sample and Merge
A sample-and-merge sub-routine starts with at mostN/s

clusters all having d out-cneighbors. Then, a fraction of
roughly 1/d are sampled to become center-clusters (more
precisely, we sample with probability c logn/d, to guarantee
that every cluster has a cneighbor which is sampled). Each
non-center cluster selects one sampled cluster among its d
cneighbors to join. At the end of the sub-routine, the num-
ber of clusters is reduced by a factor of roughly d/(c logn)).

Algorithm 5 SampleMerge(d)

1: with probability c logn/d become a cluster-center
2: if non-center cluster then
3: contact d clusters from A(C) to find a center-cluster
4: merge with an arbitrary neighboring center-cluster
5: end if

Lemma 5. Assuming that at the beginning of
SampleMerge(d) every cluster C is aware of at least d ≥
log2 n cneighbors, i.e., |A(C)| ≥ d, then with high probability
SampleMerge(d) reduces the number of clusters by a fac-
tor of Θ(logn/d). Furthermore, only O(1) rounds and O(d)
messages per cluster are required.

Proof. Let x be the number of clusters before Sample-
Merge. After sampling, the expected number of center-
clusters is µ = x · (c logn/d). Since x ≥ |A(C1)| = d we have
µ ≥ logn. Since each cluster makes an independent decision,
a standard Chernoff bound shows that with high probability
there are exactly Θ(µ) center-clusters which form the new
clusters after SampleMerge. A similar argument guaran-
tees that with high probability out of the d neighbors con-
tacted by a non-center cluster at least one center-cluster is
found. This guarantees that no non-center clusters survive
the SampleMerge procedure.
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3. CONCLUSION AND OPEN PROBLEMS
The work presented in this paper makes a large improve-

ment in the round complexity of resource discovery on in-
stances of interest while maintaining the overall communi-
cation optimal. There are a number of compelling problems
left to tackle.

First, while the message complexity of our algorithm is
O(n) there are nodes that send more than O(1) messages per
round. We believe that it is possible to design a gossip algo-
rithm with the same running time guarantees in which nodes
send at most one message per round. This requires a mod-
ified Initialization routine which does not just guarantee
that the number of clusters is reduced by a polylogarithmic
factor but instead guarantees that each cluster is of polylog-
arithmic size. More importantly the SampleMerge routine
needs to be followed by an intricate re-balancing step which
guarantees that each cluster-center is joined by sufficiently
many clusters. We defer these details to the journal version.

Second, our work leaves open to further improve the net-
work discovery time of graphs with only a weak diameter
bound. Our intuition is that a crucial building block for
solving this would be a log-logarithmic local-flooding algo-
rithm. Once achieved, it may be repeated logD times to
fold the entire graph into a clique, in a similar manner to
the utilization of local broadcast in the gossip techniques
of [3].
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